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medical software is marketed_like_Wprdstar or Lotus 1^2-3 ^produ^^^ 
oriented regulatioii may Jje^.a^jpropriate . _I_ do not suggest ignoring 
the potential.xisJc.Hy prppos_a_l is instead to adopt^a regulatory 
syatejTL oxiented towards the user of the^aftware, rathe£ ihafi the 
plroducer, and fix the liability -for defective .software at thj 
same point. Such a proposal would involve registration of each 
user location. 

_Thls_p_xo&osal would _l_j focus regulation on the parties 
actually controlling the use of the software^ It would elarify 
responsibility for control of the software and the potential us^s 
to which ioftwari would be put. 2) Liabilii:y_ jwould be strictly 
impoied on the using hospital, as the place best able to evaluate 
what level of oversight ia ne^deiS .__ By concentrating liability at 
the user level_there_would be an increase in .competitaon, rather 
fhan_a_ xeductiijn, since, _the financial viability of^the Producer 
would no longer be an issue. 3) The users are already.au^ect to 
regulatory control. They are familiar with the requirements of 
the regulatory authorities. 



I am 
either reg 



not sugget.ting that medical software-be_eKem_pt from 
eitner i.«yulation or liability. However.,, in .the_ case, pf ^his 
unique product, the puB^lla interest would best be served lay 
imp^sitiQti-QJL^trict. liability at the level of the user, combined 
with a jnodest level of regulation on the same party. __This 
combination would provide the optimum mix of. protection, pf 
consumers with minimum restrictions oh the development of this 
revolutionary technology. 
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Part I 



tlABitlTir AND REGULATORY ISSUES IN MEDICAL COMPUTER SOFTWARE 

Accn^Timr, VINCENT M. BRANNIGAN . 

ASSOCIATE PROFESSOR, DEPARTMENT OF CONSUMER ECONOMICS* 
UNIVERSITY OF MARYLAND ^^"uwiub 
COLLEGE PARK, MD. 

mediMl SonipUfcer lilbilitv f computer systenis. _ The 

knowledge fJil^l^e^ntleil^^a*^^^^^" tL "A'^""^"?^^,^. i "^-y 

oise ol severl? c^lose'ly relati i?i2r^"ri^^^^^^^ 3 iabiUty_iI only 

The three issues are: 
1) LiaBility for the use or non use of h,eaical co,;puter syste,.s. 

i§§ue. included a separate written stateSieht on -his 

Ihlkgel.'^"^"" """" dra„,itic possibiTfties If 

a... invasion =<J.?%r---i:„ri'S l?^e-ot^o°na^^%?ftir- ^^1 



.98 



95 

other non-phySical Jjijury . This presSntation i/. a^I|5;|a-H^ ^° 
give a prlmfit_in_the law._ but to describe -the BackgrOjmd_ 
LaicaJ information systems and how they can lead to a liability 
problem. 

The medical computer liabilttj^ field is in ^J^^^^^'^IVill^ 
few cases which iiave becoineL .known hav_e not gone to trial . 
loSivlrrthe lkplQSlve._gr^^wth in medical computer systems has 
occurred with little input from the legal sector. 

in many malpractice cases there are. difficult falctujl i 
of Droof causation, and- responsibility ._ _ In the case^ of^ a 
comp^utef Va^l^rmJllc'aJL.injurX^ facts ar^_ 

and the. answers, even more uncertain.^Computer systems m f 
itln^iard ized _i terns ^ and even s^mxlar ^^^^^^ 
differences. Software is ephemeral, ^t_is_often changed in tne 
f ield by users? and- can b/altered .without trace . A P^„^"^^i-^ 
often thi product of many. Jian^ds, who leave no trace ^of ^their 
individiill eTftrts. I^jLs worth noting that S.^OO, the^Kasten 




that an entire jurisprudence miist be. developed 
unique aspects of computer related injury. 

CONCEPTS OP LIfiBILITJf 

In a 1981 artic:.e in- the SMEKIC AN. . JOURNAL OF LAW pD 
MEDICINE I^rote extensively.^^ .the... Uability for persona 1 
injuries caused by a detective medical computer program. 

Ih condac.tina.resec-.rch__fpr that article, it was 
many people automatically assumed that negligence^ r^the^r th|n 
strict liability would be the appr.Q{u:iate test for injuri^^ 
If^^d by computir programs. They seemed Rreoccup^ed^^^ 

can be passed from person to person. 

in some sense, programi are like books ^ .bat.un.UHe , books in 

Like "elals^lftoH car, ^instructions are set the machine 
will do what it is told. 

once it is Accepted that computer programs are products, 
liability will be strictly imposed.rf the other requirements ^are 
^^^^^^Vhe most important requirement is probably that the defect 
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basically three_ p^SsibnifciH Pirfr^th!''^^?'^"' -there are 

computer— doeS!5 't "reach" ^ho In_fhls case the 

the typical malpracfcici app*roi^^of ™ ^^^^^^ 
second case thi coinpiftex^yiVem ^n^^ the 
patient. Traditional strict Uabrilf-^1= ''^^^^''^'='=^y "ith the 
Which are directly compufK JbhtrollL" devices 
intensive cari monitl^l^g. °hl''1,h^^^^^ °^ 

unique problemi. This is whe/e i^^ ,f " the 

putpat which a phviician rpi i» t the^ computer is traducing _the 
would refer to'^^st lab results / «ther checking^^h?! 

Items. in these systems reliance o^^hs fl/.^"''^^' ""^^i"'^^^^ 
errors can be cafLtrobhic Tn ^ ^ 

liability standard fo/lrll^s appropriate. ^ ""^^^ 

"defect """a'^^^itfr Wt^- " Er?ors'^"^ co„sti tu^t^ _a 

logic errors andTmgraliffhg errors T.^'^roB°I^^^.°^ ^yP^^- 
^^«/°ft egregious mistakes^ it clin ta''^''^ ^l l J-^-' ^P^^'^ 
tp__determihe what type ^ em? r = ^ - 'i°'^''"9''^*^stiga 
products.^ if is of ten^ difficult tS 11^^."^- "-"1*''^ .nany other 
production defect in a computer syf^m ?5S6SK ^ -"^^^i^n Xrom a 
built to blueprints. They a rl built ?X f°"'P"tei: systems are not 
normally change^ c^nflnuoSsly as the sv^^^'^Th^?^-^^'? "^^'='' 
Many are one of a kind ihit^lll??o^= ^ ^^ng installed, 

production phases art meiSld tbleVho where_^e design and 
into_j«rvice fbr filid t^^n ^°|^-yier. _Systems__are of ten put 
Sp!5etisies_f esting thi svstenf ^= -'^^ , P-^esence of_ ejrrors f 

the_ system, -- ifnc'^'err^or "correction irfaU""- 1"^'- ""'^ ""^"^ 
typical to leave a csr^fain ■^"^J^^'^if" ^ is -labPr intensive, it is 
cprrectid, over^ ffml a^'^tvX pf "bugs" any system, to be 
-ttlaintenance- which irmost ftBiH y^-"" ^^ The tSrm 

up to_ipecifications"is used fri l=hs^ _si">Pll^ keepin_g the machine 
this continuous errlr rimoval p"cess. "P"''"'' "^^^ describe 

6 *e ^°lspiral°"thrcSei" svstl"^ -i^^^- For example, . 
asslgisment system. Bed! lie a^ Hh^nf^-'^^^^^ =°«'Pl«te bid 
keeping track of them is oSn «ifi1S?Vo = ^tock ifl fraae; 
hospital di\ttded Ifi d<.,-T,<S^. j f =°st control. xhls 

such as sur^r^ aM those wl^h" °S ^"-^^""P^' ""h blds^ 

Bed^^allocation^yslem wal Ibhne^tid t^^^^^^^ " radiology. The 

packaged drugs for ijidiyidali nt^ • - ^^^i^cy system, which 
flQor^ When a Patient w^s trins^l^^^e"^^ to the 

service f 6 another ,ttyt bet lllt^^f^^^A^^^ Bed 
updated to ^JIDW the ne^ location Mh»n P>'^"'a=y -'^ecprds were 
to a non bed servlSi; the b^d"no"?^°,^ P^^^^'^ "^^ transferred 
show the temporary strtu/ int shf^"-"^ "^'^^^ were chinged to 
patien t was "^expi^tel to rei^ri£ "^he"" n?nhV thf 
patient wa. transferred f ro,^"f^^er„fl" „||folre ?S="rrdfol^^y^': In'l 
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then to surgery. The bed control ^yatein _was__update(i»- _ but . the 
pharmacy system Was JiOt. ._As a. resultj the _&harmacy continued to 
send J^rugs - to_ the. _oLd _bed , wh ich w as by now occupi ed by a n ew 
patient. In this particular case the error was discovered. 

Programming errors tishd to lead^ to false data reporting or 
system breakdown. th a system prone to errors the_ staff of ten 
checks strange results. There_ are_inore_.p_rQbl.ejns. WJLth a system 
that ruiis^Q weXL_the_usex5_ stop .challenging potential errors. 
Cleaning up a program can result in a less attentive staff. 

SPECIAL PROBLEMS IN MEDICAL INFORMATION SYSTEMS 

Since .wrltlilg__that. aj:tij[il.e__I .have had_ rnpre experience 
working directly with medical information personnel. I spent 
1984 on sabbatica^l, first at the Massachusetts Institute of 
Technology and later at The Center for Medical Computing Science 
at the University of Frahkfiirt. It is possible that_potential 
problems are even more severe than _first_believedt_primarily due 
to the nature and jnethod_Jii^_softwajre^ development a and to 

the changing role of information in the medical system. 

Certain systems by their di stributioh arid inherent nature 
are the most likely to be irivolved^ in litigation. These iiiclude 
patierit record systems arid treatment rapport ..systems such as 
nursing orders _and. _ pharmacy^. These are generally referred to as 
medical information systems . .The most important current 
developments are going on in the area_ of expert systems . These 
systems are very riew. Teri years ago :eveh the. Jiiost advanced 
university medical centers Were only beginning to install medical 
information systems. 

Several developments in information systems have changed 
this environment. The development of faster ,^ less expensive, 
general purpose machines has led to ah explosive growth in the 
number of computers. NetWork arid communlcatibhs -SQf.twax^_ allows 
those computers to be connected together in a. wide _varie€y of 

different combinations . Special _ languages ^ such as MUMPS , the 

Massachusetts, lltility Mult i-prpgramming Syst*?m^ were developed to 
serve the medical j:ommunity^ Information systems were pioneered 
in research oriented university medical <:eriters , in part Because 

of the need for researc-h -data... .MxJ it ar^y .ajnd _ Vet era n s 

Ad m i iii s t r a t i: OJl_ _h o s pita Ls are CU r r e n 1 1 y _i mp 1 emen t ing their 
systems. The great _bulk of conventional hospitals do not yet 
have systems* however, the pressure to iristall them is 
accelerating . 

A ji^w _p r_Q f e s s i on _ h a s _ a 1 s o arisen. Mos t t ra di t ion a 1 data 

processing managers were trained in business or accbuhtihg. In 
the medical area they have shown a limited ability .to. _Cieate 
systems which- support patient care. Instead, the. pioneers _pf 
clinical ihformatlbn systems were computer scientists and 
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=°"P"ter science _bae)cgrouHd8; there ii noii in 
t^o^^a ^^^1^^ ^''^^-^^^ ' a ISoS exclusively 

-INrol^wf EH" IIh nt»a ^""P"^^^'^ PPecialists.__Tiie German tirm 
can Be used to describe these prof esaiOHflls Thev 
2^:fnn°s'»^^<"^^S?*-"f'''^ ^"^^"^"-"^tion of patient i^IT ajd jhe 
!? il thl"« "i^l^"^ ^"k^ J*hifih can result f?om that automa?io^. 
It is^this^group which is causj.ng_ the revolutibn in the usp of 
computers in-medicine and the Sn<" least knaSw 4-if» ?- °i 

^^^^^ "edical ^ecprds^ which used to be the physician's not*»« r^p 
InllWT^^ Icnowl_e_dse, now become_^e chart ?/ihl patient's 

flSafoS! e ^ industry to provide care in totally different 
con.^fr^V4-"°"^-^.P^" monitoring of health care, rier^lls; 

fSSI V ^'^^ -transfers of patient from provider to pJIJidfr 

come^to rely on the informatibh system. Informatikl^T s^e 
inf orl^TAf^H "^^^nV^ depeiideni.^ the mbvel^ent and flow If 
irfx^r^t „^ T t^^"'' -i"fP^"»ation_i5_^posi g<^d. Their 

Sin^T^^*"-^?^^ sophisticated information systel which can 

handle most or all of the physician's tasks. 

pr^vi^f-^nlKf^'m^^m^^r^^ ^^""^"^ 

r^^^S^ia^stinrtife^.lMi J?^^ 
hH§ 4.Kt? -<=y"e^Anformatioa_on patients currently in the hofplt^!" 
5bL i^nf o^matlon^^' that triatment co'-^i 

Ho5^^^^^--^-=,^----^J|^^His^ 

meii«rsysLmt "^"^ perspectives on the key priorities of th^ 
Who Will provAdeL ihf5rmation and carry ou^ orders Jifhllt 
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pj^ysicians because he now knovrs what tliej^ are doing. The 
informatiker sees the system as the centerpiece of health care, 
allowing physicians and other prof essibhals to be "plugged in" as 
heeded- The informatiker likes bigger, better, faster and more 
complete systems; 

Ml of the participants are oriented towards their own goals 
for the system. The system is more than a distributor of 
information. The reality is that information is a hew cehter 
of power. Normally the physi^ciahs have power base^ on 
professional authority » and the administrators have power based 
on financial control. _ Both of these groups can use .thelr .power 
in obvious fashions.___The_informatikers _power__is__contro_l over the 
ffiedical_inf ormation__systemj but to get the system up and running, 
the informatiker needs cooperation from both of the other groups. 



As a result, the- informatiker must tell different things to 

dif f er^jij£__ peopLe. T_d_ jthe_ physJ:cian_,__ he__promi ses_a helper who 

wil l serve the physicians ' int er e s_t s . Th er e f or e the 

informatiker first develops subordinate systems, such as clinical 
iab, nursing ,r bed assignment, and reporting systems. These 
systems do -all the paperwork- which physicians normally detest. 
What the informatiker knows, but the physician does not always 
realize- is_that_ the same information_is the scarce- of. control for 
the administration. The informatiker must keep this secret until 
the system is installed, or the physicians will oppose the system 
installation^ These conflicts in internal goals are rarely 
brought to the lawyer's attention. 

Despite the_ rapid -xed£Lc_tlon__iii t h^e__c_os_t_ of computer 

hardwaxe,_ computer power reniains a scarce resource. Therefore 
s om eo n e h a s t o a 1 1 oca t e a cces s t o the in f or ma t i on s y s tem , and 
determine what information is kept, and in what form. it is-in 
these resource allocation decisions that the potential for 

malpractice - is_ tlifi- hx-ghest. The__press_ure_ f£OTit_th_e__vaJcilQus 

inter_est groups can lead to coinprornises with severe unintended 
results. Two examples of typical problem areas are given in the 
appendix. 

Liability standards will take a substantial tiirie to. develops 
One itiajor area of concern. i:^ li.ahility_ fox _ta_ilure_ t_o__us_e a 

computer. ^ysfim^ _!_ think this type of _ liability could arise in 

f u nda men t a 1 1 y di f f e ren t way s • Th e f i r s t wou 1 d be t o f ail t o us e 
a computer system to check on specific problems whi^h can be 
found in standardized medical databases , such - a s- arug--d_rug 
interactions^,- orLtlie latest .contra indications to various types of 
ther apy _ _ Th_e_ other area _ is t h e . o r din a r y f a i 1 u r e t o ma int a i n 
accurate patient records of the type which a computer system 
could provide. Allergies, patient histories and prior 
cbihpl icat ions arie all easily stored in computers., but-_can_take 

substantial time to recall In a manual. system^ Automated medical 

information systems are clearly the state of the art, and without 
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^o,W^^. HOO^I^?"" vulnerable unde. th. leading 

in^ed?^t^''5|^^^|f'tlssin^ th. problem is real and 

Which I lo iLi^st 11^^^^^ products liibility bill? 

have on the li^Sflilfissul i? in ^^^^^^^ committee cai^ 

i-u-. , AiJ^ty issue is m its instructions and oversight 

ind 
ncepts 

proniot 

Drotecnon" * >.^^k"-u ^"^^^ '^"^^^ maintalnin- 
protection, both physical and financial? 

shoul^L^t^ §ontrol"cl£,^ f^'-'? what legal approach 
that the.c^xr^nt Fbod and' Dru^ Acf ''I^^^^^ Pefsuaded 
But I am confideiit that the product or i ^^Ih . I? -^^^^ software, 
would be both ineffectlv^^^J^ z-^"^PP^ that act 

technology. The ffg^l svlt|m ^^^^^^^ the __ciev^iopment- of the 

advance What direction this c^'^hH^ to_ define in 

liability .nd re^Sy'^^i^!lS"Sa ^^c^ 

legal''iffor?s^f^'^^^'=pP^^^^^ control all 

the unreasonable risk or^niury LcLI"^h''^^°\°^ ^^^^ 
c^- wi. iD3_ury. Second, there should. b& = " ■ 



eihancially^-™n^^^^ ^omPuter system there ^u^ be 

?rapy. there must be a paJty clearlv r^^^^^^ 

oration of the system! clearly responsible for the proper 

currenr^egaf^J.^^ these pHnciple^_i^_dlfiicu ^nder the 
aevices fnd IfuTs\ tht^^^rl^^^^^^^ medical 
manufacture and labelUnc of^eSides ?ovejnment .con trol s the 
contror the usi. The di?isLn drugs, and_ the states 

Where theproduc^^rT^strict^y^'i^^^ xn products liability, 

a test of negligence. jpor Bll^f -k ^*^^_^ser^s subject to 
earlier, the technol^ical div/^ reasons ;E- mentioned 

this distinction oSs^ete SI ek^^b^o^^" ^^^^ 
down. at a terminal? it j^ak^ no f*^^^^^^ hospital worker, ^its 
the computer is located in th/ e--^- -2"?^ difference whether 
or in another cd^^llyf Likewise i^^vt?^ ' ^S^^?^ country, 
the system is p_rodilcea ih hirhosnl^^? difference whether 
outside. - It is of no imottah/e 4? on thi 

or one of group. Yet^th th^ r^L i r^^^ is one of a kind 

faster! on t hes e ir r e 1 e v ! n *: *h ^ ^^^."1^ ^ory and 1 iabi 1 i ty systems 
different I^V^l/of^'^ration a^^^ '^^^^^ -^-^V 
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The primary policy chtdcis for this cbmniiitee is between the 
product oriented concept of the current itiedical device 
legislation act, aiid a user, oriented regulatory approach suited 
to the nature of this technology. 

The j)riniary problein with the product orienj:ed approach is 
that it tends to stifle all of the attributes which niake computer 
software such ah esx^itihg- technology: Product oriented 
regulation tends to limit dev-eJopmerTt._s it _a _li_eJLd: to_. those 
cojiipa_njLes__whicJT__ a_re .bQth__ad_4p.t at_ the technology and 
sophi s t ica t ed i A dea 1 i n g wi t h t he regu 1 a t ory a u thor i t ies . We ca n 
get the medical equivalent of the Pentagon's $60(3.00 hammer 
because ingenuity in deal ing with the regulator is the key 
business attribute. 



aeeoiid^L _product_xegialation .tends, ta. centralize production 
in. a. small number of firms. _The first handful of firms approved 
can divide up the market. Regulatory approval is^a substantial 
entry barrier. There are bivly a small number of viable hardware 
producers- in the cbiriputerl field, compared to the vast_hufiiBeE_of 
software hou sea. This.is due to the dif^erent_econojrLxe5 of . scale 
in_ _aJ:arting up_ operati_on.s_. ... _T_h.e regulatory burden could , be 
cr i ppl i_n5 t o . . s.m a.l.l_ ,. i n n p va t i v e comp a n i e s . It i s p r e ci s e 1 y t h es e 
innovative companies which are the strength of the computer 
field. Many of the most innovative producers are universities 
and hospitals. There- is^ a tradition of sharing Breakthroughs 
and software Which could disappear if regulated. 



Third, regulation .of the. software tends to limit the 

flexibility of the user in adapting the device to l^cal 
conditions. While the food^ and drug act provides for 
custbmizatibh bf the device to a patient, it does, iiojt provide for 
customizajtLoh-tb ^he_ iftBfif utiOfl ,_ which is often critical in 
c 1 in i ca 1 software . Modi fie a t i o n_s _ p f s y s t em s b y p r o d u ce r s i n 
light of system failures or increased knowledge would be slowed 
hy the heed for regulatory approval. 



_. Fourth, .under the .current .concept, _ liability for defective 
so f tWar e i s_ dif f U-se . _ _ Small com P a n i e s may n o t b e f i n a n c i a 1 1 y 
viable. Insurance in this area is becoming unobtainable. The 
liaisility exposure is determined by traditional strict liability 
with contractual disclaimer and indemnity. 



-Fifth, ^bme software Jw:UX-be_:exemp£_f_roin_ regulation because 
it__is_ created by the Using h0spit.al . Software _can also disappear 
from the regulatory system iaecause of the demise of the producing 
company, while the software is still in use. 



These _def icaei>cie_s_ can best be addressed by recpgpizing that ■ 

software is a fundamentally different item from a scalpel or an 
x-ray machine. Perhaps when software is distributed in a mass 
market setting such as Wordstar or Lotus 1-2-3, product oriented 
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would no lonaer be an ls^ti*» "iS f«u« -''J-^oj-^J-^ "-^ tne producer 

regulatory clntr^t .^4y "ire fLniar'llth"^^^"-^^-^'^^^=^ ^° 
the regulatory autho^i^es! ^^'"^1"'^ "^th ,.he requirements of 

.ith^l "itever"^'|^""-^'"=■^ 

re°vol"^l^f..-^y^\\So'gy."=^ ^« aevel^p°|^\^rthls 

SPPENDIX 

„,^° situationi which exist at the opposite ends oi 

environment provide excel lI^n^^e^L^?!! If 

cons'equt.c^"^ = ' ""^"^ "^y- "ith potentially sevlri 

aspirih °wis^in°^hl^^°f tongui depressor a„d 

dlt^^d flit fhiVl ^"f"n,ation sysfen,, But managimint had 
or oth^^ patient IL^" "° room for blood_ pressure Measurement 
labl^a'tor^^sived'thl'l^ct 'o"f Ivlrrtesl:^'!^? ^0^1%^ "-^'^ ^ 
possibly these two converted binWg" J^^lt'eml^f a?f ou^si^"^h'4 
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arena of patient information systems, hut .when access to 
unimportant data is available by computer, .wbile vital da^ta is 
kept by hand, serious questions, can be raised concerning the 
standard of care at the institution. 

at one major development center for mediciuL infortoation 

systems, the system designers allowed any system .user to sen4^the 
only copy of the patient's chaxt^-to _any: room in the hospital. 
There was no provislQiL^o^.v^eriflcation of arrival , or insuring 
its retum_to_tbe record room. When it was suggested that tiie 
loss.of the Hospita_l's only copy of what it did to a p^.txent 
could involve substantial liability consequences, the suggestion 
was met with disbelief. 

Additional problems_3r_is_e from the ease with which 
computerized raedica.1 records can be altered without a^trace. 
Backup tapes c_an be used to archive the state- of the data at_a 
particul^ time, but they must be piTotected.^ However ^^^s very 
time_cpnsuming to ieirch for this type of information, especially 
cn tape. 

_ The single._adv_ajitage in . dealing >ith the^ pr^ of 
infQXinatii>n accuracy is that no one really wants bad data. It 
is es_sentially a management problem, but jLt-iaay_Be up to the 
counsel to inform the mahagemeht they have a problem. 

The second problem is protecting the patient > ^interest in 
the.privacv of n.edical data. Patients have normally expected 
that their medical data was kept secret. Ih - the pas_t^.this w^^ 
true more because of the difficulty of locatrng^ copYing.and 
inter_preting the data than- any great iHA^^stment Pf,^ ^^^y^- 

Unlike the accuracy of the data, ^^-^ "^^^''^^JP^^^^ 

with dita have some reasOft to. against _true data P"vacy^ lo 
the administrator. _data privacy means, le_ss .^o^^^^V'-^-^^-^?"^^??^ 
thi Physician on issues of cost, he needs all the information the 
physicLn has, and he needs to he able to distribute i^t^fre^ly • 
To the physician, data privacy means, the j^cMtiputer \^ ^^^^ l^^^^^ ^ 
it ±s harder to give-orders ljronuJ:ire of f ice or to check on a 
patient from home. To. _t)le infprmatiker r <33^^-P^-^^v^''-y .T,t^^ 
Clumsy system which cannot be easily connected to other systems. 

For all groups* data protection costs money which could 
otherwise -be spent oil somethang__e.lse. so_it_is typical to do 
what the_law_reqaiires^ but no more. As the technology develops, 
if.becomes easier and easier to evade the spirit of.Jthe _l^aw^ 
'while staying within its boundaries . - In_maay cases there.are no 
statutii whatever, which leads the hospital to_conclude that 
there are ho 1 egal_ checks. _ on its actions. There is often no 
appreciation of common law rights of privacy. 

At ore of the nation's most distinguished, medical centers , 
there is a development center for medical computing. The 
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insensiti,,e tl 4e n^d for con?<l^n.^-^-. hospitaJs seem 

systems staff rlalih^l^ hl%^ ° • Computer 

administrators treariatieht t° oH-Patient data, and top 

to their controf? stslMchetB ? sSSject 

v-irtually unlimited acllts to pltilnt'data ^''P^" 

irom_ri^!'^u^jit ^^"ff^ liability exposure arises 

sYstem.. managers last year a t a nonffl^^r^ PJ^ograniniers and 

o&r&^s^-^^ -^'^«^%hc^9?^'^r=fad"a°^ytV„hl aT.??h^ 

Seen " /o^llle'bliy cfwif l^-^-^^^on thread. There had 

s_taff, whT^il Hl iae^Vat was aoin^'fn" ^^^"^f" 'hi legal 

m^^l/^^ ^^i^^^ ---own 
l^^eH sfl fSl^ 

T|chnol^glfial changi^as ifempLfi.^f fhrfisfp^^t^-l |ol" A'°^t 
mere accumulators of Trif or-ma 4.< =^ a role as the 
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MEDICAL INFORMATICS AND THE REGULATION OF DECISION MAKING: 
THE CHALLENGE OF A NEW TECHNOLOGY 
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DEPARTMENT OF TEXTILES AND CONSUMER ECONOMICS 
UNIVERSITY OF MARYLAND, COLLEGE PARK, MD 20742 

The in tJrbductibh of nreaical ihf oritvatioji systems has not yet 
changed the legal strucjEurs. CLf^_health care^_ However the 
de Vial^pmettt ^ f s ys_te_rns t h a _t _ _ can _ ch a 1 1 e n g e a 1 1 p r pa r t of the 
P hy_s_i c i an '_ s m ? d i c a 1 ' j u d g me nt w i 1 J require c h a n g e s in the 
definition of the practice of medicine. Such changes must take 
into account both the rationale for regulation and the potentials 
of modern ihfbrmatibh systems. 

1. INTRODUCTION 

Under the existing structure for the regulation of health care, 
physicians have an effective mbhbpbly on primary medical decision 
making. Physicians have j.eaJ.QUsly_guar:ded_theix ci>ntrol. over the 

system^ilJ RecexLt developments in Cpmputerized record keeping 

a nd _ d e c i s i o n m ak i ng ha y e t h e p os s i b i 1 i t y o f p r o v i d i n g bot h c 1 o s e r 
control oyer physician decision making and pbssible automated 
substitutes for physician decision making. The introduction of 
medical informatics- requires a focus bh the legal require^nents.of 
the practice bf -medicine, and examination of alternative systems 
emplbyihg medical information systems . 

For_the purpose pf this article "medical decision making" is the 
process, p_f__dia9nos^ing and determining the appropriate treatment 
for diseases. Decision making must be distinguished from the 
technique bf treatment, however skilled. 



2. CURRENT CONTROL STRUCTURE 
2.1. Professional Autbhbmy 



The hallmark o_f_ _ medi caL. djecJis i oJi__n)aklng __ia_ the. U . S^. is 
prof essioaa^L. autonomy t Individual physicians make decisions on 
types of tre_atment witji little or no prospective review and bhly 
modest retrospective review. In additibri, physicians control the 
vast majority of all h^salth care delivery either directly QX. 
indirectly. The role of goVerhraeht. is_ distinctly. Jimited . Its 
s uperVision^ over_.p^hysiciai>5_ _ia__ effecti vely 1 imited to the 
licensing. exams^_ which, are administered largely to graduates of 
accredited American medical schools. Direct quality reviews of 
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^or^//^-^^r;""-- .""^* "^^^^ ""^^^ tates place is normally 
elsaif^la IrlnS^ii^^t,*^" reimbursement anf is 

ha°v|"in/^!^y^-fa^v^orir'st^"^^ 

Je|:i^Vs ^/p^.-^|fSf a-c^iv^ft/."^"^--^-^^ =ona^^ti^nrv^./rliw 
2.2. Social Control 

flL^o^!^^'^^^^^*^"? ^^'^ professional autonomy ts hbrmallv a 
process" Deifion'r^i?^- Professional leclslln «a/in| 

process. Deciston making is the heart of any profession Hll 
al?l^fnina self -defining , with the' ^"^^^ssrin 

determining what IS a professjLonal aecisibh: 4lowever, because of 
fhe^ need for the legal_ system _tO- police ihf rihgemen tl on th e 
aSt~°^f'«?^f"^f legal, systim sets the lafi^tions on the 

svlteT^S»n,r ^K^-i°'^- decision makers. For_ example, the le|al 
system decidea what is the practice of medicine, dentistrv S^ 
slking'^lfTot'st'L^i^ ^-daries of prpferslofar^S^il^ 

^et?if^^--^;?^„ .^y-pii i^~If 

indication of the limited need for Prof eSsibhal juUgmlnt! 

no our-SQCiefy, tfe determinition that a professional decision ii 

p^^^^^ AflH-^elTp^^ftl^^ ^^^M 

ttlA1b-re^lg"l' policy ftar'""'""" " °^ 

early ^^Vt ^""^^ure 6f^ the practice of medicine _ar6se in the 
®°J^Ay part of this _cenf ury at -a Darticular Q*- = rTo 
technology. The develop«e^nt of "fcfentific mediline^ fave th^ 
medical^practitioners a tremenaous tool to excluTi «ie lat nnSfi n 
from^medical decision making. The -authosfty If fche^hysicifn was 
knowle"d°a\°\l?'ln"i^""'^P'^^^*'^5^' .or the^ arcah^ nature of thi 
s\"i\ntif!l'pr^culi"ohf/.;f^^^^^ ^"P""'^ r..Qlts - - 

2.3. Effect of the Regulatory Structure 

In the_.f^e.^f 

structur 
considered 



of the 
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c 1 o s ed /_ a nd t he re ma i n in g s chop Is d eve 1 oped a- rig id a cademic 
structure. Specialization developed, and specialists- adopted the 
principle that no one outside a given specialty could judge the 
work of the specialist. [5] 

The medical Staf f of the liospital a group of peer-competitors , 
&ecame_ tite _key._.rej^i^jw __sys.tem to determine which other 
pra_c±itioners__ would have access to the hospital , and which 
therapies, were ef f ecti^ve . Despite the term "s taf f ^ , the 
physicians were private practitioners , hot employees. Through 
the brganization of the medical staff, private ^iractitii>ners_were 
able tb-use-the- HospitaI_'-S_ ^fsicilities without, fear of outside 
review* [6X _There_ J.s__ some _evide_nce that accurate medical records 
were a by-prodjjct of the development of the medical staff , [^7 ] 
Without accurate records, there was jib way tb perform the quality 
cbntrbl which -justified the otherwise anti-competitive. CQilduct.^ 
Staf fs were ofteii closed, to. comp^e^titoXS., and alternative 
practitioners, such as midwives , were barred from the premises. 
IB] 

The legal system^ for the mbst part s^ippbrted this develop- 
ment. [9] All states adbpted licensihg-rules , with administration 
and cbntrbl largely in the hands of the medical ptof-^ssion^ 
Competitibn ajnohg physicians Was suppressed. ijy: limitjat ions Oh 
advertising. MO L - -a^taffing_j:^guLationS were developed to exclude 
licensed_physicians of competing schools of thought from 
practicinjg in municipal hospitals .[11] The IbGa^lity rule in 
medical malpractice gave a tremendbus bbbs t tb - locaX Jnedical 
sbcieti-es,- by allbwihg theffi.to c^iitrol- the__loc_al standard of 
care*{12l-SpeciaJ:_ prjsduc.t liability dpctrine_s emphasized the 
preeminence of the physician by limiting the manufacturer s duty 
to warn. The physician was a "learned intermediary" who made 
decisions for the passive patient. [13] 

Even the most private, decisions, juch_ _as__ajDort ion* _ we re not left 
to tJie individual. but required, a physician 's approval . In the 
1 a ndmar _k case, of Ro e y . Wa d e ^h e Su p r em e Cour t d e c 1 a r ed th i s mos t 
personal of dej:isions to be a medical decision ^ecided by the 
physician, rather than a persbnal decisibh by the patient: 

"Thiss means, on- the other. hand,_that^ J or_ the period of pregnancy 
pr ior to -t his . "CiJinpel li ng "_ po.i n t , t h e a 1 1 en d i n_g _ ph y s i c i a n , i n 
consultation with his j)atient, is free to determine, without 
regulation by the state, thatj in his medicals judgment,, the 
patient 's pregnancy should be- terniinated -^To.. Summarize, and 

to repeat: _.^-.-_.._EQr the stage, prior to approximately the end of 
tbe_ first trimester/ tjie abortion decision and its effectuation 
must be left to the medical judgment bf the pregnant woman s 
attending physician ."[ 14 ] 

This remarkable pa.saa.gie _indiiLates the high_ point of legal 
deference to physician decision making. The court was willing to 
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say^ as. a matter of constitutional law, that a decision.that was 

so pj^vate tbat it couia hot i)e regulated by the _state, could not 

be made by the woman herself, but was a "medical judgment" for 
the physician. ^ 

This^aecisibn is indicative of the power Accorded to physicians 
in the. social.. structure of health care. Only the individual 
Pny_sici_an knew ±he_ pa^tient 's heeds and conditions. Only the 
physician could make the dif£i_C]ilt_.decis ions necessary to treat 
^"5^50"^ttio" - Only physicians J3f- the. same, locale, school of 
medical thought and specialty could question. the decision of the 
treating physician. Finally, any challenge to the pbysicxaiL's 
^ecision__too^_ place after the fact, not during treatment. 
Physicia.ns have, conte to accept this- current situation as 
permanent. Hpw_ever*_the_deveXopmeht of medical information 
systems^nreatens the underpi the entire physician 

centered system of medical decision making. 

3. USE OF COMPDTERS IN MEDICAL DECISION MAKING 

3.1. System Capabilities 

decision ^making is essential ly, an inf orinatiQn based 
tecimology. XE has an enormous potential for use of computer 
systems, Cojnp^ater^.can store vait quantities of medical 
knowledge. They can_sort,_j:etrieve and analyze that data in novel 
^ays^ ana can increasingly do _it_ time,^ priar to key 

decision points. Computers can also perform ^jiumber of complex 
diagnostic techniques. Virtually all the _modexjl_ ilnaglng 
technology _in medicine, CAT (computerized axial tomographyU NMR 
(nuclear . magnetic: jresonance), and uttrasound scanning, depend on 
computers tp_ produce J:he ..image . This ineans that Automated 
information IS available directly: Jto an informatibh- system, which 
may be able to directlv oroc**!!?? i-ho y-^^,,t*^ r^^ni^i^n^^^ 



3.2. Effect on Physician Control 

^^«?^«f^*?"^t^' would not threaten physician 

control of__the_Jiea 1th care system. Physicians have long used 
technicians _anda_SSistahts.±o. extend the physician's reach. 
Physicians have benefitted finan_cial ly and 6rgahizatibhali9 from 
Sk^^-— lL ever larger number _ol assistants and machines. 
Physicians have controlled the system because .the.xegoratory 
system accepted the superibrity of their medical decision making. 

Medi ca 1 d ec is ion ma king _ca n n bw be - exanii hed - a nd cha 1 1 enged in a 
way never before possible.. Th_e d^velbpment of infbrmation Systems 
^Z^^-^^M^'^^^^^P^J-^^^^^^ judgment and the 

creation of "expert" systems that simulate or replace that 
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juagmeht. The ultimate effect of the automation of medical 
decision makxiig -Will he to clarify the nature of medical judgment 
itself- Computers, are rie^Lentleas- iii^trxpping away the mystique 
of professional skill, when no real judgment is involved- 

Th^ ^threat to physician control comes if the computer can 
actually compete with the physician in judgments P4iysicians 
resist_this_idea^ _ The.pliysiciah thinks of professional judgment 

as something . uniquely:. huinan__and _pro^sjsio&al^ When ^11. else in 

is being done by machine or P^Jysician 
expects to maintain control because of the superiority of 
prof essibhal judgment. 
3.3. Medical Judgment 



Phys.icia??s sometimes assert. ihat_ automation of ..medical decision 
making is impossible^ because there is some "judgmental "_ factor 
J"^^^^"® ""*^®^standing Interestingly enqugh,_ this is an 
argument ior more , hot 1 ess control over physician decision 
making* assume that sortie physicians are better decision makers 
than ._o.thers.f-_ fox j:^asoii5_ which . we . cannot currehtl y determine , _ but 
the superiority, pf their ..decision makingi is_ deinonatrabl£._ - in a 
rational society, such decision makers shoul d_sp_eciali2^ in 
^ s ^ 9 " . ^ ^ "?/ ^ other phy s i ci an s , pe rhaps more s ki 1 1 ed i n 
technique, -should be required to submit to the decisions of the 
specialized decision makers. 

The pbvipus first _ase oA computer s_is_io_ identify, these _superior 
pl^ysicians . By col 1 ecting and _ comparing the treatments and 
outcomes on a widie variety of patients, it will be possJLble to 
develop and maihtaia hbrihs for treatment. Physicians will be 
cali^d upolS to_ explain patient outcomes that deviate from the 
normal __i:inge^_ Due _to_the_vast.. quantity _of data, to be analyzed, 
t h e s peed w i t h w hi i_ch r e CO. rd_s .m.us t . b e. a ec e as ed. * . aad. _ the _ . n ee d ^ f or 
a c cu rate s t a t i s t i ca 1 i n f or ma t ion con ce r n in g t h e e f f .e c t i ye n e S s . .0 f 
various therapies, such comparisons would be impossible without 
computerized medical information systems, 

The iiex.t__stage_is_tD directly intervene in clinical care^ 

Computer systems . allow .monitoring _Qn._ a.. "realTtiEne.% coJitinuous 
basis. Instead of post hoc case review by peers in tbe_ medical 
staff ,^ the information system can ^heck any decision against the 
established honns prior ^o treatment and query the physician to 
explain any deviation. The system can be prbgraihihed to act as a 

" s e con d. op i n ion , " r ej3 uir e .a cq n s u 1 1 a£i on_, f or &id - the-use - of 

resources to carry out the procedure/ ori simply note a caution 

for the record. [15] The physician will be constantly required to 

prQV.fi. that ills .inedical decision making is superior to that of the 

information- system. If.._a._giv^n_ ^ihysician is_ demonstrably 

i n f e r i or t o t h e compu t e r g en er a t ed n o rm ,_ h e wi 1 1 b e _ r ep 1 a C ed by 
another physician who is superior, or possibly even by the 
machine _its elf . Like the legendary John Henry, who challenged 
the steam drill, the physician will be forced to justify his 
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superior aecision making capability on a continuous basis. 

3.4. Substitution of Computerized Decision Making 

f final step would be t_o__use and rely on the computerized system 
^'l. Pla^e of the physician. Such_ replacements have happened in 
some^ other technical areas . Stationary__engiGeers were once 
required for all steam plants. They have been repla_ced_by servo 
meah_a_nisiiLs.__ Inertial navigators guide s uianiar i nes . The 
replacement _of physicaaiXS_J&y computers would involve complex 
P^fflen^s. Perhaps_ the most important is whether the physiciani 
Will control such systems. 

Soine tasJcs are beyjjnd.jCQmputers at the current itage of 
°®J^loP'"®"t- Coinputers_ can contro.l the. heating, air cohditibning 
and^other services of a skyscraper, but they cannot change light 
bulbs. Because some tasks are beyond any computer.system, 
pnys_jLC2ajl_s assume that - any computer system will be their 
subordinate^ .This is simply hot- true . No matter how complex the 
.^ask, it _is_the^_deci3iofl to initiate the task which determines 
^ontrol over the_ system^__ Physicians cahiiot perform kidney 
only machines can. _PropeEL analysis br the potential 
and _ limitation of medical information sy_stenLS_ will, require ah 
^rf^P. analysis of medical decision making^ with partifiiUar 
attentJ.-On- J:i> the. portions which ca^i be performed by computers. 
In addition computers^Jiav&.capabilities not only to model the 
2^'"an^ deciSion making process, . but.io_ jssfi. jcbinpletel y -different 
decision methods and rules to arrive at the .same results It is 
possible that- the process of ordering the medical knowledge -^to 
a torm th^J:_iS._asabJ.e by computer systems is the critical step in 
determining whether legal restrictions oh who can practice 
medicine will apply. 

3.5. Knowledge Engineering 

Cpmpute^r .systems run most- effic^ on formalized knowledge 

structures, .Knowledge engiheerihg takes the inchoate mass of 
inr^Vw^^M 1^ "^5^"^ /^^-^^^^^^^ it. Relationihipi between 
JSii^ - and suitable debisibn 

l^i?.^ % t^-^-'^^'^^ ^^^'^ the information.. This.process. Iay_s the 
grauji^dvork^tor advanced decision making, either by human 
systlmsVtli] ' computer based artificial intelligence 

Knowledge engineering can cause a r_a_dicaJL shift in the 
iS^fr^SoiS" of professionals with the informational .component Of 
their work^JOiowledge engineering tends to clarify the decisions 
made by_ professionals by .indicating thbse areas where a given 
Z °* tacts leads to a single UDambigubiis conclusion, or a given 
^®^_o/ PJ^o^abilities . in such an are_a_^_ the. prof essibhal is 
merely a repository for knowledge, not a decision maker. 
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Consequent! forma li2atipn_o_f_J:lie^ Jyiowledge _in a f ield _can_ lead 
to dramatic changes in the scope of professional decision making. 

4. LEGAL STRUCTURE OF MEDICAL DECISION MAKING 

The _ultiina£fi Argiimfih t - By _ phys iciaiia _ to _coiitrQ_I th^e inedxca 1 
inf_ormatipn__ si^Stem_ is__ to .assert _ tJ?^'^ they are the persons 
lic^ensed Jay the state to perform medical decision making » an^ 
therefore such decis ion making must be subordinate to their 
professional authdrity. Such reasoning fails to take iatb 
account the rationale for such authority and the possibility for 
change . 



Under jnpst st^t_e__licensing__lawsx only__phys_ic_ians__can _ "practice 
medicine** . _The statues are typically v,xitten in very iDroed form , 
with the practice of medicine defined as diagnosing and treating 
disease^ Traditionally the regulatibh of Medical care is part of 
the- police power of the state, the general power to regulate the 
health welfare ^nd safety of_ the_peQple* __ Aa_auch, _lt _is_a_broad 
power which _ is limited only by certain narrow constitutional 
doctrines . However ir the driving force for the autonomy of the 
physicians was a determihatibh that they provided better decision 
making. In those areas where that was hot so clear, legislatures 
have been willing to override medical decision making. 

One of the most drama tic c ha n g e s h a s b e e n in th e a r ea o f i n f o rme d 
consent. This concept, which grew out of medical malpractice 
law, has a£ its fbuhdatibn the concept that the patient is the 
key decisibh maker, hbt the physician, ^hd that the physician has 
ah - obligation to put in the hands of the patient, the needed 
inf oriTtatioii _ for_ decidJjig _at teaat _the_ .general _strategy_ of _ihe 
roedi c a 1 :tr e at men t, _ _ Impox ta n tl y , _ i n_ f o rme d c o n s e n t i s oriented 
towards the dignity and personal autonomy of the patient, not the 
superiority of the patient's decision making. [17] 



A _ second. Jiri»a Jji_ whi^ch the _ control _sy5feflL_Qf jEhe_^tate_har beeis 
limited, is in the conf lict between state__regulatipn and the r'irst 
Amendment. The application of at least a limited right of 
freedbm of Speech has allowed dbctors tb truthfully advertise 
their qualifications and therapies. 

An attejiip_t _tx>__e3tpan_d_ the.xJLght o_f pri:v_a_cy to _co i^er___the 
phys i c i a n /pa t i e n t ch p i c e p f t he r a py was rejected by t h e Su pr eme 
Cpurt in the area pf laetrile, a purpprted cancer cure . A 
suggest ibh that patient autbhbmy defined a right tb use whatever 
medical therapies the patient desired was rejected By the court. 



Finally, despite the sweeping language pf the medical practice 
statutes, it is clear that physicians dp npt have a mpnppply pn 
all diaghpsis and treatment . Over the cbtmter drugs and 
diaghpstic tests are dispensed tp patients, nprmally Ph the Basis 
that patients can understand the use pf such drugs. Legislatprs 
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usually have hb particular interest in preserving professional 
mbhbpblies as such* 



5. RATIONALE FOR CHANGES IN LEGAL ROLES 

Th e r e i s no exact formula fo r d et e r mi n i n g wh ether a particular 
legal rule will change due to technological development. The 
legal system responds to a wide variety of political and social 
forces. Hbwever, sbme bf the better ^irguiiiehts can be derived 
froni-past conflicts.. Some factors which would tend to convince 
legislators to deregulate medical decision making would include: 

5.1 Personal Autonomy of the Patient 

Our s^Qciety. Jias made a . direct coimhitmeht to patients that they 
will have control over the medical treatmenL they are subjected 
to. 

5.2. High Level of Medical Certainty 

When_there is ho great dispute that a particular combihatioh of 
syinptoms__leads _tQ a _ si>ec^ific _ diagnosis, or _ _txe a tmeht, there is 
little need for the "judgment" of the physician. 

5.3. An Acceptable L ivel of Risk of Error. 

Our-society- does -hot expect perfectibh, but any system wbuld have 
to be at least as reliable as a qualified physician. 

5.4. Cbst/berief it Irriprbvemeht 

To _ cha_IIeng_e_ _the _inex^LLa__preseiit _in_ any _r_egaIiLt_ed_ are;* either 
true cost savings or improved service must be demonstrated. 

5.5. Acceptable Alternative Regulation 

Sbiiie method for acceptable premarket clearance fbr any such 
system would have to be develbped. This ^bes hbt necessarily 
mean government regulation . Private approval by accepted testing 
labs might be accepted. 

5.6. Financial Responsibil Ity 

Api>j:^Qpri£Lt& _sjExLacture_s -Would- -have to -b-e developed for the 
financial consequences of mistakes in the system. 

6. CdNCLUSidN 



It_J.s clear, that in jEJie industrial- revolution we haVe accepted 

that machines «re_normal_ly_ betten than_inea_at_ jnanuaL JLabcr^ _ _The 
information revqliition exposes those parts of_ professional 
judgment which are simply "intellectual fac^.ory work" . - Unless 
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the physician can continue to improve his decisiojts process it is 
^oSl^i^ the physician will become a type of auxiliary to the 
??^hnf«^,. system. The physician will ca«y out the 

iuf^k^^i-^^ "^"'^^^''^i °/ ^^^.^^ therapy, but will not make thl 
f undamental medical decisJj^jns.... This technical transformation 
will require appropriate legal response; 
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[17]_ Schloendorff v. Society of New Vbrk Hospital 211 N.y. 125, 
105 N.E. 92 (191.4) 

[18] See Note 10 supra 



[19] United States V- Rutherford 442 U.S. 544 (1979) 

This paper has been submitted tp the FourJ:Ji_ World . Congress on 
Medical Informatics Copyright (1986) Vincent Brannigan, College 
Park MD 
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Mr, VcjtKMER. Tliaiik you. 

Before I go to Efc. McDonald^lfo^'got to ask all three of tiie pre^- 
ous— and they're still here, so I'd ask chem~the previous panel— to 
^iswer this qu^tion. Ihe question is, have any of you been ever 
asked to serve on any of the advisbi^ panels to the PDA? 

Dr. Myers, have you? 
- Dr. Myeks. No, but I did some months ^o have a telephonejcali 
from them to pick my brains; This was at the time they were firet, 
m far as I could tell, beginnings tb thihk about what they should do, 
and in a broad sense they picked my brains. 
Mr. yoLKMER. All right. 
Dr. Gardner. 
Dr: Garsnee. No. 
Mr. ypLKMER. None. 
Mr. Baker. 

BAKHi,_Nb. 
Mr. VoiXMER. AH right. Thank you. 
Excuse the interruption. Dr. SScDonald. 

Dr. McDonald. Thank ydu^ 

_ _r d like to just point out that although I am on the tjubUc, rela- 
tions^ committee for the American College of Medical Inibrmatics, I 
was moated as a citizen to testify, and this is not necessarily the 
beliefs or views^of the whole college., _ __ 

S^nd, Fd like to correct, or at Jeast modify a little bit, sdme of 
the^imphration maybe ydU '^rew from the v/ritteh testimony, and 
that I don t thihii that the technology is too mature to use. I think 
^ standMditze or r^jUate. I think it would be a 
htUe bit like when the Wri^t Brothera got out of their plane they 
said, Ol^^ now we're going _tb_ sat up the JAA, and you're not 
realfy gualrfiM to fly this plane; get off^^ 

Hiey still used those planes backjn those daiys, but there wasn't 
endujrh awMen we didn't inow the business; and I think this is 
a very, very, veiy young Celd^ and I think there's a lot of romanti- 
cism and myths v/hicb are kind of being targeted for being fix^, 
and^until we see how it. irs^olves we_ dphT. know what nee<S to be 
fixed, and ! Juess I wouid say that the FBA's kind of approach to 
this la a testanony to the doggedness of brjanizatiohs, and that 
®^en tt^t^h i_t_may not be possible,^ they're going to go ahead and 
do it. lliey'a try to do^mething. TTiey'll ^me up wiSi an answer, 
r^;iilation^ even though it may not really match any kind of really 
absolute reality. _ 

_ One other backgr piece of information is that we talk^bout 
the expert as sort of the knowledge abdtitjhe field ai being the ex- 
I«rto©ss, and It s sprt_ of^that's the romantic part. We Jdnd of 
think of medtcme as bein^ Sherlock folmes^ That'lsprt of the ^ 
pnce ^f medicine. But aj^^^ lot of he medicme is gathering the 
facts. It s sort of the dog work before. 

_ I'd like to make an analog. We could aiutbmate an automobile to 
^ye through a street; if the^ driver typed in, "There's a truck 
three feet ^hiead of me airf"_— ^bu know, full details as he drove 
gghgLspecifymg exactly vdiat's there, tiie car could epUy^MjLro- 
grmmnKlto g^t around all those vehicles if he gave the position, 
size^Midiogation of those other objecte, but that would be blatantly 
impossible because people couldn't spend the time typing in all this 
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stuff to get from A to Z3 arid ^he part of the medical computing 
problem is getting all the factt^ about the patient accessible 
the computer. 

With that background, let me go to m£ i)repared Jtatementa I'm 
going to try to answer all four questions that were -explicitly asked: 
How should medical information, systems be _ye_iified_ jWid re^ilat- 
ed? Two, what^ould be done to ^sare timely re-certification of 
such systems? Th^ who should be allowed to use such systems? 
Four, what should begone to protect confidentiality? 

The first question, I thinks b^ a question, and that is, why reg- 
ulate them at all? Stome wouldjuisw^ piL the briiik 
of a radical new kind of computing brought about by artificial in- 
^US^<^^_^c:^VA^^3^ and thaV^-^^^ that's 
hnportmit — "existmg lepd, othical, and marketing forces are not 
adequate to assure proper use^o 

A criticai examinatior of the history of medical computing and 
the current realities of the researcli in artificial intelligence refutes 
this line of reasoning. 

First the history. Artificial intelligence is not the only technique 
forJipinjLiri computers, have beeri 
doing intelligent things in medicine, using statistical decision 
theory, hJtatheriiatical cbritrbi theory^ and plain old prbgrammirig, 
for the^iastJL5 or 2(1 years. 

Iri 1964, Homer Warner published a landmaric report about 
computer sysfe^ diagnose c»ngeriital _heart_ d^^ 

with 90 piercent accuracy. Dr. deDombal froni I«eds, England, 
hfi^ used a siriH exc^lerit results i:i a diagnosis 

of the acute abdomen, since the early 197ft's^ In the^ midseventies 
Howard Bleich ^^'^ and cbworkere from Beth-Israel Hospital devel- 
oped a very proficient consultant about acid-base disturbances; very 
accurate.^'' In the midseventies irivesti^tbrs at Massachusetts 
General Hospital; the JJ^^^ Uteh; m^: owii iMtitution^ Indi- 

ana University; nnplemented rule-base systema that j-e view pa^ 
tients' cpmputei^stbi-ed^ re^^ Dr. _Re^_ described some _bf 

these) and remind phj^icians- about a patient's condition needing 
atfentibn._ These a^ plain bid prbgramriiirif:^ rib 

words x>r talk aboixt artificial intelligence at those times.^^ 
_ Iri_ clinical trials^ we arid bthere have shown that physicicjis in- 
crease their use of the intervention suggested — iii our case it was 
preyeritive care—by a twbfold tb fourfold increase ambrig eligible 
patients. 

Interestingly, in bur experience phyoicians only increased what 
they already meMit to da We cUdn't teac^^ 

new. The new kinds of things they refused to do. So it's kind of an 
activator rather than e. cbriviricer. 



?*Dr: McDonald Bsked that "accessible"^ changed- to_"into;^'_ 

'*'Dr. Homer Warner, M.D., Ph.D.^ is chairman of the Department of Medical Informatics, 
University of UtahrSalt lAke City, UT. 

^"'•Frands deDombalf MJJ., M.D., is a consultant with the Leeds (U.K.) Area Health 

Authonty and-Reader-inCUhicalinfotma^ 

!^'Dr. Howard Bleich is codirector of the Center for Clinical Computing, Beth-Israel Hospital, 
Boston, MA. 

Dr. McDonald changed thb to read, ". . . acid'base difiturbanoes. It was very aixurate." 
«»Dr: McDonald asked that phrase : ; ho word : : : times." be deleted: 
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IMal^iostfc^rogr have been around iiitca the rnidseventies. 
In fact, comptx{;er diagnosis with ttie electrpMrdiogr has been 
wry succeaBful, and this is a commercial venture tiat Dr. Baker 
didn t mention, because it's not tied to artificial intelligence, but is 
^mplj^ed in over 10 percent of dl electrocardiograms ana- 
lyzed in this country done by computer and ver^^ accurately. 

Cpmputer-cdhtrblled drug infusion machines are also qmte_suc- 
crasful. They can reach a target goal, sucli as normal bloDd pres^ 
sure, mucli fester OTd with overshoot than cj^riventioh 

manual methods. They use the same control theory that pilots use 
or computers uee in TiT's ^*®- to land the planj^^ and that's how 1 
underetand'*» y/hy: we don't bounce so herd when we Isjid on 747's 
like we do on the smaller ones. 

tbi nLteencft of any relevant regulations, tho medical pro:\^- 
SM>a has been very cautious arid criticai in the acceptance of ihia 
kmd of ipMU&ent computing. ±n fact, computera (physicians] have 
iai^ly^ rejected the above-mehtiohed^ prc^ams because 

th^_ required considerable physicians' time ta input patient data. 
ftiysicianB are excellent arbitere of time, and they'll do things that 
^ye them tmae and they'll not do things that cost them mbre^^ 
tmie. 

'^^^^^^P^^^^ require human data inputs such 

as the EKG [electrocardipgraphj analyses, have been well accepted, 
and tbese have remarfetble diagnostic accuracy, a 98- teL99-grceht 
accuracy. Howeve^^ of these now commercially 

sold are sold wxth ph3rsician, liuman cardiologist, dverrf acUhg. The 
computer puts it but^ and thie human double reads them, l^ey 
start out with less of this, and it's almost gone to almost 100 per- 
cent, ^is what lam Md.^A 

This higHi^ita the cautiousness,^^ the existihg caytibushess, of 
therefore a^es that malpractice concerns, 
ethieal standards, and tradition impose substantial, and cohserva- 
tive <s>ntrpls pn t^ of intelligent computer systems by 

medK^ prof^sionals. This is certainly nbt ah but-oFcbhtrol situa- 
tion ttmt cries for ex^ 

In addition^ though artificial intelligence has made and will cbh- 
tmue to make imi^^^ contributions to the field of jnedical com- 
puting, it s not a magic bullet that wU rapicQy solve the remaining 
bMliers jom teUigent computer systems in medical practice. 
^ One^bmier the slow speed of the^ physician-computer ihter- 
taoB._If the pt^^^ has to spend 20 minutes talking to the com- 
puter about iiis patient to do something, he cbuld do or gei out of 
his consultant in a couple of rainutes, he won't do it. [Use the com- 
puter.] 

JS-idditibiii^ there are difficulties in transferring clinical data 
ainongx:omputer systems, for eximiple,_from a laboratory system to 
a decisibh suppbrt system. These are really very difficult barriers 

Dr. McDbnaia changed this phrase to read "control theory that computera in use in 747a 

Dr. McDonald asked that "howj understand" he_deleted 

^,g; Mc^naHrequM*ed deletion of ^ 

_ _ Dr^McDonaldxhanged this sentence to read "They started out with less of this foverread- 
ing], and it's gone to almost 100 perggnt, T am told " 

*« Dr. McDonald requented deletion of the phrase "the caatioogness . . " 
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vsdiich do require some standardization^ and there are efFoits now 
undervyay tinder the ASTM [ifanerican Society for Testing and Ma- 
terials] Subcommittee [to develop such standards] and the AMA 
has been involved in that, 

I^^^ditidn, there is about what physicians 

are really doing when they^ecide and where in the process com- 
puter support will be most helpful. 

Finally— and this may be antireligious — there is a genuine 
deartli of emp^^^^^ on which to base detailed rules about care 

for patients. We pat ouiiselves on the back, v'e in the medical prg^ 
fessiphiL for all the progress we've made in the past 50 years, but 
we're still looking through a mirror Very darkly— very, yeiy 
darldy; and I don't think in terms of the medical knowledge of 
what diseases are that we don't topw more t 5 or 10 percent of 
what we need to know to take care of patients. Legioneila is not a 
uew disease. It was around since at least the early 1900'^. We just 
didn't know abc it it. We called them [the cases of Legioneila] all 
pneumdnias^ 

Gbnsiderable researdi, such as that supported hy the National 
Center for Health Ser^ and the National Library of 

Medicme, are required to solve at least the informational problems 
I ve descnted above. 

Hs^ejdso surrounds discussions of artificial intelligence, and 
Walter— and I'm not sure I'll be able to spell thk ri^t—Metiscela 
from TRW (TRW is one of the most ex^nericed large program- 
ming project companies, and they're one of the few that are able to 
st^ very reHably within their estimatiori of time and materials to 
fmi^h_prpgramming prdjectsj has found that Ai offers no more rea- 
soning capability thM era ^d that 
humans are required when reasoning is needed, particularly for 
unexpected events. I would submit that physicians or some other 
bright human is going to be required to oversee what computers do 
on complex diagnostic decision jprocesseSi though they may find 
yei^% very helpful the outputs from various syrtems and support 
programs."*^ 

In this context, the notion that physicians will turn to a comput- 
m3 advice exactly as they wpuld turn to a human consultant, I 
think, is science fiction, and this is discussed in more detail in the 

written testimony. 

_ In short, I think there's no current need for standards or regula- 
tions in medical computer sdftware_w_hb_se outputs are interpreted 
a medical professional. Wrong or out-of-date textbook informa- 
tion has the same physician, yet we 
haven't tried to standardize or regulate textbooks. 

The history of medic^ jWMiiputing sug^ ah existing strong 
critical and conservative process in the^acceptence and adaption of 
such systems. The field is still in its infahcyi_s6 it's rduch too early 
to talk about what's really needed what to regulate^ Further, 
any regulation is only likely to stifle the development of this one 



of*' ^" asked that this be changed to read : : very, very darkly ... In terms 

.._««J)r: McDonald al^red this sentence to resad . -. though they may find the outputs from 
vanous systemB and support programs very, very helpful.'* 
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techholc^ which 1 think is going to be a-Godsend to cOTt savingB, 
(to aiwer an ear efRciency). The medi^ 

Held is way behmd most Industrie in the use of information sys- 
tettis to improve efRciency in their process. 

S^ar^ng the second -questim,^ re^rding how often databases 
should be updated, this. I think, should be answered by thc»e who 
use tihe systems. Remember that physicians have had 9 to 15 yeais 
qL J^i^^h-wtLool education in biology and medical sciences. 
They^re weU aware of the limitation of their informational sources 
ah(l have always operated accordih 

Market forces ha^ deteitnine the frMUency of 

updating of classical medical textbor^ks. There's no reason to expect 
that similar forces will not operate ef^cieiitly bh computer support 
systems. 

Questions abrat^ w should be allowed to 
use^ these b a d^cudt one. It cert^iy would be appropriate to pro- 
hibit ojmmei^^ systems hy nonmedical professioiuds. 
On die ol^er hand, although I say this with trepidation, I think it 
would ar]n^ to legislate against the use of 
sucfa^ S3nrtems by ordinary individuals for their 05m curitwity or in- 
ter^. Certainly thjqr go to the medical library and they^aS medi- 
cal textbooks, and I think the worst that's jgping to h^>^ji is we're 
going to have an enormous butbre^ of the sophomore medical stu- 
dent syndrome. 

Whenever the medical students read a chapter on Hodgkins' dis- 
ease, the inddence pf_H^ at least visits for Hodg- 
kins' ffisease, goes up about 30 percent in the local practice oigani- 
zatipna I had it mj^l^^ medical school. And the 
problem is, you^ can't interpret the findings in the context of how 
bad^_an4hpw_se and how likely, and how often, and all these 
other kind of things. _ 

__ 5^ cah be sure that some individual will use and acquire such 
i^stems, Jbut the consequences shouldn't be substantially worse 
thanjay interest in medical textbooks and journals intended exclu- 
sively for physicians. ______ 

__ A last question deals with confidentiality, (^eariy it's important 
Uiat medical information remain confidential, and technic^ means 
are avtulSble to provide almost any level of confidentiality re- 
quired. fact, there's been^ detailing all 
the range of security appropriate to various kinds of computer sys- 
tems. 

Now the most extreme forms require large passwords, like 16 or 
15 typed characteis, changed each day, so yoii Jiave to memqijze a 
new one each day; harrow r^triction of acc^ by passwords, J30 you 
only get certain llmited^kinds of information^ and special shielmng 
of rooms cbhtaihihg CRT's and computers to prevent momtormg by 
microwave snoopeis. This [microwave snooper^ is apparent^ a 
fau-ly ea^ technology, that you can see the signal coming on the 
CRT by pointing devices at it. They [tile standardsla^o reqiure en- 
cryption of fidl stored information and elimination of any dial*up 
lin^. 
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__ But when ti^ahg to decide about security, we have to consider 
the costs. Obviously there are dollar costs. I^curity keycard readers 
on every terminal could easily add 20 to 30 percent to the total cost 
®f ^^spital inforiiiatidn systems, iii which you are now talMng in 
terms of 500 of more terminals. ITie cost of protective shielding Uy 
prevent microwave _sn^ be prohibitive. I mean, you 

might have to shield the whole hospital and all the buildings and 
^1/^© TQpms. 

There are other costs^ and the most difficult^rbblems^a^^^ 
are_ really the opportunity costs— the most difficult problems physi- 
cians face taking care of acutely^ iU patients is pbtaihing past ihfof- 
matioh about the patient. I remember too well the hours it could 
take to obtain a hospital chart w^ intern at Boston Gity 

Hospital. Today, a large chunk of every physician's day is spent 
finding, organizing, and assimilating information about individual 
patiehte. _ 

What _we_really ne^^^^ and easier access to medicSi infor- 

mation, particularly if we're going to make medical care 1^ costly. 
Yet the security prbtectibn we place on inedical systems— the more 
we place on it, the more difficult it can be to obtain the datat and 
even small barriers can make sucli systems very difficult to use by 
physicians.- 

I don't think this is jtist a Doatter of politics, of what they'd 
prefer, but just the daily operational realities. A physician may 
practice in three or four different hospitals anihave only an occa- 
sional patient atoitted of thiem. Thus, he may forget 
his access code. How does he take care of his patient that day? 

If security allbjira lum acc to bhly his own patients^ how will 
he take care of [patients] when he is cross-cdvering for Ws partner 
who's off sick or suddenly had to leave town? If a patient suffers a 
cardiac arrest now, how do I take care of the patient in that rwm 
who I have no access to? How am I going to find out what drugs 
he s on? 

_ If security is sb tight that it interferes^ with daily operational re- 
alities, the reality is that people subvert it, aiid ih fact in those hos- 
pitals that have very, very tight security, what you'll often see is 
the general password written ^n the terminal. You know, they 
have all the limited, limited, Iknited, but that kind of takes care of 
it so people can tfLke care^bf their problems,'*® 

So some level of security is required. At a minimum, access 
P^^to^^^ tliat c records and display identi- 

fying ihforjnation shoui^be ve^ very tightly protected. Tight con- 
*^ol should also be aj^^^ that are not ia patient care 

areas. I submit the physical location will tend tp pre^nt access_^ 
outeiders in patient care areas just as it does for the manual chart. 

We don't believe it^s practical to limit medical br ntira 
access to bn^^^ their patients because of the problems of cross-cover- 
age, rotations, and emergencies. Institutions shbuld hayejbme way 
of liimtingL access to medical data about VBP's or other individuals 
who may be under special threat of snooping. Similarly, the capa- 



^ A^^gA Mcponjdd changed this^ read. "You know^theiLhaye all been limited, limited. liiTiited. 
but they take care of it so that people can solve their problems." 
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bility of restrictihg access to certciih kinds of data, such as venere^ 
disease, might be d^if aUe. 

But we reaHy don't know v^at tha costs are, the value® of this 
data_U|; ^ere refdly isn^^^ much idea about what the risks are from 
atttiiia snooping that- we worry about. It would be^uch easier to 
determine the level of security required if we had measures of the 

medical records and mantzal systems? How much could it be worth 
to ihem? anyqne_^dw? 

BiHmg records conteii^di^nosis and procedures, and laboratoiy 
Results are transmitted between hospitals and Blue Cm^ insurance 
companira acro^ the cquntiy^ q^^ r^uls^ telephone wLth np 
special pzotectidh. Current operational procedures— this suggests 
the medica] privac^^ threats a^ we heed 

some studies, or better understanding, or estimates of what they 
really are. 

Thank you. 

[The prepcired statement of Dr. McDonald follows:] 
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ThQ Subcommittee on Investigations and Oversisht o£ the 
Committee on Science and Technology, March IS, 19d6. 

Written Statenent by Clement J. Kcbonald* H.D. 

I am a University Prof eeeor at the Indiana University 
School of Medicine. I have been developing and studying 
medical information systems, part time since 1964 and as ay 
saoor research Interest since 1972. I practice medicine 
and take care of patients In wards and clinics oh a dally 
basis « and so have a sense of what physicians want from 
computers. I have been asked by this committee to address 
four issues: 1) the methods by which inf ornation systems 
should be Verified arid regulated, 2) what should be done to 
assure timely recert If Icatloh of such systems, 3) who 
should be allowed to use these systei;;S, and 4) what should 
be done to protect confidentiality of computer*-stored 
Medical records • 

The sense of some of these questions suggests some 
people expect more from artificial Intelligence than it is 
likely to deliver. There may alsc be misconceptions about 
the nature of medical practice^ and the kinds of tools that 
physicians need and will accept. 

First, it should be pointed oiit that artificial 
intelligence is not the only means by which computers can 
do intelligent things in medical practice. It is one of 
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many available methods which include: Statistical decision 
theory^ nathenatieal control theory and ^ust plain bid 
prograiSSing. Moreover, thescil latter approaches have been 
around much longer than artificial intelligence and have 
been used long enough in real clinical settings to gain 
insight into the kinds of problems they may cause. 

The history of medical computing goes back to at least 
the early eO's. Progress has been steady but slow. In 
i964. Homer Warner published a landmark report about a 
computer system that could diagnose congenital heart 
diseaae with a SOX accuracy. This program used Bayes 
statistical techniques. Dr. DeDombel from Leeds, England 
has used a similar approach in a computer program that 
diagnoses the cause of abdominal pain very successfully. 
His program has been used in many countries. 

Plain old programming has also made important 

_ _ _ _ * 

cbhtf ibutibhs. In the mid 70^8 Howard Bleich and 
co-workers from Beth-Israel hospital in Boston, developed a 
plain old program that acted as a proficient consultant 
about acid base diatarbances . The physician could enter 
information about a patient. The computer, in return, 
would provide advice about both diagnoses and treatment. 
This program was made available in over thirty Veteran's 
Administration Hospitals. 



124 



In the mta lS70'a t hveatigatdra at Maasachuaetta 



General Hoapltal^ the Uhiveraity of Utah and my own 



inatitutioh, Indiana University^ implemented rule*-baaed 
aystena that would review a patient'a computer -stored 
record and remind phyalciana about cohdittbha heeding 
attention. Theae too were baaed oh plain bid programming. 
Ih cohtrblled triala^ we were able to ahow that among 
eligible patienta^ phyaiciana increaaed their uae of 
preventive care auch as influenza vaccine^ mammography and 
cervical Pap testing two-to-£bur fold compared to control 
phyaiciana who did hot receive computer remindera. Our 
firat atudy of thia aysten waa publiahed in 1976. 

In the late 70' a a ma^oz' drug company marketed a ayatem 
for diagnoaing pediatric diaeaaea. Phyaiciana could dial 
tip to the remote cbmpiiter, enter three or four fihdihga to 
get back a liat o£ pbaaible cauaea, including the hard to 
remember congenital ayndronea. In the mid 70' a, computer 
diav:7noaia of elcsctrocardiogz'ama waa developed and since has 
been aucce^sfully eommerciaiXized. Currently, around lOX of 
all the eXectrocardibgraha in thia country are read by 
cbmpiiter. these ayatema use plain old programming to make 
their diagnoaea . 

In the late 1970'a> sttidies of the use of computers tb 
manage intravenous ihfusibhs such as fluids ^ blobd and iV 
medicines were undertaken. Computer controlled infusion 
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iachihes are how quite successful^ They can reach a target 
goai^ such as a normal blobd pressure^ nuch faster arid wZ.th 
less overshoot than conventional manual methods- These 
syatems are based on mathematical and control theory^ the 
same techniques computors ase to land a -747. 

there has been no mad rush by t^tie medical community to 
install the above systems despite their demonstrated 
benefits- Physlci'ans hardly used the services of the acid 
base consultants or the pediatric diagnostic program when 
they were made av^Xl^bl^ and as a result, these two 
programs were removed from the "market" - Some of the other 
systems mentioned above have spread to other sites, but the 
spread has been slow, certainly much slower than the growth 
in use of imaging techniques such as CAT scans and 
ultrasound- These observations should assuage any concern 
that physicians will rush but, buy hew diaghostic computers 
and apply their advice willy-nilly - 

Difficult logistic, practical, organizational, and 
theoretic problems hinder the adaptation of such systems - 
One such ps^o^^iew is that the interface between physicians 
and computers is still too slow- The develbpmeht of faster 
methods by which physicians could communicate with 
computers is currently a subject of important research work 
both ih artificial intelligence and other laboratories- 
Until improved methods are availt».ble the physician time 
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cost of "talking" to computers is too high for long 
conaulting dialogues. Consequently,, decision Support 
«yatems will be most successful when they can make their 
decisions an the basis of internally-stored eota, ior 
example from a computer-stored record. But, building 
computer-stored records Is difficult because of lack of 
standards for communicating clinical data from one computer 
system to ahbther, for example from a laboratory system to 
a medical record system . 

In addition there la still a great deal to learn alsout 
how to assist physicians In making decisions and when they 
need help. Fi lally, thiri ia a real dearth of empirical 
data oh which to base detailed rules about how to take care 
of patients. Though medicine pats Itself oh the back for 
all that it has learned in the past 50 years, we hav© 
learned only a small fraction of what there is to know. 

r 

Arid cohsequertly, Such of what experts say are simply 
guesses . 

Artificial intelligence has Made and will continue to 
make important contributions to the field of laedical 
computing. But It is hot a magic bullet and will not 
simply sweep away the above problems. Considerable 
research, such as that supported by the Matlohal Center, 
and National Library of Medlclho, are required to dovelop 
the ideal cohsultihg aysten. Moreover, artificial 
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IneeXltgence vtXX nee be the only Approach applied to 
aecisioh support ayatena^ Statiatical techhlquoa will alab 
be important aa cbmputer-atored clinical data becomea 
available in greater anounta with the increasing automation 
of medical data. 

Another poaslble nisconception ia the notion that 
pUyaiciahs would tiirh to the computer and take ita advice 
as they would from their consultant colleague. This ia 
science fiction. Let me explain. Firat> a computer will 
not know aa much about the patient aa a phyaician. The 
phyaician gathers Xmmenae amoUrita of ihfbrmatibh about a 
patient by ainply watching the jpatieht'a gait, the 
quicknesa of thiei'r verbal reaponae, the light in their 
eyea# the tone of their voice, and ao on. In fact* in an 
inatant# the human observer watehlng a patient walk into 
their office khbwa tl>e patieht'a approximate age and their 
aex. they also know that the jpatient ia not unconacioua, 
haa no aignificant neurologic disturbance;, haa not 
swallowed a cyanide pill, and has not auffered a gunahot 
Wound and so on . Xt would take a long session between 
physician arid computer for the physician to inform the 
computer of all of these observations. And physicians 
simply are not going to spend large chunks of their day 
explaining the full status of their patients to computer^; 
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In the ti»a It would tike to do ao. the phyaici^h could 
coaplate the ^ork of an entire patient vialt. 

Finally, iven if ihe computer khev all that the primary 
Ph9iician knew about the pati^ht. it aay not know aa «uch 
about ihe patient aa the consultant would. One of the «oat 
valuable Contributions a human consultant nakes ia the 
separate history and physical they perfbrS. A consultant's 
discovery of an unnoted historical fact, o.- the snail luj«p 
on thi thyroid may contribute »bre to the diagnosis than 
their special knowledge about the diseases. 

Finally, there are potential problems with the coupling 
of physician deicriptiona of patients to the computer's 
internal thresholds for making decisions. Physicians oftes 
disagree aboui how loud a heart murmur ia, o^ how deep 
ankle edema IB. Thus, an Expert system is likely to differ 
when different physicians describe the sane patient. 

In sum, the idea ihtt physicians would take a risk with 
a patient simply because the computer told them to. i« 
naive. Cardiac arrest alarms of tin sound for patleHts who 
are sleeping quietly or eating lunch. But physlclahs nevSr 
run in to cardioihock such patients. When a lab teit comes 
Back with an unu. al abnormality, physiciani don't rush to 
treat it, Thay assume It la grong, and repeat tt. By 
habit and training physicians trust their own observations 
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and views £ar nore t.hah "^hose b£ Qt.hers. Second and third 
year reaidehta often disdain thia advice 6£ a senior staff 
nesiber, we can hardly expect that such physicians will 
blindly take computer advice. The experience of commercial 
electrocard^dgram diagnosis systems the only commercial 
success of computer diagnosis systems ~- is instructive. 
Almost every cbinmercial system offers cardiologist 
over-read of the computer-read EK'^'s. More important, the 
cardiologist over^read is requested in more than half of 
the electrocardiographic workload of some companies. 

None of this i3 to say that computers won't provide 
useful and important help to clinical care. On the 
contrary, I think computers can radicalJy improve the 
efficiency and reduce the error rate in medical care. Such 
systems will haVe the greatest potential when they can make 
decisions solely on the basis of information captured from 

r 

instruments such as electrocardiograms, blood pressure 
readings and so on. And in these cases^ when no human 
intervenes between the primary data and the decisions, 
standards nay be needed. But for ordinary medical decision 
making, the computer outputs will rnly be ah assist to the 
physicians docision process. There are likely to be a 
great variety of different kinds of assistance systems. 
Some will provide easy access to precisely the information 
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wanted fro» textbooks and aournalt . The aucceas o£ these 
systems might be aeasurod by thfa relevance arid conciseness 
of the retrieved Information. Others will help physicians 
who are searching for diagnostic or therapeutic ideas in 
the difficult patient who does not respond to the usual 
therapies. the quality of these systems might be judged by 
the comprehensiveness of the options they offer. Still 
other systems might remind about the dangers of a 
particular drug. In light of the patient's clinical 
history, or about a diagnostic possibility not currently 
under consideration. the absolute accuracy of these 
reminders may not be important as long as they offer good 
ideas often enough to be worth reading. Certainly, 
diagnostic assastahce programs will not have to be lOOss 
correct to be helpful. In fact, almost nothing is lOOx In 
medicine. Physicians are accustomed to high rates of false 
positives and false negatives from test results. For 
•xample^ when a mammogram suggests the presence of breast 
cancer, the true chance of breast cancer is less than one 
out of four or five. Yet, mammography is a very useful 
test because it detects cancer early enough to cure. Thus, 
we can afford to accepts some false positives to find the 
patienti with true positives. 

Other syaitems may suggest very spescific dosages, or 
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intervals o£ testing baaed on coat benefit calculations. 
On a simple scales auch calculations are now being done in 
Aahy hbapitals to decide the dosages o£ some intravenous 
antibiotica and aathma medicatibha . Siich eyatema do reduce 
drug toxicity and inadequate therapy. Finally » some 
decision support systems will contain no baseline medical 
knowledge. They would be intended to execute rules fed in 
by the local physician according to personal standards b£ 
care . 

We doubt that decision support techniques will be in 
any way equivalent to human consultants. Consequently » we 
think It is premature to even discuss the development of 
formal standards for medical deciclbn support systems. We 
understand too little about thei Fhyaiclan's real decisibh 
processes^ and even less about where they need help in this 
process. We can envision a great variety of such systems 

r _ _ _ _ _ . __ _ 

with wide variety bf gbala and purposes that would confound 
any uniform standard or regulation designed at this point 
in tine. But we simply don't know exactly what the field 
will bring. Asking the field to define such standards now 
wbuld be like asking Orville Wright how he would regulate 
the airline industry. 

Moreover y considering existing legal and ethical 
forces, such as malpractice » and the traditional caution of 
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the Kedical prbsTeasibh, It is quite possible that external 
•tahaards will nivir be needed. Certainly, there are 
strong parallels between the evidence provided fay medical 
textbooks and monographs especially those that include 
£low charts and algorithms, and the guidance provided by a 
decision support system. Wrong or out-o£-date textbook 
ihfdrmatibh has the same potential to wlsdirect the 
physician. Vet, we don't try to standardize or rigulote 
the textbooks or other published advici. Market forces, 
physicians, and the publishing industry seem well able to 
distinguish the good from the bad in their feeding. They 
should bi able to do tho same with medical decision 
systems . 

Physicians tend to be overly Auspicious and untrusting 
of computer systems and bothered by the time they consume. 
To impose stahdarda on the field at this juncture could 
stifle an infant science would stifle the growth. The 
medical industry has been one of the slowest to use 
computers to reduce the cost and raise the quality of their 
"product". An overburden of rules and regulations would 
only add to the delay a delay we can hardly afford 
considering the medical care currently consumes lOx of the 
national product . 

The question about how often databases should be 
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Updated should be determined by those who use these / 



o£ post high school educQt.lon in biology and medical 
ftciences. They are well aware of the limitations of their 
information sources and they operate accordingly. Market 
forces have been adequate to determine the frequency of 
updating of classical medical textbooks. there is no 
reason to expect that similar forces will not operate as 
well on the computer support systems. 

The question about what kind of individuals should be 
allowed to use these systams is a difficult one. On the 
one hand these systems are likely to be designed to 
specifically to assist physicians' decisions* and will 
assume that the user has the background and experience of s 
physician. It would be appropiriate to prohibit commercial 
use of such systems by nonphysicians . On the other hand* 

r 

it would be arrogant an^. presumptuous to legislate against 
the use of such systems by ordinary individuals for their 
own curiosity or interest. And we can be sure that some 
individuals will acquire and use such systems for these 
purposes. the consequences should be no worse than that of 
reading medical textbooks and journsla intended exclusively 
for physicians or alternate Health care books now on 
bookstore shelves. 
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The Uast question deals with the confidentiality o£ 
medical ripcbrda. Clearly, it la important that medical 
information remain confidential. Technical means are 
aviiiabie to provide almost any level of 66hf Identlai Ity 
required. In fact, a federal report ditalls the range of 
ftecL'rlty appropriate to various kinds o£ computer systems 
Is available. The most extreme forms require large 
passwords, changed each day, narrow restriction 6f access 
by password, special ' shielding of rooms containing CRTs and 
computers, to prevent mbhitbrihg by microwave snoopers. 
They also £-equire encryption of all stored information ohd 
ollmlhation of any dial-up lines. But when trying to 
decldi how much security is required, one must consider the 
costs. Obviously, there are dollar costs. Security 
keycard readers on every terminal could easily add 20-303C 
to the total cost of a hbspital computer system. The costs 
of protective shielding to prevent microwave snooping could 
be prohibitive. There are other costs. The most difficult 
problems that physicians face bh acutely ill patients is 
obtaining past Infbrmatlbh about that patient. I remember 
too well the hours it could take to obtain a hospital chart 
when 1 was an intern at Boston City Hbspital. Tbday, a 
large chunk of every physicians day Is spent finding, 
organizing and assimilating information about individual 
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patients. We need faster and easier access to our 
patlent'8 medical ln£ori&atlon • Yet the more security 
protection we place on a nedlcal system the more difficult 
the Information will be to obtain. And even small barriers 
can nake use of such systems by physicians difficult or 
impossible. A physician may practice in three or four 
different hospitals and have only an occasional patient 
admitted to any one of them. Thus, he may often forget his 
access code. How will he obtain his patient's records? If 
security allows him to access only his own pati€>:/*'s> how 
will he review his partner's cases when cross covering? If 
a patient suffers a cardiac arrest how will the nearest 
physician be able to help? Finally, If security is so 
tight that It Interferes with th€s routine operation of a 
hospital, people subvert it. It is not uncommon to see 
general passwords written on the side of CRTs In 
institutions Where the password control Is very tight. 

Clearly, some level of security Is required. A 
practical minimum might be to tightly limit access to 
programs that can search across patient records and display 
patient identifying Information. And apply tight paaswdrd 
control over terminals that are hot in pat.leht care areas. 
Physical location will tend to prevent access by outsiders 
in p&tient care areas, just as it does for the manual 



14 



136 



chart. We don't believe It is practical to limit the 
medical or nursing sta££ access to only their patients 
because of the problem of cross coverage, rotations, and 
Ciiergehclea. 

Institutions should have some way of limiting access to 
medical data about VIPs or other Individuals who may be 
under a special threat of snooping. Similarly, the 
capability of restricting medical staff access to certain 
kinds of data, e.g., venereal disease tests, might also be 
desirable. 

It would be much easier to determine the level o± 
security required If measures of the real threat to privacy 
were available. How often do unauthorized personnel try to 
access medical records in the manual systems? Does anyone 
know? Hospital record rooms are rarely gaaraed. Anyone 
with a white coat can wander In arid take a chart but. 
Billing records containing diagnoses and procedures, and 
laboratory results are transmitted between the hospitals 
and Blue Cross insurance companies and between laboratories 
and practices all over the country without any special 
encoding. Current operatlbhal procedures, thus suggest 
that the threats to medical privacy are minimal. But we 
heed better estimates about the kinds of privacy threats 
that exist and their relative risk. 
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Mr. VoiJBpER. Thank ybii very much, Dr. McDbnsdd. 

Mr. Belair. : _ _ _ 

Mr. BELAm. Thank_yojii>_Mn Chairman. 

I always tett cHente that if they're the last witn^ the day, 
ti^t J^hey pyght to niake_ itjyeryi^ w Of course, they usually 

d^'t pay any attrition to me, but I will try to take my own advice 
and make tibos^r^^ 

Let me commend you, Mr.^ehainnan, suid the membeiis of your 
subcot^iittee, for ta^ihg an_ interest in health record privacy. I'm 
sure it's not for a lack of other ±hin^ to do, ^d this is an. i&usue — 
diffictUt iM^ issue, it's one that does hot 
have easy answers, and h reqcdres a jot of work, and, judging by 
your que^ons here at t fiah_el,_you're_ olb prepared 
to do a lot of woft and have done a lot of work, and so I certainly 
commend you for yo^ 

Let me briefly summarize the state of privacy jaw today as it re- 
late to health records, and^ in a,Mhtence,_the state of that privacy 
law is very poor; it's very unprotective of patient interests in confi- 
draitiaUty and privacy 

For example, the law ought to provide for a- sure- and easy and 
ready way for patients to have acc^ to their_ health records, and 
although we've made a lot of progr^ in that m-ea, the law is stiU, 
by no means, a predictor or an iiisiitor on patient access at all 
thneb. 

WjB ought to have a law that has vei^ shai^ Umi^ bh the dis- 
seminatioh of health record information to tlrfrd parties^ obviously 
the key to much of privacy and confidentiality law^ and in fitct the 
law today seldom doer. 

We need veiy desperately to have eflfetive controls bn the redis- 
closwejf health record information by third parties. I'cKiay, as we 
aH kno^ -in^ tiiis room there are a myriad of tWrd pjuties whpldo 
not £rb^de health iMu^ and who, heverthel^, must have access to 
hesdlii records foijra^ent purposes, for research puxposes^ fdr em- 
{d^anent_jpu]3>os^-^^ employers are increasin^y involved in 
misjn the health rare proc%^. Nevertheless, all tod often when 
Ifeese kinda of Jaities.'g^^ of health record information, the 
controls on their redisclosure and reuse of this information are in- 
adequate.^ 

Autoniatibn— there's been a lot of talk, obviously, today about 
automation. bpttom_lihei_I thM a privacy standpoint is 
that automation of health records simply makes it easier to collect 
the infonnatidn Jn first plape^ easier to retain it, cheaper to 
retain the information, and easier and cheaper to say y^ to re- 
quests for the disclosure 

It doesn't mean by any means— and thk is why_it's such a diffi- 
cult issue — ttiat we ought to te_cgM^^ed_ to the automa^^ of 
health, records. Indeed, as a couple of the folka here this morning 
have- pointed out, there ere sdine real JSBhJfits_fi^m__a privacy 
Gtcmdpoint for automation. It is often easier to protect the informa- 
tion in an. automated system, easier to intn^lUce data qUa^ 
tocpls_t^l update information, that have logs that keep track of 
dissenmiation, and so forth, but, nonethless,^ there is a t^ifat. 

FOT exagi^^ alKnut the tise of romputers for 

diagnosis and diagnostic systems, what that runs the risK of doing 
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is ihoreasmg the ^ount of information ajbout specific individuals^ 
peradnally identified in in automated systems. It doesn't 

have to, but we certainly have that risk. 

Another esp^iaUy troubling area of the law is that the Federal 
Government, which has such a key role today in health care^a^ a 
provider of health care^ a sponsor of health care, as a payer fbr 
a greatdesd^f the NatiqnXJiealth c^^ i^g^cher in public 

health — the Federal Government is intimately involved in virtually 
every aspect of health c^e today._ 

We ought to be a model^here at the Federal level, for how health 
/ecdrd infdrmatijmjs cbllec^te<i_and iised, and disseminata, and al- 
thbu^ the Congress has made efforts in this regard — and I suJk 
^se the most imjbrt^ effort is the Privacy Act of 1974— the fact 
remans that we've got a long way to go. 

__15ie Privacy Act was a bad law 12 yeara ago. It hasn't gotten any 
better; it s gotten worae. It simply fails to intrcKluce_ adequate pro- 
tections on the collection, and the use, smd the redisclosure of 
health record information, and my statement goes into some of 
these issues in a little bit more detafl. 

Let me close by addressir^^^ we've alwaj^ 

got to address when we'jre tdking about reforming law, and I know 
that Membera of this acutely, and that is^ "So 

what? WhQ^ do we care about improving, <?nhancing the protections 
fdrj)atient priyacy?'' 

We care, in part, I think, or ought to, because the public cares. 
]^ery public, opmip poll that's been taken on the issue of privacy 
shows that the public cares most about the privacy df their medical 
records^ more , than financial records, more than educational 

records, employment records — any other kind df record. 

_^bh_d, there are real adverae effects that flow from the improp- 
er disclosure or use of health record iiifdrmatidh. tangible effects: 
Peoge lose_ jobs, they lose promotions, they lose opportunities for 
insurance, they lose opportunities for credit; there^e^adyerae 
tipnal_ effects: relations with family members, with spouses, or 
friends are interrupted and, in some cases, destrc^ed. _ _ _ 
__T5ierapeutic effects. The doctor-patient relationship ia built, in 
some jneasure, on an element df trtist that a patient ca^ 
and forthcoming wth^^l^ pli^sician and that that information 
won't goanyfurther. That underlies the bld^ljdge of cbhfulehtial- 
ity and the Hippocratic Oath.^s* I ±hink it e^iains^why virtually 
eyery^ prouder organizatidn— AMA lAmeri^ Medical Assbcia- 
ti_Qh]--the Aiiierican Psychiatric itesociation^ the MIA [the Ameri- 
can JHospitaL Association] all df the maibr hMlth sis^^ have 
either published model confidenti^ity laws or they've adopted posi« 
tions which are supportive and comprehensive bh the questibh of 
privacy. . 

Obviously, too, there are devastating i^rabhal effects^stigma 
ahd_ embarrassment, emotion^^ d^ What we ^n't 

have, as Dr. McDonald so rightly pbiiited but, is any empirical ih- 



IJie HippocMdc Oath states, , . And whatsoeverifihall see ot Jiear the courae-of iny 
profi^ion . . ^ , if it be what should not be published abroad. I will never divulge, holding ^ocb 
tliings^to be holy secrets." fJohn Bartlett, "Familiar Quotations/' 15th Ed. (Boston: Little. Brown 
and Co., 1980), p. 79.) 
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foilnatiipn. We don't know what tfie cost is; we doit know what the 
mddence is; we dcm't know how peiyasiye it is. We've got lots of 
aneoibtal infonnatioh, and I put some of it in my prepared state- 
ment. 

I used to be the general counsel of something called the National 
Oommiaiion on fee Ctonfidentia^^ Records, and that's a 
how defunct brgmusottion, but we used to get over 100 comjglaints a 
month from patients s^ut the invasion of their privacy, and i just 
pulled ffie first 5 off the top, and they are mentioned in my state- 
ment^ 

A^ulphur,^^K, woman who lest her marriage when it was im- 
groperly_disclo«ed that she'd been felted for VD; a SEansas City 
woman who Iwt her job ^ter her emplc^er was told that she suf- 
fered from severe depressidi; a RusseHville, At, woman who suf- 
fered a severe emotional distr^ after jgictures of her breast im- 
plant surgery were impropa^y <&senmiated and circulated; an Ev- 
ergreen Park, IL, woman who was denied entrance to the sister- 
hiyod after the mother superior was told by a Catholic hc^ital that 
this woman had bron t^^ cares; a GusSng, GK, 

woman who sufiTered severe emotional distress — and I had some 
personal cominum^ with this womain at the time. She was one 
of the grand dames of Cushingr OK, 90 yeara <dd^ .and it was dis- 
cldsed imprpperly she was being treated for syphilis. Ihere is 
an awftd Jot of damc^ that's out there. We cannot quanti^ it yet, 
and we^ need to. 

By way of conclusion, let me just reference an article that ap- 
peared in the New of Medicine that's mentioned 
in my stetement. Dr. Mark Sieger kept jrack of the number of in- 
dividuals afSliated with a hc^pitaLwfao get to look at a typical pa- 
tient's^health record w^^^ is in the hcepital. He count- 
ed 76 individuals, from the doctors on down to the cand^-stripere, 
and his concliisidn^ ba^ some other factors that he 
took into account, was that privacy as it relates to health informa- 
tion is dead, it's a inyth. 

I think that's a mis&ignosis, at least a premature diagnosis^ It 
isn t deaul, but it certain iU, and we ne^ to take a good, hard 
look at the law. Hmt can be done in a way that's jpngr^iv^^ a 
way that do€« not stop tiSe kinds of initiatives that we heard about 
here today, it tcdces thought, it takes ccdperatidn, we have tb be 
cleyer about it, but it can be done, and the NCCUSt has^ow 
adopted, and J;he AB A has unanimously endorsed^ a model State 
IftwJjMt addresses, many of these issues. 

lha NCetJSL, as you know, is good; they've gSt a gobd track 
recoi^ at get^ statutes adopted at the State level. So I'm 

optimistic that it will move. 

_I think that's ah initiative that ffie jDon^ess needs to follow, ^d 
then I4hink at the Federal level the Cgn^^est neids to take a look 
at theJE^vacy Act,^ take a look at the role that the Federal Govern- 
ment pla}^ in health care, take a lopk at automation and adopt leg- 
islation lUtimately^ that addresses health ewe and the handling of 
health records at the Federal level. 
TTiankyou, 

pthe prepared statement of Mr. Belair follows:] 
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COMMITTEE ON SCIEKCE AND TECHNOLOGY 



April 21 » 1986 



Mr* Chairman^ X am Robert R. Belair, a -partner in 
the law firm of Kirkpatrick S Lbckhart, in Washington, 
p. C. X am pleased to have this opportunity to 
address the Subcommittee cdncerhihg the status of 
privacy law as it relates to health records and, in 
particular, computerized health records. Before 
beginning, X want to commend the Subcommittee and its 
Chairman for their interest in this vital, but often 
neglected , i ssue • 



INTRODUCTION 



Before proceeding with my statement, I would like 
to describe briefly ray_ background ; I have devoted a 

good deal of my prbfessional career to prbblems 

related to health record privacy and othe^^ 
issues. X have served as a staff raemb for the 
National Ac.idemy^ of Sciences' projer;t on Computer Data 
Banks, which produced a landmark report entitled Da%a 
Banks in a Fr e e Society . I have also served as the 
Deputy General Counsel of the Domestic Council 
Committee on the Right of Privacy in President Ford's 
Administration. 
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Since. ieayirig goyernmenti__r_haye_seryed. as 

General CpuDSel_of the now defunct National Coimnission 
Pn the^Conf identiality_of Health.Secords^.a. federation 
of _21_health_professional organizations dedicated to__ 
enhancing the_confidentiality_of _healtb_records«__ More 
recentlyi_l_have_served_as_a:reporter_for_the_ National 
Conference of Cooxmlssioners on Uniform State Laws' 
ti'NCCUSL") Drafting. Committee on Health_Record __ 
Privacy.. _ln_1985> _the_ NCCUSI, adopted the model Health 
Becords. Act and: since . that time the Act has been, 
unanimously endorsed by the American Bar Association. 
I_bave_also written and spoken extensively on the 
subject of health record privacy; 

- In my_ remarks this morning I would like to talk 

first about the_importance of health record- privacy « 
Following that I will summarize- confidentiality and 
privacy law as it relates to collection # maintenance 
dissemination of .health records and -patient access to 
these records;. -Finally, - 1 -want- to focus on a few 
particular problems, including the automation of - 
health records, that I think deserve Congressional 
scrutiny and action; 



HEALTH RECORD PRIVfiCY IS THREATENED 



Every public bpinibh poll that has addressed the 
issue of health record privacy finds that the American 
public- is vitally interested in protecting the privacy 
of health records. Despite this interest, the extent 
to which Americans enjoy health record privacy has - 
declined -dramatically. Not long ago. Dr. Mark Siegler 
published ah article in the prestigious New England 
Journal of Medicine (December 9, 1982) entitled, 
"Confidentiality in Medicine — A Decrepit Concept 
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Dr* Siegler Kept track of the number and_type_of 
hospital employees who reviewed an "average'* patient's 
recoraU The result was startling. Dr. Siegler found 
that the average patient's record was reviewed_by 6 
doctors, 12 hospital officers> 20 nurses on three 
*^^®^^P^Sfts, 3 nutrltionist:s> 2_clinical 
phaannacists, 15 students, 4 unit secretariesi_4 
hospital financial officers, and 4 hospital.reviewers. 
Siegler concluded, "tet'snot perpetrate. the_ myth of 
medical confidentiality — it no longer exists." 

_ Uhfbrtuh?tely, we do not have erapiricallyvalid 
data regarding the extent to which_hospital and_ other 

care records are reviewed or disseminated. 
What -we do have, however^ is an impressive body of 
anecdotal reports. For example^ a.Sulphur* Oklahoma 
woman lost her marriage when it was improperly dis- 
closed that she had been tested.f orVD^a Kansas City 
woman quit her job af ter_her_eraployer_ was told that 
the woman was being treated for_ severe depression, S 
Russellville, Alabama woman_suf f ered severe emotional 
distress after pictures of her_breast implant surgery 
^^^f^- ^"»P^9Perly circulated.among.hospital employees. 
An Evergreen Park, Illinois. woman- was denied entrance 
5? t»e_?atholic sisterhood_after a_ Catholic hospital 
°^sclosed to the Mother superior that the woman had a 
psycrhiatric record. A Gushing, Oklahoma woman stJf - 

pea severe eraptipnal_distress after it was disclosed 
^"J^in^he community th_at_ she was being treated for 
syphilis she was_90 years oldi (Compiled from the 
records of the National. Commission on the Confiden- 
tiality of Health Information). 

ADVERSE^ ^3g^^2gS-bF-pRlVACY INVASION 

Stories such_as_these are endless. The reason. 
Of course^ is that the improper disclosure of health 
record infprmation_cani and often does^ have signifi- 
cant adverse effects onpatients^ Sudh disdlosure 
adversely affects opportunities for jobs, promotions. 
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the_granting_of_crediti and insurance 
di sclosures_of_ heal th_record,_ inform disrupt 
rel&tionsh_ips_with family and friends. Some years 
ago#_for_examplei_l_represented_a newspaper* editor 
whose sarriage suffered after_it_was disclosed that, 
prior to_tbeir msrriagei_he had_been_ arrested, for 
sexual assauXt.aod had been.treated for psychiatric 
and emotional problems at that time* 



FurtbermQce#_disc_losure_of_health_record__infpr- 
mation destroys the trust_tbat_bealth_care_px:oyiders 
are quick to acknowledge provides, a necessa_ry_basis 

for a provider-patient_relationsbip,_ Moreover^ 

psychiatrists and otber_prof essionals. haye_documented_ 
that the disclosure of health record_inf ormation. of ten 
results in feelings, of shame , .bumiliatioD>._betrayal, 
loss- of - status and. face > and loss. of coDtroIj»_.in . 
shorty the unexpected, inappropriate disclosure of 
health record information is demeaning — it's an 
assault. 



SOCIETSE DEVELOPMENTS _WHICH. — 
HEIGHTEN THE THREAT TO PRIVfiCY 



Over the last several decades a. number of funda- 
mental developments have increased- the threat-to the 
confidentiality and privacy of health care informal 
tidh* These developments include the emergence and — 
growth of third-party payment plans; the use of health 
care information fpr hbn-health care purposes; the 
growing involvement of gbverhment agencies in vir- 
tually all aspects of health care; the declining role 
of physicians in providing health care (i.h the early 
part of this century, 85 percent of all health care 
providers were physicians; today physicians make iip 
only 5 percent of the total. Pi lemma -- A Report of 
the National Commission on the Cbhf ideiitiality of 
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HealthRecords^ p._2_(1977))^ the emergence of 
cprppratei muiti-state health care providers; and the 
exppnential_'iDcrease in the use of computers and 
autproated_iDfonnation_systems-for managing hesalth care 
recprd_inforination. Privacy Protection Study 
gpmmission^ Personal Privacy in an Information 
^Society, at 283 (1977) (hereafter "Privacy Conimission 
Report") . 



SUMMARY OF PRIVACY LfiW 



Notwithstanding the growing threat to health 

record privacy ana _the public's interest in preserving 
suchprivacy, the fact-is that privacy laws have 
failed to keep pace ^ Only one-fifth of the states^ 
for_example, have adopted comprehensive privacy 
acts — based more or less oh the 1974 Federal Privacy 
Act-- which provide some assurance that health 
records held By state gbverhraent agencies (but not the 
private sector^ will be disclosed to third parties 
only after first obtaining the patient's consent^ 
See, for example, Arkansas Statute Annotated § 16-802 
et seq.j Connecticut General Statute Annotated_§ 4-190 
et seq.i-Ihaiaha Code Annotated § 4-1 -6-1i_Mass.___ 
General taws, -Ch.- 30, § 63, Ch. 66A; Minnesota Statute 
Annotated-§-15.162 et sea. ; Ohio RevisedCpde Anno- 
tated § 1347.01 et sea. ; Utah Code Annotated §63- 
50-1 et seq. ; and Virginia Code § 2.1-377 et seq. 

. Only two types of health recbrd_legislation are 

common in virtually every state. .Firsts statutes in 
every state require health care providers. to_report 
many types of patient information to_state_agencies. 
Typically, these statutes reguireproviders to report 
health data concerning violent inluries fgunshot arid 
knife wbiinds are most common); contagious or infec- 
tious diseases? tuberculosis; veneraldisease; occu- 
pational illnesses and injuries^ certain congenital 
defects; and injuries from child abuse. 
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_ Second, almost every. state recognizes some type 
of provider-patient privilege. The privilege 
generally, pertnits the. patient to prohibit his provider 
from disclosing health record information In at least 
some types -Of judicial proceedings. (South Carolina, 
7exas.and Ventiont do not have doctor-patient privilege 
laws«^ However, the privilege belongs to the patient 
and thus can- be waived by the patients Moreover, many 
statutes include e?^*.press exceptions which allow pro- 
viders to provide -inforniatioh to a cdtirt in cbhhectibh 
with court-ordered examinations; where child abuse is 
at issuer where involuntary hbspitalizatibh is at 
issue; where the patient relies tipon his medical con- 
dition as a defense; arid in caseis of criminal prbsecu- 
tion. 

Only a few states ^Rhbde Island, California and 
Montana, inbst hbtably) have adopted comprehensive 
health recbrd privacy statutes which regulate the 
collectibh, maintenance and disclosure of health 
records by privatis sector providers. Ih jurisdictions 
without cbmprehehsive statutory schemes, private 
sector health care providers enjoy broad discretion to 
collect, manage and maintain patient records. 

Hbvever, even in the absence of statutory 
standards, health care providers do not enjoy 
unfettered discretion when it comes to the disclosure 
bf health records. In most jurisdictions the courts 
have held that providers must have the patient ' s 
consent in order to disclose records. Disclosures 
without such consent can result in to^ — 
on the theory that disclosure represents the 
publication of private facts — or can result in 
liability in contract -- on the the^ .that there is 
ah implied contract of confidentiality between 
providers and patients. See^ b e eisi o ns: Judi ^^ia^ 
Decisions in H e alth R e cords Confide n tiality ' ( 197 9i . 
^9*'.®y®^* _ under these common lavr theories. the_courts_ 
recognize numerous exceptions which permit, providers 
^®l6^se health record infprination_wit^ 

pobs®'*^ to third-party payors > law_en.fprcement 

^9^^cie3 , public health agencies> researchej;^_and 

other third parties who provide services to providers 
or to society at large. 
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CONTENT AND MAI NfEtJANCE OF RECORD S 



When the current law_is reviewed. in regard to 
sP®°i^ic record-keeping_actiyitiesi_the inadequacy. of 
current law becomes eyen_roore_appareQt^_ For example, 
^^*^*>°"9^ '"9st health M an obligation 

to maintain health records^.the contentof the records 
is left to industry standards.. Interestingly, many 
• "pspitals take very seriously their obligation to 

maintain health records. For_example, tt is reported 

thatSt. Barthplpraew^s Hospital, in London, still has 
patient records dating from the year 1137. 



_ __However, th^ absence. of criteria for the content 

health records means. thatthe information in such 
Records is not held_to_a_releyancy standard, 
yi^tually any type_of data a. health care provider 
wishes to collect. can_be^placed in the health record. 
*nf_JolntCoinmission_OD. the Accreditation of Hospitals 
09®s Impose certain record content standards on 
hospitals. However^ these standards are hot directed 
at the protection of privacy; 



._ 3eypnd_a general. requirement found ih most state 
lays that at leastinstitutional health care pro- 
yiders>such_as_ hospitals, are required to maintain a 
patient s record for a set period of time, there is 
little_in_the way of regulation of the maintenance of 
these records* .Occasionally,. on a cbmmbh law basis, 
courts have held. that hospitals must eicpuhge or 
correct heal th_gecords; Wolfe v. Beal , 384 A.2d 1187 
< Pa. 1978). Normally, however, the courts reject such 



The courts. have also rejected the argument that 
patient5_haye.an interest tn whether or not a record 
is computerized^ In VolkmaTn v. Miller . 383 N.Y.S 2d 
95 (19761>_s New York State court h^IcT that there was 
no y4.piatipn_of_ a patient's privacy interest for the 
provider to computerize out-patient psychiatric 
records. 
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PATIENT ACCESS 



_Perhaps_the_area_that_where_ lawinakers_have made . 

tbe_ffi09t_progress__reXates to patieDt_access_and_reyiew 
of_recordsi_ LToday^_about_30_states have adopted_spme 
type of patient access_statute«_ _In_sorBe_states_the_ 
statutory requirement. affects only. hospitals^ _aod in __ 
still other states. the access. requirement_af fects_only 
governmental health. care .providers. _ Moreover >_ the __ 
statutes which rec[uire . providers . to _aXlow_ patients to 
review, and in some c-^ses,. correct .their_heaXth__ 
records, usually make. exceptions for mental ihealth _ 
information, or for those instances in which apro- _ 
yider believes. that patient access would be injurious 

to the patient's healths. Auerbach & Bogue, Medical 

Records j Getting Yours , Public citizen Health Research 
Group (I960). 



A few. courts have, held that even in the absence 
of a statute -patients have a common law right of . 
access, (notwithstanding that . the- courts have also held 
that . the health- care record Is the property of the 
hospital and belongs to the hospital or other pro^- 
vider X . . - Canhel V, Medical- and Surgical Clinic^ 315. 
N.^E.^2d 278 (111^ - 1 974 ) i - Wallace v. Oniversity Hospital 
of Cleveland ^ 170 N.E.^2d 261 ( Ohio 1960)^; - Hutchins V. 
Texas Rehabilitation Cbmmissibn , 544 S.W.2d 802 (Tex. 
1976). 

Even as regards patient access, the state of the 
law is by no means entirely rosy. Perhaps the key 
problem is compliance. While ho definitive studies 
have been done, there is much anecdotal evidence to 
suggest that providers frustrate patient access laws 
by failing to provide the record on a timely basis, or 
by providing only ah oral or written sumiiiary of the 
record. Many providers, of course, worry that patient 
access Ickws only encourage malpractice ■ suits. For 
example, one study conducted in Massachusetts in 1983 
found that hospitals in that state routinely failed to 
comply with the state's patient accens law^ One 
hospital official, in explaining compliance failures, 
stated, "Good medicine is good law^" Many respidndehts 
to the Massachusetts survey cited a notorious 
Massachusettn. incident in which a 33--year old lawyer 
committed suicide after reviewing his psychiatric 
record. 
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DISCLOSURE \C0 THlRn PARTIES 



y/_ Discloenne to third parties_isi_of .course, the 
principal privacy threat. One of_the_most frustrating 

^^O"^'^ ^^pects of the health record .privacy 
problem is that the most serious_and_inyas±ve dis- 
closures to third parties are done entirely with 
patient consent. Studies indicatei_for example that 
patients routinely sign yirtually_any_type of consent 
form rjut in front of themi no matter how overbroad or 
Rosen, W hy Clientia Rel inquish Their Rights to 
Privacy Under ^ii ^wav Pres sures, unpublished monn, 
graph, 19B3; to form e d Conse nt^ — why Are Its Goals . 
imperfectlv^ealized?. Engl*_J,_Med. 1980 at 896. 
^t*^ statute law and case_law_hag_generally blessed 
the use of even the most overbroad or vague consent 
forms. 



The Privacy Protection. Study Commission's - 
Jfcommendatipns , the. Model NCCUSL Bill , arid: model 

care legislation. proposed by virtually every 
major health professional groups including the 
A^fJ^ican Medical As socistion+_ the. American Hospital 
^ssociation> the_American_Nurses Association, the 
™erican Psychiatric. Association, and the American 
Medical Record Association^ have recognized that 
overbroad patient_consent_ forms are perhaps the most 
insiqious threat to patient-privaey ah^ all of these 
9F9arii2ations_have_urged legislators -to restrict the 
yse of such_consent_f orms. OTiese model proposals 
would require_that_ patient consent specifically 
i<3entifythe_records to be disclosed; the nurpose of 
the disclosure; the_ identity of the party disclosing 
the recprdj_the_identity of the recipient; and 
restrict the applicability of the consent to a limited 
time period^ usually one to two years. 

As_noted_earlier^ existing law also recognizes 
t:he right_of _prc /iders to disclose health record 
information.even without consent to a number of types 

pf recipients.. These recipients customarily include 

other_ health. care providers or parties assisting 
health care providers; third party payors (although 
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Qsually third party payors are careful toensure.that 
they have obtained a blanket patient consentl; law 

enforcement agencies; public health and other.. 

authorities who obtain information under: compulsory 

reporting laWs; researchers ^ employers; family 

members; parties with a need to know in emergency 

situations^ and parties in danger and as to whom 

providers have a duty to warn; . Ir? general ^ . the courts 
have held that disclosures to these types of reci- 
pients do liot violate a patient's common law right of 
privacy in health- records: because there is a qualified 
privilege to disclose health care information for 
purposes of providing health care« obtaining. payment^ 
prbtectihg the publ-Cc health, and assisting law 
enforcement agencies, araong-other purposes. _ Haque v, 
Williams ^ 181 A. 2d 345 (1962); Pyramid Life. Insnranee 
Cbropahy v. Masonic Hospital Association , 191 F. SUpp. 
51 (dkla. 1961). 



AUTOMATION OF HEALTH RECORDS 



The automatibh of health- records and record 
systems is ah issue of special importance. Cbnpu* 
terization of health records does hot change the - 
rules, just the risk, Automatibh, ih the words bf the 
Privacy Protectioh Study Cbihmissibh, makes it easieir 
to say **yes" to requests for disclbsure. Aiitbmatibh 
also makes it easier, and cheaper, to maintain a great 
deal of health record data that may hbt be heeded. 
Automation also encourages the cehtralizatibh br lihk- 
ing.of i^fp^a^ about a single patieht so that a 

more cbmprehehsive ahd detailed profile is available. 

Finally^ automated systems , afs is wel 1 khbwh , are 

yulnerabl 3 to .^authorized pehetra tioh.^ For example , 
a couple of years ago a 21 -year old used a $1^,200 
Apple II and the Telenet Goimnunications System to gain 
access to Sloan Kettering's patient radiation records. 



* 
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course, the effect of autpinating health record 
systems is by no means entirely negative^ _For one 
tning^^automation promotes the standardization of data 
^ioJ'fS^f ^"^ J3"?^age, thereby mi niinizing. chances for 
o«f5f misunderstanding. Furthermore^ aatomated 

ho^^^° "sually more auditable_than_manual systems 
t?®kt5® "Cord-keeping events are Identifiable and 
recallable. Moreover, the quality. of _the data in 
automated record systems is often, improved because the 
updating and correcting of data is_easier. Finally, 

automating a system 
^K?" wf? f^®5^°"® ^^^°^^^ ^"^be system to be mcxre 

^Q^-Often results ih real 
benefits from a privacy standpoint. 

-®^w^^?^^®^f*-f^^^^ P<5sed by automa- 

tion probably outweighs the_privacy_benefits from 
wvl^!^^m-n'- the Ust gongress, Representative Ron 
^-f^ 4 -"^''*^"*='^-^e9isiatlon that would have 

restricted access to federai_ljealth records ih auto- 
mated systems, while this approach may Hot be- 
perfect, the Congress should.act to require -federal 
health care provide rs_to_t3}5e_ steps to avoid the 
adverse privacy iinpact_of automated health record 
systems. _^is would. mean.mandating the upgrading of 

^^^^^ ^ehtth of timi 
T? 4.. ff^- care information can be maintained; 

il'^^^f^t-?^-^''^^^^-^^''^^^-^^^ that can 

De maintained in an automated environment; and 
mandated data quality standards; 

GOVERNMENT ACQUISI T ION OF HEfflCTO RECORD DATA 

_ Another issue, that_ should be addressed b^ the 

federal government's ravinous 
appetite for health, record data. a:ie federal 
^?^^^?^fl?^ s role_as a near^ubiquitbus third-party 
payor, its role as_a_law_ enforcement agency; its role 
in public health; and its role as a researcher makes 
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the government_a_ seemingly insatiable consumer of 
health record_data._ Compulsory reporting statutes, iri 
particular^ threatentp deputize evei^ health care 
provider in_the_cpuntry and make that provider part of 
the law enforcement system. The Ibng-terra^ 
federal demands _for_heaith care data threaten to have 
an adverse__impact_upon_ the quality of health care and 
the quality of our citizens* lives. 

The C^Dngress_should_ippk for ways to sha 
Ximtt the government's acquisition of health record 
informattc^ri; Wbenever_ppssible/ the gpyernment should 
make special, efforts to_Dbtain_health care information 
iri hon-indenttf iable_forraats pr_prpraptly transfer 
records into such forroats*__Wheneyer ppssible, the 
goviirximent should ensure that_it uses health record 
ihf'jrmatiori only for tbe_purpose_fpr which the record 
was first: obtained; Whenever_possiblei_the gpyern- 
iiieht- should seal or destroy_health_record_inforraation- 
Fihallyr the Congress should insist. that_the_federal 
gbverhment take the lead in using_patient cpnsent 
forms that are protective of personal privacy. 



FEDERAL GOVERNMENT SHOULD BE R MODEL 



In 1979r the Congress gave serious. consideration _ 
to adopting federal legislation to protect _the_priyacy 
of health records; S.503 arid S;865, and _ see Hearings 
Before the Committee on -Governmental Af fairsiof _the 
United States Siehate* 96th-Congre3S, 1st Session*. 
Uhfortunatelyt objections from the law enforcement 

community that the legislation went too far in pro- 

tectihg privacy, and bbjections_froBi the mental health 
community that the legislation failed to go far 
enough f doomed the legislation. Since, that time the 
Congress has not seriously riavisited this issue. 
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Hpweyer> despite the Congress* inattention, the 

plrpb_iera_ has not _gpne__ away ___ Indeed > __the problem has 

becorae__acu_te»___Thanks_tp_the ef fprts of the. NCCUSL and 
the_American__Bar_Asspciatipni _the__states__npw haye ___ 
before_them_a mpdei.bill that_e££ectiyely_a4§3^e_sses 

inany_o_f _ these_probiems. Hopefuiiyi_the_state_ie9isia- 

tures wiil_act_with_di_spatch tp_adppt_this_iegisla- 
_tioni__This ef fort_should_be_raonitored_in_the_ _ 
Congress •__In_th6_meantimei the_ Congress_should_act to 
inake_the_f ederal_government^ which_in and of_itself is 
a_roalQr_ health care provider, a model for health 
record privacy. * 



__ Thank. you. for this. opportunity to present my 

views on this vital subject* 
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Mr. VoLKMER. Thank you very much, Mr. Belair^ 
Let me ask a question, right at the teginhih& of youj^ pertaining 
to those records. Do you see more problems in the fnture with the 
computerization of medical recbrds_and disse — uhauthor- 

izeld di^eminatldn because of the computerization? 

Mr. Belair. No questidh. It just makes^ easier.Jt^s so _m^ 
CJheaper to get that data, keep it a long time; you can disseminate 
it almost with the push of a button. It just intrcxluces loLts_b_f incen- 
tives to move this data around, to centraliTe it, and if we*re not 
^gilant, the i^chnology will outflank the protections in current 
law, 

Mr. VotKMER. What about cdllectidn and storage dfj)atient data 
that's not immediately rxeeded for treatment? What can we do with 
it?- Purge it? - 

__Mr._ BelMr.^^T^ see^ it's such a hard question. You know, the 
physicians will tell you— and I don't think that they're wrdng— 
that if you start i)utt^^ on the amount of data that physi- 

cians can keep or the kind of data that they can cdllect dr keep, 
whatj^ou violl do js adversely impact bn health caire. 

lliere aren't any easy answera here, Mr. Chairman, unfortunate- 
ly- L think Jhat what we _m is try to find ways to put thfe 
information in a nonpersonally jdentifiable format or at least to 
limit the number of j>ei^k^ of p>e6ple who have acc^ 
to this data in a personally identifiable form— in other words, 
make the r^brdb anra to the extent that we can. 

Tliat's one answer, and the other answer, I think, go^ to dis- 
semination. The collectira h^^ be— I think you'd have to aw- 
fully intrepid to go in and begin telling physicians what they can 
and can't collect. 

Mr. Packard. Mr. Chairman, would you yield on that point? 

Mr. Volkmer. Yes^ I yields 

Mr. Packard. Why couldn't there be a key — a^ computer key to 
each patient's recdrdk that would only jMermit authorized pereonhel 
that have that key access to that information? it would appem* to 
me that techndlogy cduld answer that better than perhaps some 
other system, 

Mr. Beijur. I think they cduld, Mr. Packard. Thats the kind_bf 
g-pmise that the technology has. It's not all onesided by any 
means. J^iHiat -you hear is what we've heard this morning— and 
maybe pr,_McD6nald^ \^^^ to speak to it— and that is, "Gee, that 
makes it hard for physicians." 

Physician cphyemence ought hot to be a barrier to the imposition 
of adequate safeguards; it simply can't be, and if we end up incdn- 
vovxiehcing j)hy?icians a going to have to find 

^vays, i think to reorient their schedule and tiieir activities to ac- 
count fdr that. J sirtiply don't think that that's a compelling con- 
cent __ _ 

Mr. Packard. Thank ybu^ Mr. Chairman. 

\)ir. VoucMER. I see. _ _ 

^VcuM ydu wish to cdmment oh tjie descriptioh madejearlier in 
th^. f rr»n panel by Dr. GM-dner of the, qrtote, HELP system and the 
security that they've placed dri it f^r .oiiysicians so that they have 
to be cod«5d _even to eater into it? 

Ml . S^iM^jR. Are yc .i talking to me, sir? 
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Mr. VbiiMER. Yes. 
Mr. BeLair. I'm sorry. 

^^^yoa J^ow, I a^^^ enough about that system to 

wouldn t be feir for me to pronounce whether I tWnk it's 
agood or bad sys^g. It certainly sounds like they're aware of the 
security^ issues and^they're trying to address thera. 
Mr. VoiKMEB. OK. 

testimony and 

your written t^timony^e applications of strict liability as against 
of. pfl^enAe. Would you think that this is sufficien^ahd 
^P^^^^^jmcien^^^ the regulation-that 
'^'Sr^^ ss far as regulation is concerned? 
_ Professor Bkannigan. In an article, which I'Jl be happy to send 

Journal of Consumer PoUey m 
i98d— was tlmt strict habaity for mjuries acts as an adequate ielf- 
^^^(y ^^°^^^^i^ P^if:^^ ma because the institutions 
^ really r^^^ible and they know it, and therefore there's no 

^ZJ^^^th'^J-lV^L-^- my research conclusion is that that is 
con«ct, th$>t strict hability is adequate to guarantee a very high 
grel, and trying to guarantee perfection would stifle ihe technolo- 

" frhe article follows:] 
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Virirehfe M. Brannigari 

Gompehsatioh or Regulation: 

The Problem oF Medical Computer Software 



ABSTRACT. MedicaJ compiicer software represents an excellent exampU of che difficulcy 
of applying the law to developing techhblbgy. A society must decide which of the goals of 
efficiency, equity, or subsidy are paramount in the devejopment of the technpjosy. 

The two legal tooli available to achieve die goals ars cOmpehsatibh (the payirig of 
damages) and regulation j the direct conCrol of the technolc^yj. 

These tools are not well suited to the control of medical software, since the ephemeral 
decentralized technology is hofnially hot able to be idehtiHed with suHicieht exactness 
to permit regulation nor js i; produced by any single individual or firm which would allow 
normal methods of compensation. _ _ _ _ 

Thus Hie limitatibhs of the legal tbbls make achievement of the social goals extremely 
difficult. This difficulty may force the society to choose a different combination. of 'fi- 
ciency, equity, or subsidy which better reflects the ability of the cools to coh&ol the tech* 
nblbgy withbut stinihg the technology. 

Computer software is an excellent example oF tfie proSlem oF social 
control oF technplbgjr through law. Compensation and regulation are 
the primary legal topis For coping with soFtware defects. This jpajper 
oFFers some of the theoretical advantages arid disadvantages oF these 
two control mechanisms, along vHth some criteria used to assign a 
technological product to one area or the other^ and investmates 

ftware problems whici make these issues relatively diflicult to 
decide {see Brannigan & DayhbFF^ 1981). 

This paper will address the particular problem o£ medical soFtware. 
The^use oF computers in medicine has revblutidntzed certain aspects 
oF medical care and has the potential to change it in fundamental 
ways. Virtually all new technological developments go through a 
st^quchce oF invention, development, and stabiility. Often society 
becomes involved because oF the heed to cope with the inevitable 
problems oF technbldgical development. 

Medical computer systems involve a wide rsuige of new technol- 
ogies. There are computer systems^ which directly control the machine 
that interacts with the patient; software on which the physician relies 
without independent checking; and computer systems used by the 
physician as a resource equivalent to a rhedical textbook. It is a 
challenge to the legal system to develop eFFective social structures For 
coping with these types oF technologies. 

Jpumal of Consumer Policy 6 (1983) 475-481. 0342-^5843/83/0064-0475 $00.70. 
® 1983 by D. Reidel Pubiishing Company. 
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THe CbHe of Hammurabi was one of the earliest regulatory 
apprdaches to technology. Crudely put, under that code, if a building 
collapsed, killing the owner, the architect was put to death. This 
clearfy defined the responsibility of the private sector and avoided 
entirely the need for gbvernrrieht regulatibri. 

Since we no longer put j)rdfessibn^ to death for mistakes, we 
use ^ the two controls of compensation or regulation. In the modern 
environment, compensation tends to Be in the form of malpractice 
Of product liability; the injured person being compensated with 
money. 



. GOALS CF tECHNOLOGICAL CONT ROt 

In the area of techhblbgical control, there are three traditional, 
p(^s|bie goals of the legal system. The firsts an efficient level of 
safety^ is described by most experts in this fxeld as a minimization 
of the total cost of injuries and injury-reductibri activities. All 
things being equal, as one regulates past that point, the cbst cf 
iiyury-reductibh activities increases^ so that both overregulatibn and 
undettegulatibn are sbcially inefficient. 

The second goal bf the legal system is to achieve an equitable 
^.^^^^^^^"J^L^^^ /^9St of thbse injuries and injury-reduction activi- 
ties. Economists who hypothesize an "effic level of injuries or 
safety do not normally address the question of equitable distribution, 
Le., V c> should bear the cost of these injuries. Nevertheless, if 
computer prbgrams are going to He the source of a certain number 
^^^"ries, then the questibh of who assumes the burden of that cost 
diodd be raised as separate and independent from the Issue of an 
efficient level of safety. 

Thirdly, the promotion of tlxe use of a particular technology 
is ch^^terized by the reality that our society often eng^es in 
subsidizing some developing technologies in order to encourage their 
use. Two classic examples are (aj air transport, which is subsidized 
on the international level by the Warsaw Convention limiting liability 
of air caniei^ for injuries caused to their customers; and (b) the 
Price-Anderson Act for nuclear power plants, which limits the 
liability of power plant owners and manufacturers in order to further 
develbpmeht bf nuclear power capabilities* These are generaily 
considered subsidies regardless bf whether the government agrees 
^° P?y ^j^®_C95?_^f_?l^^^^P^ or accidents, or^ as is more common, 
restiicts redress anirecov^ry by consumers. 

Thes^ three goals, efficiencv, equity, and subsidy, are sbcially 
determined ^ usually politically determined - but they are not 
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technical questions. The challenge is, having decided bii the goals, 
how do we achieve them through the legal system? LiabilitY and 
regulation are two alternative means of achieving this social control. 



REGULAtlbN 

The theoretical advant^e oF regulation is that society directly attains 
the level of safety it desires. What it does not have is direct control of 
the cost of the safety producing activity. It is one thing to stipulate 
, the productibri of a safe product; it is quite_ another to guarsLntee 
a safe product at a sbcially efficient price. It is quite possible to 
regulate certain kinds of activitieis out of existence, because there is 
no way to achieve compliance at a: price the society will pay. Thus, 
one the disadvantages of regulation is that the cost of injury- 
reduction activities may bear no relationship at all to the benefits. 
Unfortunately, there is no automatici self-limiting control over 
regulatibn to balance this eqiiatibh. In a free-market economy 
devbted to prom b ting the widest variety bf prbducts, a cbhihioh 
view is that the institutionalization of regulation has an aiiticbmpeti- 
tive effect, suffering as it does from problems of centralization, 
industry capture, and Institutional bias. These problems are aggra- 
vated when the subject of the regulation is not easily regulated. This 
increases inefficiency aiid trahsactibh costs. 

Types of Regulatory Systems 

Regulatory systems fall into two groups -■ permit and inspection 
systems. Permit systems, which require dbtainirig permission from 
the gbverhmierit tb sell a prbduct, have some inherent characteristics: 
(a) p€^rrnits tend to centralize the examinatibn prbcess, enabling 
easy application of a standard; (b) a permit structure can offer 
considerable advantages to those manufacturers who_ are first to 
apply, and priority sometimes overwhelms technological superiority; 

(c) there is a tehdehcy to use permits to centralize the producers; 

(d) it autbmatically creates a list bf thbse whb are affected by the 
particular statute; (e) failure to have the required permit is itself a 
crimejir offense; (?) normally, the person who wishes to engage in an 
activity cannot engage in^ it until the permit is issued — therefore, 
normally, delay nins in favor of the government or in iavor of not 
allowing the actlviry; (g) suhmiary enforcement is relatively easy 
since permits can often be lifted or revoked bri essentially a merely 
prbbable caUse showing, alr''.bugli vh^s question is ribt entirely free 
from ddiibt; and (h) if Ac government dr>cs not assign enough 
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qualified persons to review and gran^ the permits, there are two 
possibilities. Either permits will be granted which are riot deter- 
mmative of compliance - that is, in order to avoid the backlog 
of paperwork^ permits are simply stamped and issued without 
establishing compliance - of there is simply an extremely long 
delay in the granting of the permits, which can lead to political and 
economic problems. ' 

Regulatory control can also be exercised according to an irispection 
model. Here, inspectors search out systems to determine whether or 
not they comply with the approved set of standards. The advantages 
of this^ strategy are more or less the opposite of those of permit 
regulation. The characteristics of the inspection model are; (a:^ it 
ddes riot automatically require particularly weU-trairied oebple. The 
effect of inadequate searches is normally to sbnply not generate ariy 
comphance activicy. The riature of governmental agencies is that 
what they don't know normally does riot shovv up in their records. 
Completely untrained personj can be assigned in the inspection 
modef to^ go out and do various m^pections, for exariiple, and if 
they don't see a defect, there is no Follow-up; (b) delay ruris iri 
tovor of the private party; arid (c) inadequate Inspections are rarely 
discovered until a disaster occurs. Since the disasters are relatively 
rar^ events, the agencj can go on for a Idrig period of time thinking 
It hgts an adequate inspection pro-am vidthbut any contrary evidence 
in the form of a disaster. Rather than benefiting a few producers, 
inspectibri serves to decentralize decision-making. 

Regulating Software 

The ^nature of software is such that it is particularly difficult to 
regulate. First of all, software is ephemeral. It is easOy altered and 
there may be no viray to detect that the alteration has takeri place. 
Not only ^ it difficult to pinpoint what software is at any given time, 
there ffl-e few guarantees that software Will manifest Itseli in exactly 
the same format djty after day. 

^AU regulatory systems depend on the existence of centralization 
of mformation concerning production {e^g., fegistratibri of all pro- 
ducers). Sbftware is, of all the medical_ devices, probably the most 
decentralized in prbductiori. Responsibaity is extremely diffuse. In 
the cKe of large medical sbftware packages, the attempt to hold a 
manufacturer liaBle is Jrustrated hy the fact that there is no single 
manufacturer in the conventional sense; instead there are a multitude 
of sbftware prograriimers at various levels. At the very least we need 
to acquife new or riibre suitable working definitions and concepts to 
shape our understanding arid supervision of software production. 
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From the technical perspective^ lae most si^ificaht problem is 
that a standard of acceptability eludes defihitibh. Most regulatory 
endeavors assume some standard or cbiivehtibri of acceptability; 
however, the task of meaningfuUy defi 'PA^^^^ software 

feature such as error-free code is awesome. Some technicians claim 
that the only way to define an error-free program is to wite it. They 
claim that ho specification is possible. Any attempt to regulate 
software would have to cope with these and other jprbblems. 



COMPENSATION 

Cbmpehsatibh is often defined as a free rharfcetplace approach. The 
cbhcept accepts injury as a giveii, but insists the cbnsUiher hot bear 
the fmandd burden. Its application to techndidgical deveiopment is 
difficult. 

Tke farJt system^ generally known as negBgence, imposes on the 
cbmsunie? the de^e' opment risk of a new product. Manufacturers arc 
hot iiab^ "- uhlesii nhey fail to rheet some reasonable standard of zax^ 
impbse^:? / -'^ckty and sometimes by the gbyerinmeiit. 

A nc>-i-iu?t syscem shifts costs elsewhere. Someone bt'ier than the 
consamec Bears the burden, usually e^uier the providers of a product 
or the g-^/cmment. In Sweden, afi medical injuries of any sort are 
covered by a governmenT-r>ponsored/ihdustr/-paid-for fund^ Although 
tKis fuhd pays all injuries^ a cbrhpuhy especially egregious in its 
action can be assessea by the gbverhmerit for greater cbhtributibhs 
to the insurance fund. 

The most Pareto optimal approach is strict liability on the part oF 
providers, meaning that injuries to consumers are factored into the 
cbst bf productibh, and that the price of the product reflects these 
costs. In the long run, society receives ah efficieht level bf safety and 
mjght be hearc^ to make strong sttguments on behalf of this approach 
since it also preserves some equity. Nevertheless, strict liability 
harbors a number of practical obstacles. The "deep-pocket" problem, 
where pebple with the most money end up paying, is particularly 
hettlesbme. Secbhdly, and more germahe to software liability, the 
requisite proof is extremely expensive. Transaction costs, bfteh 
ignored by economists, may be overwhelming. 

Sources of Compensation 

One altefhative is a gbverhmeht-cbhtrblled cehtral fund to which 
manufacturers contribute. However, in the case of software, many 
"houses" are extremely small and difficult to find. Another is to 
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maJce^the hospital the sole aeFendant. Hospitals are, after all, respon- 
sible_ for most of the equipment and injuries. Thus, the hospitals 
would not be aUbwed to segregate their HaBHity and turn it over 
ta the mOTufarturers; ins liability becomes an expected cost 
ot doing business^ which hospitals assume as relatively large and 
somewhat more eiHcient cost-spreaders. 

One problem is tjiat hospitals are nqtdribUsly inadequate at 
estimating the rate of injury due to system Failure, to achieve the 
economies inherent in a compensation model, they must be able 
to predict the rate of loss arid the more efficient predictors must 
_ profit" from their predictions. This is difficult to institutionalize 
in most hospitals. They are not cost-conscious, and often lack the 
technical ability to predict losses. 



CONCLUSION 



In choosing between compensation and regulation, we must recogn. . 
that society has an interest in the development of this technology 
smce it represents a substantial possiEillty For better health care at 
lower cost in the future. If the risks of financial uncertainty are too 
8^^*^'_^"^J?^A"9^9gy^ riot be developed. 

^ Our cun-ent regulatory and cbriiperisation systems are unable to 
deal completely with the problems presented by modern-day medical 
software.^ We have not, as yet, encountered the widespread injuries 
attnbutable to computer software FaHure which trigger public 
awareness and the deniarid for redress. We may have a briefgrace 
period. But not much. The devising and choice of an appropriate 
strategy for ensuring software saFety arid eFficacy deserves much 
more attention than it has receivecl to date, br we can stifle the 
techriblbgy through Fear or overreaction to the ine»/ -able problems. 
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ZUSAMMENFASSLTNG 



Schadenersatz oder Regulierung - Das Problem der BenQtzUng m^izinischer Informatik. 
sys^eme {MeJical Computer Software), Cesellscharten. die die Auswirkungen von tech- 
nologischen Entwiclclungen zu kontrollierer ^ersuchen, haben normalcrweisc zwci rechtliche 
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Koncroiimogjichkeicen zur Hand, namlich Ersatz und Regulierung. Schadenersau inccr- 
lialisicrc die Koscen eiher schad'igerdirh Haadlung in das Uncefnehinch, das dicse Handluhg 
veriirsachc. Rcguliening beM ^^^'^^^l^^ ^^^^"9l°^?S^^" Ehcwicklung. 

Diese zwei Miccel werden benuczc, um drei gesellschafdiche Zieic zu err lichen: 

1. Eiri cfnziehtes Produktionsnivcau; 

2. eine gerechce Aufceilung von Koscen und Nuczon ciner ccchnologischen Encwicklung, 

3. indirekM Uncerscticzung. besciinnicer Tcchnologien, um ihrc: Anwendung zu fordern 
(ecwa dtirch eiiie Haftuhgsbcschrarikuhg}^ 

Medizinische Compuccr-Sofcware scellc cin vorzugliches Bcispicl dar, um die Schwicrig- 
kcicen der Ubertragung rechdicher Prinzipien au/sich encwickelnde Tcchnologie/i darzustcj- 
leh. Wenh das Ziel, medizinische Cbmpticer ciriziiscczcn, erreichc werden soil, mufi sich 
die Gcseiischafc ifUr cine sinnvollc Mischung von Effizienz, Gercchcigkeic und indirckcer 
Uncerstutzurig cntscheiden. Auf der anderen Seice j'md die der Gcseiischafc zur Vcrfuguhg 
scehehden Miccel, namlich Regulierung und Schadehersiacz, niche gtic geeignec, um medi- 
zinische Sofcware zu koncrollieren. __ 

Es j^bc zwei Arccn von regulatorischen Syscerticri: Das cine bescehc darih, daC Erlaubhisse 
oder ^crechcigungen yom Sraace crceUr wer^^ um eine bcscimmce Tacigkeic auszuitihren. 
Ein .andcres System beruhc auf Oberprutung und Inspckcion, in welchen der.Suac dicgeiii^eii 
Siibjekce kbiiaollicrt, die eine bcscirtimcc Tacigkeic ausiiberi, tihi zu sehcri, bb diese Tacigkeic 
den soziaien Verhalcensgebocen encsprichc oder niche. In beiden Fallen benbcigc das 
regulacorische System (a) ein bescimmtes zu regulierendcs Zicl und (b) einen spezifisch 
ahzuwendehdcn Mafistab. 

Beides existiert jedoch nicht im Fall yon medizinischer Sofcware. Software stctlt sich 
als-Unk^orperlich dar, kann lelcht vcrandert w.erden und kennt keinen allgcrtiein akzeptierten 
Ma£stab, Es kann daher auCctordentlich schwierig in ein rcgulatbrisches System gcprelSc 
werden. 

_ Aaci. Schadenersatzsy Sterne haben ethebliche Sch- ierigkeiccn; Es rtiufi eine CJricer- 
scheidu..: gemacht werden zwischen Hartungssystemeh, die auf Fahrlaisifkeit bcruhen 
und de^l zXb 2ntwicklungsge fahren dcm Konsumenten tibetbtirden, und l^ystcmen von 
Gefahrduhgshaftung oder Hafturig bhne Verschuldori; die EncwickluugsgcfaHreh auf 
je man de n anderes als den Verb rauchcr v^rlager n . Au f de r ei ne n Seitc k on nc n recli tsp ol itische 
Griinde fur eine Gefahrdungsha_ftun£ ins Feld_ gefuhrc werden. Auf der anderen. Seice gibe 
es jedoch prakcische Prbblenie: Die Vcfwirldichung des Zieles eirier gerechcen Schaderisver* 
ceilung kann erheblichc Transakcionikqscen yerursachen, um herauszufinden, welche 
Verbraucher durch jvelche spezifische Software gescbadi^Cworden sind. Noch wichci^er isc 
das Argument aus Eftizienzgrundsaczen, das fbrderc, dafi Prbdtizenceh und Leiscuhgscrager 
die Koscen fur die Schadcnscrscattung sinnvoll den Produktionskosten zurechnen. Dies 
wurde eine cffoktive Risikoanalyse von den Krankcnhausern vcflangcn, obwohl sie haufig 
niche kbstchbcwtifit arbeitcri. 

Eine Gesellschaft, die zum Zwecke der Nutrung von Technolpgien die Entscheidung 
zwischen dicseri Mafinahmen tfifft; milfi abwageh zwischch Effizichz, Gercchtigkeit urid 
indjrekter Unter«utzun wobeigleichzeitiguntcrstellt vy^ird.d^ rechtlichenMafinahmcn, 
namlich Schadcnersatz und Regulierung, dieser Technologie nur vyenig gerecht vycrden. 
Wenn sich die Gesellschaft der tcchtlicheh Rcstriktibhch nicht Bcwiifit wird, kahri sic heuc 
Technologien unterdrticken und abwurgen. 

tHE AUTHOR 

Vincent M, Brannigah is Associate Prbfessbr of Consumer Lavv, Department of Textiles 
aii<i Consumer Economics, 2100 Marie Mount Hall, University of Maryland, College Park, 
Maryland 20742; USA. 




166 

Mr. VoLKMER. And therefore we do not reaHy need FDA regula- 
tion. 

Profes^r BMNNi^^^^ Not of the type that they 're suggesting. As 
I said, registration of such systems, I think, might be in the public 
mterest, not relation, 

Mr. VotKMER. But not for them tp_ evaluate it and determine 
whether OT not it's a perfected instrument. _ 

1- further. With the stnct 

liability, what does it do as far as those who are proirtdin^these 
systems? Are they gdirg to put them out there. Is there strict K- 
ability connected wit!t them? 

ftof^or Brannig^ my argument— and this is 

proMbly extremely depressing to a lot of people in the heidth care 
sji^tem— is thjrt that^^ to be imposed and not be dele- 

gable on the hospitals using the system. 

In other wp^^ allow small providers to compete with 

large providers because the financial viability, of the provider, as 
pppc«ed__tb:^ let!s say, their expertise, would not be critical in their 
ability to pu^ the systems out and that the hospitals that use the 
systems haye the best control over this line between the advi^ to 
the physician and being relied on t^ the physician without further 
checking, and since that is the critical issue, I believe l would 
impose the liability on a_npntrahsferable basis on the using hospi- 
tal or other institution, and that would generate cdmpetitibh in the 
supplying of these items. _ 

If you will, to use analogy, this is the way the U.S. Gbvern- 
ment operaf^ in th^^ of a lot of its products. By accept- 
mg the hability itself, it opens up the cpmpetitibn to supply those 
products to the_ widest range cf potential producers. 

air. VbtXROK, As I read ttie statemeht,^by the way^ from FDA, it 
IS almost Jike saying that on software— they have under 

the heactaig hera_'Stand-Aldne SdftwOTe"^that they are possibly 
proposmg to re^ it because of this software. _ 
^^Professor Brannigan. I read it tlie iame wayi and, as I said, I 

tS^ 8*^? blatant assertion is the logic they're using. - 
T, j . • Vo^iiEK. And what bothers me,iust usin^ their defmltion— 
1 d jiwt l^e to read it in. We will insert the statement into the 
record m full. But it says, 

m separate fdr^inputer software presently exists nor is one en\isioned 

for the fatore. Medical software products 

And they use the word "products" — 

. .T^^t ^ .marketed separately from a computer (generally referred to as "stahd- 
fiuone software ) 

So now Fm talking about the floppy disk; it has the Caduceus in- 
formation or any other one on it — 

And with a computer to form a system which operates as a medical device 
wiU be treated as a medical device. 

Now ^btt're saying it's^blue because it's blue. 
[FDAs statemeht_appears in app. I.] 

Mr. VoLKWffiR. Now what bothers me a little bit with that is, I 
have a plr^ician put here, or hospital, that has a computer system, 
and just because it's a computer system, let's say right now all it's 
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doing is basically information gathering on patients and storing. 
That, in itself, is not a medical device, is hot under FDA regula- 
tion. _ 

The way I read it — and I ask you. Professor Brannigan, if it says 
the same thing to y^u— buy the same floppy d^ put it iii 
the computer, and ait of a sudden that \diole system has to be reg- 
ulated. 

Professor BiutNNiGAN. IF I can extrapolate on this just a Uttla bit 
at lehgthi iii my cpnyers^^ way they 

talk— that is, speaidng broadly 45t FDA people at- various levels, re- 
alizing, that hp one spe FDA except the Commissioner, and 
ail those kinds oflimitations. 

Mr. VoLkMER. Right. - 

Professor Brannigan. I think they're people of immense good 
will and want to do the rfeht thing consumers. I don't think 
there's the slightest suggestion tl^t they are not acting iii what 
they conceive to be the public interest, as well as that can be estab- 
lished. I think thejr're jt3U3t wrqn^^ 

I think that their idea is that this is some kind of new bedpan, 
that it's a thing, and their atUtude^ is oriented ^t^^ a tmng, 

as a product, if you will, and havinjg made that at some prelimi^ 
haiS Jtagfi tiiehjth y^th the fact that it's ^to 

to mesk this very strange thing in with the rest of their other 
thlMs. a3,_rather thg^^ separate re^atoiy program, 

they just say, "Well, we re going to treat it the same as all the 
other things." 

However, in oral conversations they have said that people who 
use artificial ihtelligehce systems who provide advice to hospitals 
are ^in the service business and they'^re not going to regulate that. 
So it's even worse than what you're describing. If you buy the 
floppy disk and put it iii your hospital, they'll regulate it^ but if 
somebody in Canada buys the floppy disk and tells you over the 
phone what it's doing, it's lidt iregulated. _ _ _ _ 

So their position is simply hot IbgicS* it doesn't bear any resem- 
blance to logic, aiid I thiiik that the ultimate answer is siiiiply that 
you go back to the statute, that they don't have jurisdiction, and I 
base that really on thi^ pdiiits iii^iny bthei: papeir. Oiie is that the 
statute just says "contrivance," which isn't an idea — which is ^^at 
Caduceus and the rest of these other systeins^ ^e;_ they're ideas. 
Second, the legislative history doesn't support that broad a reading; 
and, third, the cdnstitutidiial issues. 

I mean, these are fundamentally ideas, and in the veiy flrst in- 
terpretatidii df the Fddd and Drug Act iii 1911 by Justice Hdliiies, 
the Congress didn't mean to regulate people's opmions as to what 
was right aiid wroiig, they meant td ]*egulate ceiiiaih specific de- 
vices—I have that cite^'*'^ if people want it — and i believe that that 
has carried down td today. 

I've got various books with me of lunatic medical theories — of all 
sorts df books ydu caii buy iii the supetiiiairket, aiid whatever we dd 
in this cduhtry, we don't regulate people's lunatic medical theories, 
whether they write them iii bddks, or put them iii Dr. McDonald's 



United States v. Johnson, 221 U.S. 488 (1911). 
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s^tem, dr whateyer. We don't regulate that because the Constitu- 
tion says people have certain rights to their ideas^ even if they're 
cr^, and I ye cited a few of these cases in my material. 

5o, therefore, I think the FDA is trying^ to regulate something in 
which th^re is no traclc record of being able to effectively regulate 
it, which is why they produce Ipt-mmute statem because even 
m the best of faith, with the best of wilt the best of technology^ the 
best of intentions, th^ can't do it^^ahd I think they've admitted on 
numeroiis occasions they have no standards against which to meas- 
ure ttiese^ things, and I think what that just indicates is that it's 
not the kind of thing that the medical device regulations were de^ 
signed to contrpl. 

Mr. VbtKMat. To go one step further, what costs w>uld ypu envi- 
sion w^dUld_ be imposed oh a total health care system if they pro- 
ceeded with tins type of regulatory policy? 

I^dfesspr_ Brai^ I think it's in the form of opportunity 
coats, as the economists would call them, which is, you'd stifle the 
industry. 

Mr. VoLKMER, In other words, it does away basically with ^at 
we're tigdng to do. 

^^rofessor Brannigan. In niy limited, experience in talking to the 
people, these systems have been built in the equivalent of bas^ 
ments by people pn^--desinte in numbers like generous 

E^venmient ftmding, compared to various dthei^ arfli^these 
things have been btm^ on a shoestring, and they're implemented on 
yeiyjmall computers,^ and they perform wondrous thihp oh nbth- 
mg. We reallxare dealihg with ah infant industry. 

I will say m analogy that I use, however— in _tg^ of long-term 
I^wer, and particulOT^ interaction with the doctors^ which I use in 
the materials— is this is John Henrj^and the steam drill. 

lii other words, we've got the first steam drill, and right now 
there s no question that Dr. McDonald can j^rsbhally smack his 
ovra computer system dowr^, but they don't forget, and they do get 
better, and^ you get the coUectiye efforts of lots of people, these 
systems, will, over the next few^years, have the potential of riyal- 
mg— not necessarily exceeding— in brdinaiy diagnosis the capabili- 
ti^ bf the vast run of doctore; I'm convinced of that; and that's 
^y ^^hng that j)ptential^ for the 

United States but for other countries which don't have dUr medi<^ 
surplus^ I think, wpuld be a real Joss, and I think that the FDA 
projpos^ has that potential, ta simply wipe the whdle indt^ti^put 

Mr.^VoLKMER. Ifr. McPphaldi do you share Professor Brannigan's 
pptmiism for the potentmi for these type of— we won't call them 
memcal de^ces,\ w^ informational sys- 

tems, diagnostic infbnnational systems. 

_^Pr. McDoNAilh WeU^^I share his enthusiasm about ^aihasays 
about the regulation side of it, and I don't want to pretend— I'm a 
computer nut^Ijpract^^^ see patients, but I do like computers, and 
I work with ttiema good part of my waking hdU2B,,but I thiiik that 
we must ndt— and m^^^ I'm overreacting a little bit— we must not 

dramatize too mucli their power. 

_ I don't disagiM-^ttl^lre ^s^ save more infbrma- 

tion, they can do things more accurately— but what th^ can't do is 
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see the imtient (yetX an immehse amount of redundant 

informatibii in that process, you know. 

EKG *® [electrdcardidgjaph]— we'y^ had analyzers that sound the 
bell when the patient's arrested since 1955,^ or 1565, anyway, and at 
the beguiling, they always Jplunded--^mps^^^^^ the patient was 

still alive and well^and I have never yet even heard of an instance 
where one of thi^e_(^^ went off smd,^ if the patient 

was eatmg or talking, someone rushed in and shocked them^YdU 
know, we iphysicia^^ kind of ^» see that, and in ah instant we 
just discard all the other rules,^ and as long as the computer looks 
at it [the patient] through a little i)eephole at what data happens to 
have come in through sensotis, I think it's Jrone tp_ being very 
dumb, and you're going to still want someone sitting there; 

You're going to want a though it's 

got an automatic pilot thars very, very, very smart; Yoa still have 
two pilots Up in that 747— or maybe three^ I guess it is now— and I 
think you're gofaig to want that for a long time. 

Now there max come a time ^w^ computers — and this is many 
ordera of me^itude beyx)nd wJiere we are now — can sort of do a 
Dr. [Mr J Sppck sp^^ of thing ^°— they point something at you and 
really see the whole patient in r^y of its glory through NMR tn^^^ 
ar magnetic resonance] or some such thing — and be equivalent in 
the total spectrum of knowledge of the physician. JBut t}ie jihysi- 
cians may not know as many facts, but they know mare about the 
patient than the computer will in a long, long, long time to come, 
just by a glance. 

Mr. Vducmer. au right. 

Professor Brannigan,_i'd like to get back again just a minute to 
the— before J dp^ McDonalds what you're telling me is that it 
may occur in the future Jbut right now you don't want to raise the 
optimism to wh everybody thinks this is going to happen tomor- 
row or next yep and we really don't need the expert physician any 
niprej^weVe^ping to have him in one computer. We're still going to 
have to-have the physician. 

Dr. McDonald, We're not at a watershed. 

Mr. VoLKMER. Right. OK. 

Professor Brannigan. If I may, for the record, i don't disagree 
that that's the current status. 

Mr. VoLKMER. Current — right; 26 yeatrs from now or 25 years 
from now, we may see sc^^ 

But on the strict liability question, how would you apply that, ba- 
sically, to an c®eratioh_such as^ wthbut designat but such as 
that which has been described -at Disciples Hospital-^Latter-Day 
SEdnts— excuse me-^^ 

Professor Brannigan: C>& If they send up a record from the lab- 
oratory and it's wrongs either because it's wrong because someone 



Dr. McDonaW changed "EKG-'Vfo "Consider heart . . ." 

Dr. McDonald asked that "kind o?' 1^ deleted, 

_ *^ P'!!_M?P°"J*^d alludes-to thej^turistic the syndicated teie- 

yj^m series "Star Trek (^Paramount Pictures). The. chief medicaLoffi 

U.B.S.Snterprise was Dr^Leonard MeCoy, however. Mr. Spock was first officer and scjence officer 
aboard the fete^prue. Exampl«i of the technology can be found in the Star Trek StarFleet 
Technical Man^^ (New YorkLBaUaittine Books, 1975) arid the SlarFteet Medical nefcrvnce 
Manual (New York: Star Fleet Productions, Inc., 1977). 
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entered it wrong, the computer stored it wrong, or it comes, and 
lets aK^umerausatipn and all those other good legal thln^— ydu 
know, that the wong data— all of a suddeiLit comes up with this 
wrong date, and_ someone shoots the wrong medication into the pa- 
°f I essentially impose liabiBty 

^d^ plaintiff havmg to prove why the wrong date was pro- 

_in other wor^,^st^ me, is you have to prove causa- 

tion,^but vou don t have to prove a violation of a standard of care, 
iS-x*!?^* simple. M bther words, you have to prove, in effect, 
not that the patient was harmed, which is the first stop, but you 
was caused hy a defect in the system. 
T2ie diffe^nce, as I mterpret it, is the ^difference fetweeh having 
to^ prove a ^ure to meet a standard of care, in wiiich case we'll 
'^iL-'^"^ i^^^* a reasonable computer system Would do. Strict U- 
abihty would say, "It's got to be right when that information comes 

_ Now lets assume that the information, for the moment, is prob- 
abihstic. The concept of ri^tness of information Whei^ it comes 
with & probabdistic^ conclusion, this is ah area that I'm still re- 
se^h^gt and I dbn t have as clearcut an impressidn. 

J^ts -why J think there is thismtical difference between data 
which^u rel^ on without further analysis. I meftn, if we nut a 
t,,^-^°M®'"f^/°"*^? ^ l°™es up 105 and your real tempera- 
ture is 98, that s strict kability— that date output— and thlt's 
where, t thmk, the strict liability would come down 
_ I U give two minor analogies. A lot of hospitals— I promised cbhfi- 
dentiahty, mcidentally, when We talk about privacy— to everyone 
who gave me mfprmation about the failures of their own systems 
^^^1*1^^^°?*^''*™^ *^ research,^ but at one major hospital 
wftere they had a stupendous backup sj^tem— I mean, riinmng 
seven computers^ simultaneously— they had the shop for repairing 
termumls (hrectl^ cornier to the computer room without anl 
fire safety In other words, they had thougit about patient privacy, 
a lot of other issuM, and ordinary fire safety, and the lorn of ^ 
ongoing ICU, and everythmg; they had seven simultaneous proces- 
sore,,and^hey com^ whole thing up with a mateh. YdU 

get the^ kmd of techmcai bhnders that pegplejet info 

, Another ^ne, to use an example from the privacy, is that 1 hos- 
pitel mtb 64— a very prestigious hospital— with 64 different com- 
puter s^^temsmoperatfon, Ml bl^^ going all the time, only 1 was 
enci^gjted and password nrotected, and that was the phylicians' 
salary system,_ which miicates tha^t when it really gets down to 
^ome^^ critical, for privacy, physicians don't mind the interfer- 
ence with their doing business. 

^ But.i sically, on the Caduceus system, which is 

basically an nrformatiou system ndw,^even though it would be, let's 
say, a diagnostic system along with it, helpful in recdmmending di- 
agnosis to a physician, the ph^iciah using that would stHl be 
under a negligence stendard. 

'^^i.f***^®?^-^ it wduld Jji under negligence 

stendar^ if for no pther-I thmk there an- multiple reasdris that 
S s ^^^^y patient, as requu-ed by section 

402(a) of the Resfetemeht of Torts. It doesn't reach; and that reach^ 
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ing reqi'irement in this area r7:5ai'^ very important and it is fil- 
tered^ ai?d I believe the negH.gcac^ t?v»' would be a- two levals. 
One is, was the pLysicirji mgll.^tr in rel^dng oh the system? 
Second, was the system negligci:;^ v bc^uding that information to 
the physician? And I think we have axC svn that distinction in our 
environment. _ 

_Mr. VpijKMm^ be the same tbihg as with the type of 

computerized system tliat Dr. Gardner described. If the cdm^ 
puter failed to find a drug interaction arii a nurse, along with the 
doctor's prescription for it, gave the drug and there was a severe 

interaction, that would i>e strict liability, would it Jiot? 

Professor Brannigan. I would tay that would be strict liability. 
Mr. VoucMER. All ri^t Where are we then with the hospitals 
on insurance— in other words, trying to get insurance with this 

strict liability? 

Professor Brannigan. DK. When ! talked with the major medi- 
cal centera--no^w^^the cej^^ that I dealt with were oyerwhelmirig-. 
ly academic medical _ school medical centers — a vast number of 
tb©?? are, in_ effect,^^m the self-insurance business because their 
risks are uncalculable, and many of them buy coverage with $1 
millibn deductibles. 

J^^ J^ther words, they're really^sUni^ ca- 
tastrophes, and the rest of the time they rely on very careful moni- 
toring of risk— I think t^^ this is where 
we place some of our students— but very careful monitoring^ of risk 
within their own institution and watching it, and I think that this 
creates^ better level of care. 

In other words, internalizing regulation is much more effective 
than externaljregjilatibri^ but hospitals tend to buy insurance in a 
very, very competitive— they're big buyers in the market. There- 
fore, the crises that come to be crises of overall coverage, not 
the kinds of crises that come with relatively small purchasers like 
day-care centers. 

So, yes, there is both a malpractice insurance problem— I don't 
know if I want to call it a crisis— but I think hospitals — I have not 
heard frqm^ th^e Jjpsjpitals that insurance coverage, as sucli, for 
their broad operations— they don't tend to buy coverage for 
narrow, little jpioints of their operation, they tend to buy all-risks 
coverage, and they tend to have very large deductibles, in my limit- 
ed experience. Someone else could correct that, I'm sure. 

Mr. VoLKMER. All right. How would ^bU propose to impose the 
standards for strict liability ia one instance and negligence, which 
is present law, on or just let the courts—— 

Professor Brannigan. i think a common law analysis would be 
fUiequate for tW^^ because we rarely would get into some of 

the more complex areas of assumption of risk arid cdiitributbry 
negligence. 

I don't btlieve it requires any sj^ and it has 

the minor advantage that the hospital knows what le^ system i^-V 
operating in under its State la^ get that r adt^n* 

al prol)lem of products wWch move in interstate commerce and 
what are the different rules. 
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_ & you^actuany negate the national commerce problems 

^ imposmg habdity on a thing where you can say the law appli^ 
^ IJ^use this IS where the patient comes from. 

*° «^er been asked to serve or any of 

the fDA advisory panels on this subject or the sjubiect on vhich 
you^testmed? 
Mr. Belair, No, sir. 

Mr.-VotE5aai. No. Dr. McDonald— Professor Brannigan 
ftgfeSsor Brannigan. i say this— I'm^ not sure they ask lawyers 
routmely ever, so-but I wiU say that I have beeS &d to serve 
on an adviso^ panel to Nffi in some related areas, or at least re- 
viewing giroite oi^something, 

Mr^V^^MER. Dr. McDonald, have you ever been contacted at all 
by the Jim on expert systerns? 

I^. Mc^oSALb. Well, 1 was invited to the AAMI meeting last 
w^end m this regard, and— yesj I guess. 
Mr. VpiJKMERLBut that's been the only interaction 

Dr. McDoNAtD. Y«s. 

Mr, Vdyami. And it's been very recent 

^a. i thmk. to so^ 
you would, 




icy in reg- 

ment tfcey sga-g's^inh^^Yubljc health risklfprofuctl^^ 
ent pubhc he^th risk. How would yoa assess such risk since you 
PJJPose— and^I beheve stUl we will have the doctor in between— 

i-«Hflf^u-^: * ^* ^ » negative uSderstahd- 

behavior. I look at physicians as 
Deuig the most cynical about others' opmibhs, the most untrusting. 
compulsive of human beings m many— for many different cat!- 

rirfji\^°^'uTi\^%^^^^^' I ^eii the residents, "This is 
^3^^2^i^ -^^°J^^ "-^^^^^ I do^'t Believe 

^^ iJ^®^"* ™ean, not that inine 

-^^ "^^1 hes^^but they certainly are not at all reluctant to 
discard ad\ace from othere or others' observati The tendency is 
vaSl y^ui^lf^checkjt youreelf,^d beUeve your o^^ti obser- 
vattans,_ and_there s mi immense redundancy in the process. 
^1 don t think just because— and we have some little inkling of 
how the decisioit process works, but I don't thiSk we have a leep 
underetaning of many human decision processp, but there's an 
1^ ° -5^?"^^^ "^ ^'^^'^^^^ "^^^ give computer reminders, 
tuL^iu^'fl'^^'t^u^** ^^^"^^y, accept them. They don't love them 
S ^tF^ they behave remarkaM Mre^ with them-and one 
that tlwy took CTeat &lee— and they're error prone. 
= I^^t'ier would 8^ t^^^^^ a sensitiyitxahd a specificity^ just like 
fa^i' ^°, when Jrou do a mammogram, yoa get a positive test 
fwi T^'?*'''® only nght _one out of five timis. That is, iost of 
those positiTO cancer-lpokmg mammograms Villi actually be non- 
cancerous when they're biopsied, but We don't consider that ^ 

tS'bkSia^^rrighf ' 
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WeU. we had a ii&ixiinder to do^ a cervical Pap smear; which is one 
of the preventive tests, and it was on^ a patient^ who Jiiad the code of 
M— I of F, for female— stored in their sex fields [the patient] 

hut it_wa8^ male, and— but there was not even one single attempt 
to do a Pap smear on that mian. They didn't even call the nurse to 
g^t the emu^meht I mean it was just— but that's the Hnd of thing. 



Xeroxed ™ th^ room with it liiey 

trok great ^ee in finding the mistake by the computer, which did 
what it should do-~r^pphd tp tha^^ field and say somethuig. 

EJven in due respect to thisJSever issue, if I ^ve you a thermome- 
ter and it said you had a 105* temperature, Td go feel your head, 
iust like your mother did, and I'd go: "No, that doesn't make sense, 
because you don't look sick." I mean, there's all this other informa- 
tion you get. _ 

So i thmk that tJiere is not a grave risk I thihk there's^bt to be 
thou^ht_giyen to it. I think there's got to be more products out 
there and more experience to understand whether there are prol>- 
lems_and what Jhey^ 

Mr. VoLKMER. OK. I'll now yield to the gentleman from Califor- 
nia for his questions. 

Mr. Paosard. Iliankyou. _ 

May I continu^^^ bit with Dr. McDonald on the point 

you were just talking about, confidence that physicians have in 
other physidans or ptne^ 

Do you think then that physicians, as this kind of an expert 
system would be im have more confidence in a 

computerized informational jtystem than they would in the consul- 
tation prdc^ with each other? _ _ 

Dr. McDonald. It bas not been my experience, and my predic- 
tion is, in fact, until these i^stems are very, very good, they'll be 
used relatively infrequently. 

_ Mr.TACKARD. YdU are rathM^^ssimistic as to the quickness that 
this kind of a system will be implemented. _ _ _ 

Dr. McDoijald. Well, it's based on lustpry. The system developed 
^ Howard Bleicli for acid-base balEmce was not developed with 
-J °- classic artificial intelligerice apprp^^ it prc- 

duced a con^ultatidh. It was very accurate about acid-base nrcb- 

lems. 

Tliey put it m 30 VA hospitals,^ and they ian it for i year, and 
basicedly no one came to the wedding feast. Of course, they had to 
go upstaira to go to had to learn how to use the ter- 

mmal; there were ail t]ie problems about interface, and socializa- 
tion , or other Jfe^^ not something that I think is 
going-^is a vast mai^et immediately available. 
—J^Mnk where the Jwverjs to come is in systems like the 
HELP system where the computer volunteers [information] without 
an^ investment by ph^cians,_and__they get information, and not 
only does that give them— that gives them two things; it tells them 
when they don't think to know there's ajprobleni, 

_Tqu see, if you have to say: "I think there's a problem; I'll go ask 
about it," you don't get as much advice as if you say you haven't 



Dr. McDonald changed "advice" to ''help." 
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tought abdut^ it^ and the cbmputer says: "Hey, there may be a 
pipblem." Samuel Johnson, said man more often needs Jo be r^ 
mind i than informed, and I think — that was a long time ago; I 
think it's still true. 

Mr. Packard. It would appear to me that if Dr. Myera is correct 
as likening this unto a com^ textbook, it bajomes then a 
refresher tool of information that the physicians may have gotten 
over then* studie^^ have not— their recol- 
lection of the4)rocesses simply aren't abletd recaU allj)f the infor- 
mation that they've had avaUable to them. IKs becomes a recall- 
ing or a reminding tool. It wq^^^ to be 
more of a cohfidence builder than perhaps consulting with someone 
else that may have forgotten even more than what you've forgot- 
ten. __ _ _ _ 

E^. McDdNAU). Well, I think it will be very useftil in that re- 
spect, that is, to restructwe your tlnn 

things you do, and maybe even to guide you to ask some other 

questions. 

But you have to remember the advanteiges the human consultant 
provide. TT^^^ S3^tem, which is a very excep- 

tion^ development but, rather, to maybe enlarge the huinari capa- 
bilities. 

If you have a human COT^^ to call 

them, and then you're done. No. 2, you've got protection in teitris 
of malpractice ai^^ may have a bigger bankroll than you have, if 
he's one of the right kind of consultants. Na 3, he goes aiid J[ets 
othM* bl)servati^ as we're taught in medical school, that's 

often the biggest value of the consultant.. It's the thing they felt 
when they feel the thyroid that you didn't feel, or it's the history 
they dug out that you didn't dig but; it may just even be in a re- 
dundant gather. 

So we ne^ to e^^ this information gathering; if you talk 

to the consultant ^mputer, you're the one that gathered the infor- 
mation, and ^bii filter it for the computer, and so you don't get as 
much, i don't think, as J^bu do jmt bf an_exf^rt consultant at 
today's history; iq y^ars from now,^it might be quite different. 

Mr. PACKiutp. Befor^^ : ,^t, Mr. Chairman, I intended to ask 
uhanimbius consent to : the response that Professor Braniiigan 
has mentioned in regard this recent document entered into the 
record also. 

W^- VpyptER. Yes. 

Mr. Packard. I do not have a (x^y bf ybiir respbhse^ and so 

before we leave today, I'd like to get it^ _ _ 

_ Professor Brajwigan. I MYf it tb Mr. Paul [James Paul, profes- 
sional staff member,^ Subcommittee on Investigations and Over- 
sight], I believe. Here's another copy. 

Mr. Packard. Fine. _ 

[The document follows:] 



Dr. McDonald changed this to read . . an expert consutaht : : : today." 
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Abstract 

Recent _ divelopfjieots in _ medical computer 

sortware have raised the possibility that federal 
'J^'^_'^°'^J'*'y .^A'?_^oj?'"trol^ such sortware as a 
device uTder the Food arxj Drug Act. The purpose 
of this paper is to analyze the j.W.Jte to 
deteoBine irfiether cai^ter software is li».-''jded in 
the . statyto ry_ schencj e««nln!8__5awt coostl tut ^onal 
argumentsr e la t i ng tp_ c offlp uter _so ft ware _and 
finally to discuss some regulatory principles 
which should -be taken Into account when deciding 
_t_ipe_ of .regula_tiqn .might __be appr^jpriate. 
T^ls paper ij limited to ODflputer_programs jihose 
output is used by r^Jfflens In (deciding what medical 
therapy, if any, a patient snould receive. 

Statutoify Issues 



IP^ ^^''f J""sjT^*'«nts to the Food, Drug and Cosmetic 
Act (FDCA) Bctend federal regjlations to medical 
devices. Devices are defined as: 

"til _in_stninent, .apparatus, _ implement, machine, 
contrivance, inplantjt, in_yltro_ reagent,. Pr_otf«r 
similar or related article, including any 
component, part, or accessory, irfiich is- ... 

(2) intended for use In the aiaghosXs of disease 
pr_pjLher_ conditi_Qns^_oc_ln__the_ cure* mitigation, 
treatrnwit, or prevention of disease, in 'man or 
other animals..." FT3CA 201(h) 

Ihe act sets- up a series of classifications. 
Devices, are divided into Class 1', W, and IIi: 
Cljss . I jiBvices are_ sitdect. _only __to__tbe most 

gener a 1 manuf a c turlng c on tr o Is. pe vice s_ under 

Class I include bedpans, skull punches, crutches 
and stethoscopes. Class II devices are subject to 
more strlogefJt performance testing. Class li 
devices include the bulk of medical devices 



^_ ^\ ^.^ ^_".9 [ f . ^ ^ _ '"_Ofll t o ' s • h e a t Lnq paOs , 
spirometers and therapeutic genital vibrators. 
Class III products are subject to the most 
stringent controls. Including pcemarket approvai 
based _pn appropria_te_ tests^ . Class. Ill devices 
include: .lntra-yterine__cont_r_acep_tIve__devices4 
intra-aortic i-alloons, pacemakers and replacenwnt 
heart valves. Currently computer systems are no^ 
classified under the act^ However, they could be 
placed. in_elthcr_Class_II or III, depending ob the 
r?W'.s interpretation of jctrtain jjroytstons of the 
statute. Certainly, if medicjl software is pliced 
In. .Class III, the cost of regulatory cor^liance 
will be enormous. 



I^c first question Is whether clinical 

medical software is or can be a device under the 
FCCA. there are basically three approaches to 
statutory aralysls^ . First, -the actual words of 
the__statutB._ should_tie_ analyiedj to determine 

exactly "hat Congress, saJLd. Secpnd_t_ the 

legislative history of the statut^e _ can be 
examined, to expand on and explain the words of 
the- statute^ third, the administrative agencies 
Interpretation of the statue arid Lts regulatory 
program__can_be__araly2ed_j:_o__determine whether a 
given interpretation is reasonable. 



Statutory Language 

___ _The mostj ofevious_4irQblem In trying to apply 
the statute__is that computer programs dU.not.fall 
clearly into the j:ategory of "an instrument, 
apparatus, implement , machine , contrivance, 
Inplant, in vitro reagent, or other similar or 
related article." Clearly most of theise terms 
cinnot. aPJ3ly._tg. programs,, .since thfiy refer .to a 
specific tangible. ltOT._ Software_.l_s__lnt5o3lblea 
somewhere between an idea and the expression of an 
idea. The only word which could apply to software 
is "contrivance." Contrivance is an arrbiguous 
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teriii, Mhich coK »ppiy cO a machine. It migrit be 
arguftd that anything developed by nian could be a 
contrlyancev_ho»«yer, . the word appears. Jn a list 
ot^r icrds irfilc^^^ JSRli to tangicle . Itemsx 
and «nlch Is followed by ma terji "and similar or 
related article." This «ould tend to -^gatc any 
Inference that contrivance refers to sc"^ xind of 
thing, irfiich Is ttiolly differer t frori the r'^Ihder 
of the list of items. 

Corputer programs ar« sigriifi^anrly different 
froffl the other types of medical devices regulated 
By the FW. Wille a conputer driven device mojla 
clearly. _be__tangibler computer programs themselves 
s.r.c. ._a.bst^rac tlqnS;. ^he^ .a_r.e_ a_ _sp.ecles_ .of 
|p.^?"9:^^^?_ P^°9*.^ty» ..."^ose value is _ex.trinslc. 
They can exist in infinite numbers and each one is 
Identical to the original^ 



JanglbllUy of the__s.o_ftiiare__ls not_Juit_a 

"•1".9^_ .^"ture, it .relates tq^ the fundamental 
nature of computer systems. Wiat dlstlngulshej 
computer pv^grams from nedlcal devices is the 
lack of any rieeS for a specific fSiyslcal ent.'ty^ 
W>en_s^ysici.an 3it5_dQ»n at a conputer iermlnal, 
the machine can be the _de_s_kjL_ln_trie basement, 
or in Canada. It makes no difference to the user. 
No ether prcxjuct In the area of regulated nedlcal 
devices has this characteristic. This is 
slQiuflcant- because the PDA has already, described 
the_proyislpn of .cprrpyter. analyzed, c&ta to__a 
h OS p i t a 1 a 3 _ a n un r egu 1 a ted s e_r vi_c e . Wha t 
difference does It f^^e "here the computer is 
located? What about ^alysis conducted in another 
country? 

I.t_ lr_. .worth noting ti«Lt .the treatment__gf 

computer programs under Pth<»r laws has depended 
heavily on the Issue of tangibility. Computer 
programs cannot be patented, because they 
constitute algorltlins^ Conputer programs can be 
cn0^' rioted ,._ but only. as. the_ expression _o_f _ao 
under lying Idea . .Computer _ programs a r*.- __"50ods" 
under the Uniform CJff.'v.'clal Code, but the code ' 
nas no requirement of tangibility. Computer 
programs may be (sroducts for liability purposes, 
but that Is In spite of their Iritahglblllty. 

"At the ."'ery least* .Jiheref ore, tf^.e statute Is 
ambiguous and contains no clear authorisation for 
the FDA. 

Legislative History 



Legislative history Includes the various 
debates arid committee reports irfilch led uj to the 
passage of a--statute. It should be noted that it 
ls_ nQt.3ufflclent that a device .should Be 

regulated. The_ critical _.ciuesti.Qn_.is_ .whether 

^■^L'^^s "*3nt for FDA tn have Jurisdiction unoer 
the act. Since clinical medical computer softi»'"ire 
was- virtually hon existent In 1976 irfien the 
medical device amendments. <iere adopted, there Is 
nQ_speclMj:_JL_egl_slatlve_ history _to use to_.see.if 
the congress meant to Include .1 1. _. under t^j^ 
statute, arvj If It was under the statute, which 
classification is Justified. The lack of a 
specific legislative history Is not -fatal to the 

regyj.atoty. process, Congress often .sets .up 

agencies for the jspecJLflc PMrpose. of _dealing_wlth 
new hazards as they arise. In the case of medlca^ 
devices, the most inportant inquiry into the 
legislative history is whether congress intended 
the. . mjedlcal device amendment to .close a gap 
completely,, or whether .they, were .de.5lgned_to_ bring 
a specific set of products under FOA Jurlsdlctlorj. 
The history Is at best Inconclusive. 

Agency Interpretation 



.The _ FDA Is .an _e X tr apr d ina r 1 ly .e_xpG.rt agency 
In an unusuaiiy *-^lex field. This means that 
decisions of the agency concerning Its own 
Jurlsdlctldri are likely to receive great deference 
in the courts*. If supported By a .pdssIBIe reading 
Q_f_ . .t_he_ s ta tutJ. ._ and _ r ea sgna_b_ly _ _c on s l_s t e nt 
re^jlations. Ho«ever, If It appears t^|e agency Is 
having difficulty articulating a coherent 
regulatory program, the courts may interpret that 
hesitation as Indicating a lack of expertise In 
this particular area. 

The FDA has not yet articulated an o/flclal 
position on the regulation of software. Part of 
the problem is fitting computer software, into the 
other requirements of the_ statute. The statute Is 
product _o?lentedA_ It_ refers to.TOngf acturers an(j 
good fnanu f ac tur 1 ng p r a c t Ices . It as sume s tha t tf^e 
output of the manufacturing process Is a specific 
item, Nhich can be counted, labelled and shipped. 
The entire concept of the statute Is foreign ,o 
the world, of .computer systems. Intangible Items 
are _ .not . marvj f a c tur ed_.__ Cpmpu t e r _ .s_ys t em_s_ _a r e _npt 
standardized Items, and even similar systems have 
crucial differences. Software Is ephemeral; It "J 
often changed In the field by users, and can be 
altered wichdut traced A. program is often the 
product of many hands, who leave no trace of *'helr 
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Individual efforts^ 

_ ProgrOTS do h^ve dl_aractetlstlC4 .which would 
^. ° ^.^^ t »egula table dejspltt their 
inta.wjlMilty» Corrpoter programs can be owied, 
Uit-y exist throo^^ time, they have errors, which 
can.be corrected. They can 5e passed rron person 
to_peripn_.__ Like _thc cafcshaft on a. car^ once, the 
Instructions ^re set, the machinf* will dp_ what_ It 
Is told. Howver, the te- Ice may be a 

narrower concept than product 

The 5ura_tatai arahy analysis of the le^I status 
or_ cpmpMter_ programs, under current, law . Is 
l"8y "quire ll_t_lgatlon . 
Preparation Tor such litigation must predate anj; 
FDA action, since deadlines for appeal to the 
courts are typically very ^rt. 

Constitutional Isgues 

tne e xl s t erce of a cons 1 1 tu t lonal l ssue 1 r 
the. area or modlcaX software may vpear forced to 
IWs_k peoplj^ since, medical care, pharnaceutlcals, 
anO'. JIlcdlcaL de_vlc_es_ have been. regjlated. for 
decades. _. Hoii« ver , the wy Intangible _rature of 
caiputer software may bring It wltnln ^e reach of 
the first amen<ii>ent's protectl(r» of the f ■ of 
Ehe^ress. - The suggestion Is that a conpute: 
program ions t i tu t es the _ author Ls Ideas,, arid -that 
i*as_are absolutely rTotected under the first 
amencJnent. 

This defense was successfui In the related 
cases. of__ SClEMTIFja MAMriffiTlJRI*C_ 12A_ F.2d 640 
(i9AAr_ahd __P)CTlMA-HiDlIp _121_F.2d_2B2 jUMU-. Ih 
SCIENTIFIC HANLFACTURIM; an authpri was _selllng a 
book trf^lch contalrid his own opinion that alumlnun 
prts caused cancer. In PERHA-maid a corporation 
celling cast Iron pots trade the saw claims^ the 
Federal__Trade Corafnlssloo_ brought , actions aplhst 
tJpt.fi part les . The _ _FTC_ preyal led_. ._a^_lnit_ the 
manufacturer on a claim of false advert lilng__but 
los^ against the author on First flmendrent 
grounds. hTille t^lese cases are over AD years old 
there Ls no reason to believe that they are not 
still good law. 

The e X 1 s t ence of a cons 1 1 tu 1 1 qna 1 1 s sue _r aj> 
make a court more hesitant In giving an agency 
Jurisdiction over the area, since congress Is not 
assunied to readily, commit to ah agency the power 
to .regulate activities subject the first 
ap'-'-.Ti^nt. 



Policy Issues 

fchatever_ decision the courts mlg^; make on the 
purely. stntutory..lssueSj .llLls_ important to define 
the policy Issues Involved in tt«_reftjlatiDn of 
software. It can be assigned that the Spal ot any 
such system Is to promote the advancement of 
metiical. technology while maintaining the maxifujm 
o.f__jj.atient protection, both physical and 
financial. 

the palmary _questlon In both areas Is what 
legal approach should be used to control clinical 
software.? 7^e prd51em with the FDA's approach is 
t.hat_ the pj-oduct _oriented_ standards of that act 
''o^^ .iheffectlye and hosUie. to _ the 
developfl)ent of the technology. Thv'. If^gal system 
should not attempt to define In advance what 
direction this technology will take. 



Cp.'llP.Hter .3.vst_ems_ ciis; a_.cPrTplelely. . novel 

technology In m.»" ;8J "^a.';'. Trying to f it __$hein 
into regulatory .'/♦'•mr designed for other 
Lechridldglpi ttUi- iHwitcirily both slow and 
cons£rIct_thelr t*jyit.'C )rm.-nf'3; In ttie absence of a 
clear tte.nger_fj.t-j<_*^ ol.siemjthls Is ixiwarranted. 

Pl'iP*:^^^. P.ri*!!'^?.^. .regulatory _sys_t.em _ may_ be 
dctremental to the entlr-^ medical software field. 
Computer prtjgrams are not built to blueprints. 
They . are . built to a sy.-.eni deslyi which Is 
npnwlly . changed _contlouQuiIy as the system Is 
^^'J.^.Q. ..'''r.^.^iie.*!-. __HanjL_.a_re one.-Qf ra-klnd 
InstallB t Iwi lere the design, produc_tlon__and 
quality ul;;^^. 1 phases are merged together. 
Systems are o ten created Ir. Joint efforts between 
niedlcal users . and software houses. Systems are 
P.rtch jDut Jnto_.serylce_ for .fle.ld_testlog_ .despite 
t*^. _P.^??.'5'*. _?rrcrs^ ScmetlTOs__Jest the: 
system does net reveal defects^ only prolonged use 
of the system will. '..-■k^ error correction Is 
labor Intensive,- It Is typical to leave a certain 
humoer_.of_ •*bggs**.io any. system, to .be correctedi 
o.ver...tl:>e, as ..^he, systeffl__ls .used^ .The.. term 
"maintenance**^ .** lic^ . i". TO.st. T.ieIds_ Is simply 
keeping the machine up to specifications, 1? used 
In the cotputer field to describe this continuous 
error removal .process Because d' this process, 
there_may_nQt.b? the_ clear, cut separation between 
manufacturer and user. This reality rust be taken 
Into account. 

-There are certain . jasic principles which 
should control all legal efforts In this area^ 
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rA.O^ .__is. .protection, of Pa< - ^nti. rcoiT!__the 
unreasonable risk of In V^i there should 
be a search for relatl" "• j^p/stnt In medical 
care, not absolute perftc on. Third, any system 
shQuld_ avoid entrenching existing Instltutlcxis, 
•^.ether government aij_JnAiS.tr lal _ot_prdfcssldnal. 
Fourth, In any^ l^npiewntatlpn of a_COTpu^t^^ system 
there must be a financially responsible party, 
f^i^th, in terra of patient therapy there nust be 
a party clearly responsible for the proper 
operation of the system. 



Coflipllance with these prlnclp_lejs_ls_dlf^ 
under t^e current legal system. Under the curren_t 
tegu la tlon of medical devices and drugs , the 
federal government controls- the moiufacture and 
labelling of devices, aoc ''rjgs^ and trie states 
P^tro.^. the use- .for, all. of __the _reasi»s__ I 
mentioned earlier, the technological development 
0^ this ^ieid has '.^de this distinction between 
the prjjduct and use of the product obsolete. For 
example, 1 h.bspl.tal worker sits. do><n- at a 
terminal. It makes no fufTctlffwl. difference 
."^.^.t^^?. the computer_ is ..located In the_sime 
hospital, acToss the country, or In another 
country. Likewise, It makes ro difference whether 
thr . system Is produced Jn . his- hospital, or 
purchased_pn_the outside. . It Is of no Iniportahce 
tne system is_one pf_a kind or_»ie.of a_group. 
t bot h t he r egu 1 a to ry a nd 1 la bl 1 1 1 y s y st ems 
fasten on these Irrelevant distinctions to Impose 
wide.ly different levels of regulation and 
liability. 

"^e primary policy _chOlc_e_ l.s__tiet"een_. the 

product oriented concept of the curtent medical 
device legislation act, and a user oriented 
regulatory approach suited to the nature of this 
technal ogy. 

TT.a major .problem with the _prpduc t orlw t^ed 
approach is that It tends to stifle all of the 
attributes which make computer software such an 
excltlnn tecinology^. Product- oriented rsguiation 
t6nds_tD_ llmJUL dev*lopmjnt£_ In a field to those 
companies which are both adept. . it the technology 
ancf sophisticated In dealing with the regulatory 
authorities. 

.._Se.cond, .product regulation tcrds to 
centra llze .product Ion _in_ a small nj/TOer of flrm^. 
"^.^ ''Irs t handf u 1 of f 1 rms app_rpved _ca_n_ dl.vlc : up 
the market because j-egulatory approval is a 
substantial entry carrier. There are only a s^iol' 



number of. viable hardware producers In the 
computer field, compared, to. the vast nirt»er of 
sortware hpus-^s, This _l5._due. to. the different 
economies of &':ale_ In startlng^ up .operatlpns.. 
The regulatory ' urden could be crippling to smallj^ 
Innovative cofpanles. It Is precisely these 
innovative. C-impanies which are the strength of the 
computer, f_l_e_lrt._. _Many. of the. most Jhndvatlve 
p roduce r s a re j ni vers 1 t_les_ a nd hosplt_a Ijs . _ _ The re 
Is a tradition of sharing break throughs_ and 
software, which cou:.-i disappear due to ''eculatlon. 

Th^cd^. regulatlcn -Of the software twids to 

1 1ml t f If ^ lb_l 1 > LS^-Qf _the_user .Ln .adapt lng_ the 
'^^^4'='-"__to ..iocal cpnd'tlpns. While ..the _FOCA 
provides for customization of a device to a 
patient, it does not provide for customization to 
the . Institution, which '3 often critical In 
clinical, software, ._ .Mor.Mver, -modlfl5ations of 
systCTS by prodkjcer^^^ o_f _sy«etii failures 

or Increased knowledge would be slowed by the need 
for regulatory approval. 

___ Fourth^ _ under .the xirrerit concept, liability 
.rpr defective software _' .s_ diffuse. . Small 
'^.°J"P?n^J"'. .""By.. np.t_ be f Inane la liy__v_l_a_tle. 
Insurance In this area Is beca.ilng unobtainable, 
the liability exposure Is determined by 
traditional strict -liabilit> with contractual 
disclaimer end Indemnity. 



Fifth, some software will be e wvt from 
reflation, because It Is created by tht usln^ 
hospital. Software c^n also disappear from the 
re^latdfy syste..i uecaov of the doriise 0? the 
prpduclrg company, i^iU- the software Is still In 
use. 

^ixth, at '.he current level of software 
development and use, a form of registrarion 
complned with -the . pdssIblJIty of nspectlon is 
probably _adequatff_tp j3tQtect_consinerL_lnterests. 
There are strong furces In the hospitals^ to 
guarantee accurate and reliable data, forces ^ilch 
have been adequate to the present to prevent known 
Injury. 

V"'-se ..tJeflclencles c.an_ Lest be .addressed.**. ■ 

recngnlzlng that software Is a fuidamentally 
bit ierent item from a scalpel or an x-ray machine. 
One possibility w,.uro be to adopt a regulatory 
system oriented UV the user of the sc'twarc, 
usuilly__t_he._hpspitai, . rather than, the p-ddi'^er.: 
Such a proposal would Involve registration of each 
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user location. 

__ This proposal would have tr>e foiiowing 
ettectSJ ll_ If. would . focus regulation ob the 
Parties actually__iontrQlilng__tbe__use .Qf Ehe 

. .would clarify respqrolW^ 
cbntn)l_of the softwer^ and the potential uses to 
•*ilch software J» put- 2) Liability would 

•I» Jtnp^ed oh the using hospItaJ,-as the place 
test_«ble to svaltjatBLjttMt Ie>?eL of oversl^t Is 
r«?dBd, _ By ^pncentratlng_i lability at—the user 
"^y^*^. 3'^. .l"Cfea«^" .competltlpn 
rather ttan a reduction, since the flnarelal 
vlalslllty -of the producer would no longer be an 
l55i*.___ 31 _ The. users are .already subject to 
regulatory control. They are familiar with the 



Hospitals. are_ lar_g_e_ enough, to self-Insure this 
risk»_ J'^. thcy_. can purchase broad Insuiance 
coverage at market rates. 

Coricluslbri 



It _ls_argyabl_e_Bhether_softwace is.a .rnedlcal 

device yn^er_ the current food, Drug, Cosmetic 
Act. However, In the long rufi medical software 
should not ts exempt from regulation. In the case 
of this Clique product,. the public Interest would 
^e_best._ser¥;rt_by. inpojsltloo .of a (.Jdest level, of 

reflation on the user. This _would_j)m.v_l_de ;ns 

optlfnum mix of protection of consiiners with 
niinimon restrictions on the development of this 
revdlutldhary technology^ 



requirements of the reg» ^ ify authorities i 4) 
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Mn PacMrd. was brought up with the firet panel 

as^to whether it anticipated that such syg:ems^ exjert syste^^^^ 
will reduce uW to the consumere. I'd like 

your impressions, particularly Dr. Clements and perhaps Mr. 
Belair^ 

Dr. McDoNAm. Well,^ I think they'm the on! hope^ Ybu khpw^ 
we have to do— there are two One is t: whether you can 

save dollar costs, and the other one is whether lat will be_ passed 
on, and I think as the eadier panelist describee the regulatory re- 
alities are in place now that if costs are reduc i they will tend to 
be^passed on. 

It's a cornpetitive environment now, and th re are opportunities 
as thereb— say the enjgineennt^^^^ the physician works at a 

terminal and can get every answer he wants about facts, about his- 
s^tiout the patient,^ plus deciM as he goes along. He 

can__ca_r^ _for that patient faster, or maybe a nuiise clinician can do 
a lot of the work in cdhiunction with the physician, or maybe a 
pharmacist can do more of the work. _ 

rmjK)t prejudiced about w^^ but it seems clear 

thMithese systems will save time, immense amounts. My guess is 
we can save a third x>f the jplyrsician's tiiiie Hat out within the next 
couple of years by these kind of support tools, plus do a better job 
at the same time^we can finally manage_the system. 

Now that may be against the physician's interests, but inst*>ad of 
haraig it being sort ^f a cacdphany of everybody doing what they 
please,_spmeone can look at the whole system and say, %ey, this is 
crazy; this gay'^ doing all these v.iazy things down here, and people 
are dying: tck?_fast;'' or we can pat it into some kind of a rational 
perspective, look at the data, analyze the dat% and make judg- 
ments basiwi on ^^ata rather than on just beliefs and biases. 
Mr. Packard Mr. Belair. 

Mr. Belair. My_ answer, sir, would be strictly from a -layman's 
standpoint, it does sound as though there's Jhe pqtehtifQJor cost 
savvags. I wll say that it continues a process that's been going on 
for atout 56 years now, which is^ td limit, to deemphasize, the role 
that the physici_ah plw^ in providing health care. 

Today, I guess /^'a ^;ov quibble with the statistLcs,_but_the_lafe; I 
statistic thai/s ba- biknit iM that only 5 percent of health oare 
m this country ir> < ^ - : by physicians, ana since they'r? covipuj- 
ly the most iBxpeu^Av^^ c mponeh of the system, to ih-z extent th^t 
you deliver health care 'through other means, you've ^ot the pc.o.i- 
tiaL for cost savings. 

Unfortunately, from a privacy standpoint, there's a downside. 
Physicians are awfully good at__maihtaining patient privacy. 
Tliey re steeped in that ethic. Most of the privacy problems that 
1 ve encountered' and I think most of them that are documented, 
come_h_o:t_from physicians but from other health care providera and 
professionals -who simply don't have that same ethic and that same 
concem,_maybe n as much to lose. You Joiow, you could speculate 
about lots of different reasons for it, but it seems to be a phenome- 
non. 

^xJ^i^ Paci^d. Professor Brannigan, you've talked at length about 
the liabilities that are related to misinformation or ths:t may come 
through such a system, malfunction of the system, but we haven't 
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talked ^bout the time when the lack of use of this kind of a facility 
would become an issue of liability. 

. When dd^ a sjT^^ the point where it is moved from a 

lime when you'd be sued for using a syBtera and a system not pro- 
duciiig or pr^ informatioh or not doing what you 

want it to do, or you're misusing the system? W^en does it move 
from that to where you're sued for hot using a system? 

I^ofessor traditional tenn for this type of anal- 

3^is is Hooper analysis, after a case called the T J. Ifoopen^^ which 
was a tugboat wWch chto't have a radio in 1928— I'd have to check 
my ^tes— and therefore lost some bai^ges because it didn't have 
the techhol(^, and the court in that case— and there is aiittle bit 
of^aterial in my ronger vmtfen steteme^^ think Mr. Paul has 
it — oh some of the cases m medical care that have aiialyzed this 
^JA^^^hat^oty^ figid dpi say that an entire industry is negli- 
gent or portions of it are negligent for failure to acguire and Use 
the appropriate techholbgy at a certain level of certainty. 
- in my experience, I think we are there ir^drug-^ru^intera^^ is. 
I think that's ah essentially X'lej4cal technical task where there's no 
excuse to not have that mi^ule woridng p even at the level 

of brdinaiy pharmacists. I mean, the stuff is very cheap to run this 
kind of system. _ 

ii broader terms, when will the f^ufe to use a consultatibh— 
when will the failure to acquire such a system— I don't think in 
terms of complex expert systems we're there in the next, rough es- 
tiraate^ 10 years, but for narrower portions of it I believe that it's 
right there right how. I can furnish you with ah article by Bruce 
Wat«)n, formerly up in Massachusetts, that covered this issue that 
was in bur symposium proceedings. I can probably get you a copy 
ofi;hat. 

[The article follows:] 



' The T.J. Hooper, 60 Fed. 2d 737, 2d Ct. App: (1932): 
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il ln— anJ-praacrlba tha bast traataant. Thar 
c«a aiart hia tojpoaalbU lntaractlana bscwaeo 
djn«S*»_Bt»ltor-patlaata«-parfor«-and antar taat 
rasulta. aad ratrlara Mdleal taforaatlon._ Wharj 
ll_«itical tp_pa£l«a£ aafacy^.caapucara-cia- 
aara ■Imicaa.-or-avn boura, la providing « doctor 
iformad daclalon.**^ 



wltb data I 



tcaaaaxy to aa laformad i 



Tba puxpoaa ot chic aaMraadt* 1a to conatdar 

tha Ukallh ooJ oC ptpyUar liablUty fpr_ii»JurlaB_ 
MUMd.by ciM_absMca-oE^a«^ars-ln tha call ^ary 
of baaleh eara^ Frovldar liability «111 dapand 
n ttm a judicial dataraliiatloii of «Qiatbafr_th«*__ 
a r a nd a rd of-coodaec for tha aadlcal profaaalon 
raqvlraa tha uaa of a co|putar Ih tha apical 
cofttaxt la quaatl6ii.._Tha-caatral thaaa of-thia 
wor a m l iM la that tba traditional lagal rula 
«"T^?4"i_t^ ■M gja :g»eat_gf -a- Pri7Vl4arVa_coDdiict- 
h^»_amdad-ln-a«««ral imj9, loeludlnt radaflaltloo 
oftha locaUty lula and tha txtanaloB of _ tha 
ggg^C- ^ -**ra a »dna M a-prudanea^ i« aadleal-earat 
thaaa t r a nd a auggaae that courta will aoonar or 

Utar lapoaa Hablllty for a hp_aple«I»i 

P^Uiaa'a f all n ra t o uaa^eenputar wbart It a 
■PPUcatlon «amU hava pravantad aa tojury. 



Maaical Naall kanca and gha scandard of C*ra 

Tha ■tandard_of_j:ondu«c_raquirad- '-a-providar 
lo^ordar to fullUl aa l«poaad duty ia uaually tha 
■aJor.lDcua^of a Mlpractlca aetloa bcr«us« cha 
•Ci'-^fld-dillnaa tlLa_p«raaarara-of dut That la 
'i*? ■^r*"*"'' coaduet latha aeaaura o; e«.ra by ' 
whlcvbraach of a duty I. attabllihad if tha _ 
prO¥ldar.fillid_io-^ovlda «ueh c.ra. 
Tha-tradltlooal ataodard of eooduct which a 
provldar owaa_to_lti_patianta.li_£or thti_ph»aiclaa 
or^hQ.pltal to axardaa-rha da|raa of eara, aklll, 
aad dlll8«aea uaad by othar provldara ai«Uarly 
^""•ee^.jor what U egaiib^iy caUad euatoaiary 
praetlta. ' 

"ii ..i^* ^?*"**''^^' ctwpiritlvi group haa 
traditionally baen drawn froa thoaa doctora or 
I»«P*«?^ provldar'a hai« caSiSliy:_thU 
locality, rula'^-waa davalopad lo tha eontaxt of 
oalpraetlea Utlgatloa lovolv log Individual _ 
phyalelana, and latar axtandad to hoapltala. 

Rowavtr, a aybitantlal Difl!b«r_af iuxlidletlou 
hiva_aodlfl*il_orjc««pUcaly-raplacad tha gaographlc 
concapt of tha locaUty ruU.' Kany tourtajLvi 

adopted t ha at aadard of i:ara tbat_U- euatoaary 

within ccmnltlaa-or-localltlaa alallar to that of 
tha dafandant provldar.** othar_courta hava_«xpandad 
5n«_«E«?»*l taaeh_o£_tha_rula-to-laeiuda-naacby 
coowinltlai-raadlly accaaalbla to tha patlant, In 
affact racognlalng tha changa m giographleal . 
•ceeaalblllty vrbughC-Jiy aodam-traaapertaclon.^ 
SMa- |tir lad letlona hava auoptad aod appllad a 

natlonalataodard, whlch.oftm racognlzaa 

dlffarineaa-aaong hoapltaia with raapaet to alia, 
aarvleaa, and aqulpaaot, aa wall a|_dlffgrapctf 
•e«tdlni-to_apaclall««tlbn_for practltlonara,? - 
rinally^a- few- courta hava ravlvad a thaory lapoalog 
liability for tha abiaoca oftacholeal pracaut lona 
^•!*«d.tcaaohably prudaat.-rtgardiaaa of tha 
pravalllag cuatoa aaoog alallar prof aaalonala or 
Inatltutlona. 

^Application of tha varloua foraa of tha 

^ocaUty tul! to aaiUcal altuatlona wfaara-caaputara 
wara not-uaad and would hava aada a dlffaranca vlll 
rnault m tba judicial lapoaltl«o of dlffarcot aat* 
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lfL4-ph/*lcisn-tpeclallxaClana> For cxMpla, Hhari 
r.OQiputtr ua« bccoa«* pr«v«lent aaong larga wfjl* 
t.qulppfld. hoiPlt«la...«. nctioMl .ataadard. probjbly - 
vould-DOt raqulra that snail hospitals with Halted 
rssourcas alao ua» Ccwputfrs. rurth«Tiore, wheri 
ihiusa. of eonputars- fox-partleular-acdlcal 
condlclona bscoaaa atandard aaong doctgra who 
practlca at_larga_hpapltali_l<>catBd_ln--c 
athar-phyaiciana ulth-acccsa to '^'-v'la hospitals 
will probably ba expected to uac rVtoaa facllltlaa 
when appropriate. 

Medlcal~Ctfapucara and wassonabla Prudtnci 

Several courta hav« recently deaonetratcd_a 

ym^°gn!>! to_ 4l8card_cuS£oa_a8 the_only-ncana of 
detamlRlng-medlcal negligence^ Thcee declslone 
have substituted the eoncept^of thf rcaionjibly 
prudent _prDyldtt,« rule sXrallar-to-thosc used In 
ordinary-negligence law. for that of the custoa 
of Che provider In good standlng_as the_=eaiure ___ 
of . . the. requlalte-atand*rd-of--care. - These decisions 
could portend a tread which will alter substantially 
*h? i?Pl.i.c«t Ion of .negllgenc«_iaw. to providers for 
the- absence- of -cooput ere- in oedlclne. The 
rraalndcr of this acsorandu^ ccnalderj the creation 
and application nf this doctrine In datell. 

The concept of reasooabic Prudence was first 
ejtpounded by Judge-Learned Hand In 1932 In the 
case of The T.J. Hooper . The HwpwY doetrtne was 
*Ppll«d to 1 sit.uatlen. where the owoer-nf- two 
tugboats- waa-held negligent In the slnkJng of bargee 
under tow because of hie failure to_equlP the tugs 
with radio recelvets*- The_court-reafoned that 
the captain would have heard broadcaat weather 
?«P°I?«-C_oncenilni_an_agproachini fltors- aad. Ilka 
any-pnident-Baiaor-,-h«-would-hav« put Into a safe 
port* The storm and dcatructlon of the_b.a_rgea 
°ccurr.ed_lfi. I92j|^ at-A ClM-Mhea. few-tugbeat 
coepsalss provided radio transaittera or recelvere 
for their boata. Although the_c.p«rr found-that 
Cbere-was. no..custoa-at-all-rega<dlnK the use of 
radios. It concluded that even where the custoa 
Vl'-HOt to provide. redlos.. that cuatoa-would nnt 
have relleved-tha.tugfaeat owner of liability 
because entire Profeeelona may Ignore or_tpo 
al.owly Adopt ncvly ayallable-aafety-devicea^- Thue 
Hoo£ar-eecabl(ehed the-propoeltion fhet courta 
will Inpoee liability fpr.fellure to. iaka precaur- 
tiooS-eyan. where-auch-precautionaarr ctchnlquee may 
be cuatooarily Ignored. 

the leadlng-caae for lapealt loa^ of this 

standard on hospitals Is Darling v Char lest on 
Coggunity Hemorlal HoePttal ..^-where-the-hoapltji - - 
end the atcendlng phyelclaa were sued for allegedly 
negligent treatment .thlch r^iulued la the npuca- 
tton of_tbe- patient'e-ieg, - Hie Illlnela Supreme 

C:urt held the hospital liable for filiate to 

require consult at iQB^ aOd fot_providl.-g-iDadetiuate 
car*.--The-coure-speeIficftlly held that tvo eeta 
of guldel/iee— the standards of nations l.ttedlcal 
#9*Qclaj:iQixs an4-thf :TdBpltal!e own bylcvs— nov 
eerva much the-eavm Ttinctlon aa did evidence of 
ctiStoB. Io_8«Jl<tg_beyond tt.a re^'iCtlon-bf-the 
■pc^llty-cule^-che court-app^lled the standard of 
rare forwila used li» ordlnar> negligence lav. In 



doing so. the court referred to the_Foo££i ptMise 
?.^«t eyen_unlyer5al_.dl«regaid. of necessary- safety 
aeasures wen^t allov an industry to jvoid liability 
for their oaission. 

The development cf tliis ordiatry negligence 
approsch clearly. increMM. the llkelihood-thet 
doctors-and-hospitals sight be held liable for 
their fallureto use or purchase cos^ucers, A 
court, applying the.. D«lihK. .atjhdard-Co»id find that 
failure to use computers for a particular purpose 
expoied the patient to_an.._lne.xcusable risk of herm 
even where such use wse unconon. * 

In Helllni" v Carey obhcha lading* ^'»r» 

held-to-be-negllgent ae a Taatter of law In falling 
to adnlnlater a glaucOM teat to a patlenc for-tihoi 
B.uch. tests .were not custooaty^--(HiT.tt,| the trial 
the- test loony of swdlcal experts for both the 
patient j^d the defendante .eatabllilhed that . the 
atandarda_of..the.proreeeioa for that fp«clallty 
In the saae or similar clrcumstanees dld_not 
"■•S^l-f-routlne. pressure teste for glaucoma upon 
patUntS-undec forty years of age. The patient, 
who wis thlrty>two yeare old when_the gUuCi?ma waa 
fin_«.l-ly dlag.nosed.-had-raceived-eare from the 
defenilante for more than five yeare. The court 
cited language from Hooper In finding lhat 
reaMMble-pxudencB-requlred the timely application 
nf the preaeure teet. 

the court-buctreseed Ite opinion by noting 
that the test Is relatively incxpensivf, easy to 
adml.nister,._accutate-ln..deteccing-Che-dIaease, and 
is otherviae harmlcas where the physical condition 

the eye permlta ita.appl.ica.t loo, aod-f utther. - 
explains d_tKac £ha-'!gr«ve-and devaatatlog^ result 
of glaucoma la more t^nn enough Juatlf iutioj for 
r*3uirieB the teat regardleae of professional 
custom. ' 

the. same. :Durt^tbe-SuprM-Cwr£ of-Uaahitxg^ 
ton, -reempheei .^d and e xplained the l^ioirtanca of 
Its rulinj in Usees v J«nsenl2 KePtan-V_Holy_ 
FaailY HMPita^.w cmttm concerned the dat«etlan 
of glaucoma, while Keoyan addreased a prgvida.r'e 
11^^ 1 11 ty^fp_r_ failure- ti3i..admlnlet er-ao-electro> 
cardlograa-teat In the context of an apparent 
cardiac event. Onca aga in^ the cpurtfocuasd on 
the. lappjrtance-of.the relatively- lov-cosc-of the 
tcete and the case of their adminlatratloa. The 
c^Vf^ ^weeded that sue.h_tcsti!. Med 08ly_J}e_used 
where, alternative-dlagnoetic-preeedurce-were 
InconclttSive or where soma abnocmalltjr la the 
P* 1 1 ciU * .a. j:andi tloa. . ga!W- iiaralng..bf - the-«( 1 
of-some- undetected problea^ When the condition of 
the patient doca indicate the neceenic? for further 
exaalnacloni*. aaid. the. court. rcasof:4bis, prudence 
reiiuiree the application of the teste. ^ 

theee-deciaion»--tliiutratm-th«- (ippqrr*nce 

sevcrel queetiona goramlng ^^xisitioD of lijUlity 
for the lack of reaspaable prudeaea^ .the«a-qu4.4- 
Clone-Include whether- the-tecbaology In queetion 
le available, triiat kind of an i^act this tvchnoloo 
would have ga the JicalclLof paTtleular-patiaaea. 
and what the cechnology would coet. Each nf the 
decieloas diaeuassd^above coat«lned-«. Judictil _ 
balancing of availabilitr, impact, aad coet. and 
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ch«jf proyld«_th«_b*«l| for_« tfl«giilon of_tl,t- 
ul«y«ac«-of-U2>o2££-«ad Ic* preRtacy Co coopucarlicd 
mmdiCMl cvchoologlu. 



AvitlabtltCT 

— --5o«rt«.|yiyi_ippiMchtd-Chi iiiui of avallablllcy 
•a twu dlatlocdy dlffanoca quMtlon*. Including 
cha uf'fulnaaa oL Um cachnolosx and Cha acccsai.- 
hfnty.of-tha cachooUiy.- In an aarly caaa concarn- 
Ibft-tlM usa of r^r In aircraft, a courc rffuaad 
CO llo4_c!>t ajircraft.oparacoc-nagligenc-bceauaa 
of-awldaoea chac rad*r ayacaaa avallabla ac cha 
clM of rha alr|eafc_accldanc_v«ra 0P«ratl8nally 

iiMa.Uafactory. Iha-caaa llluacracaa cha 

propoalclon chaC courta m»f daclln* Co conaldev 
f*l«4P?«nC_«y*lUbia wti#ra »uch_davic«a_afa acl'- 
In-cha-axparlamcal auga of davalopacnc. AI-.^^u.. 
ccnpticara My ba uaad axparlMncally for partUi^.r 
PurpMca.by toM phyalclaaa^nd-boapicai' Oart* 
ata- uaUkaly co lapoaa uaa on oChar pro' i^tt i • ' 
a ayacm ha« provan icaalf c«pabl*_g£ fuJJjn: ^ 
cha iuirdcular caak for which Ic waa deal* . '-. 

. _ lajiua_ _ol Aecatiibility- f ocuaaa 

oo_rha awlLabUlcy-of tha djulptaanc Co a parclcular 
uaar. Thus, for axajvlaj.whars.a doccor may cot _ 
wD_a_cospyC«r«.bttC..a«crCluilaaa haa-accasa Co ona 
In a hoapttal or Bcdioa caocar. chac phyalclan 
will umUr pro^r coodltlooa ha_vt an affiroaci-- 
duty to ua a tiaa^avaUablo asulpoant. Undar cTiu 
cradle lonal thaory o'' acipracclca, § ^y*lclao_M«y 
»• haU aaftll^c.for.uy_Jaiaura. CO uaa aquipaanc 
4»alUb.-a-Co -blM In hl« own locallcy If ochar 
Hiyil<-ti^ In good acaPdlnft wotild hay* don« 
fuJ5*_MSDr»» Hh«ra-parclcular-4urisdictlona hava 
•xpandad tba daflnldOQ of •*aaM locallcy" co 
toe luda iM c I c u clora coQCintng_ aupar lor sad lea 1- 
i^llltlca«_p!iyaiciaiis-couid ba ri^ulrad to aaak 
exn^utar aarvlcaa for chair piiclMcn^ 
cbougfa thla aay raqulra craxiafar of cha paciancl 



Cartlfleact of^ad laglalaclon la_o_f_CEltXr*l 
_laEorC4nc«_liL.dacanfaljig a-providar's accaas co 
coapucer ecchooloiy. Tha program la daalgncd Co 

revlfWJnd decaralAa cha na«d for najor caplcal 

InvaacacBt-ln acdlcal c^ulpaanc, Scacn rcgulaclona 
Indlcaca t4vac faccora wlll:b«_uMd_co_dacpraina 

»f^.__A hpapltal. nut ric«lva_a_carclilcaca-o£ 

•Ppxxnral bafen le can aafca cha daairad axpandlcura. 
Ocvwvtr, chac I*tl4 lon^oaa noc arClculaCa 
p«rtlcBl«c^ jitaadaxd-of - cooducE- ln-c«raa-of pat iaac 
c*ro, alcboagji cba ability of a provldar co obC£in 
«^u^P»*«?_oijro»_lda_ g«rvlcta .ciaarly_r aa lapact 
oa_chac . acaadard of-cara which will be provldad by 
Cha loaclcucloa. Thua, «hcra a hoaplcal aaakaco 
o^Caln_a_coapvC«rUad. dUgnoacle-davlca^-and lea 
abacaca-for a eardflcaca of '.aad If danlad, 
aubawtuanc p«cl«ac_lldgaclon ov« Inludca 
Atlagftdly au ata l aad bacauaa-of-cha abaanca of chac 
a^ulpwat-Bcy wall fall. IC i«_qulca llkaly_chac 
courCa_ylll^uaaiaa. a_iitatals- daclalon coocamlng— 
tha-cartlflcaca-of-aaad in a concaxc alnllar co any 
ociiar apadfic prorlaloaa of a taguladon ^cually 

lttlca.lac^.«_aCaadaTd_6f .conduce.- thla approach 

uDold-r^r^lcally f lad cba hoaplcal co ba in co^lUoca 
vltb chac ataodard. Hqwavar. cha poaalblliCy of a 
r«qalrMaot_£or_p«clant-Craaafa« ca ^laa whara cha 
ataca a raaaoolog bahlnd cha COM danlal Includea 
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ch« axlaccnca of «n adcquac* aupply of chla cqutpaanc 
V.^^hln_chi..hpaplc«l*a. sarylca araaj a juadflcaclon 
chac la frequcndy appll«d.>6 



Waducclon of Wlak co Patlo c 

___ CourCa aay rvcoSoUa liablllcy .aa_a_aaCc«r-of - 
law. for fallura Co-uaa-a eeapucar whera appllcacloa 
of cKac tqulpoanc In all llkallhood_would hava 
reduced. ch« rlatL of. lU-healCh-for-Cha padenc, 
avaa-chough cha carcalncy of an IsproveacnC In r^r" 

"*!_?T?.».?"5.'___Thr«a _|K«ap_laf_o£_chB klnda_-<.'. . 

appUcadona-uhich-aighc iaprova p*rt*nc rare tr.tlui* 
cha uaa of coopuCara In dlagnanlr i>i In :lon oC 
charapy, and dallvary of Cluci^py. 

^^tagnoala la parhapa cha BOsc_lapQr.c«nc aePllca•> 
t_^^• ^ _.tj.lnar«bl« W-rula_of.raaaonabla-prudanea. 
Ei>r:t/, deeuraca dlagnosca Inprova paclenc ouccoa«a 
^rjMdcally, ^nd crapucar gygcee«..alr«ady..scrya 
-•'hyalclani..lD-ui(iog-dlagnoaea-Cbrough-pravl9len of 
InfomaClon- and a<aory «nhanc«menc. If a physician 
^9«?_.no?_*«?^_.«boui an. l<su«. Crucial. c6_a cait^ct. 
illagfiosla..^nd- a-caapuc«r ayacan avallabla ir- cha 
phyalclan uould hava «»ktd cha qucaclon^^.cha 
cgnpucer'a uaa_clftarly wauld.havd Incraaaad. Cha 
llkalihood-of a corracc-dlagnoata. Undar such 
clrcvacacancaa. a ehyalclan_would_ba_llabla for. 
fjtlura to apply tha-coapucar^a axpartlsa. Ona 
taajQr llolcadon on appllcacloa of cha Hoopar 

^occrlow la dljjgooatlc alEu*ttona ^oncama_cba- 

cxccnt CO-whlch-phyalclana can or ahould ba cxpcccad 
to uaa coapucara avco chough cha prgyldara should 
haya dacactad Cha problaa lo chalr - cxarclaa of - 
ordinary cara and aktll. Thl* alcuaclon haa lad 
ona auchor cn concluda chaC_whara_coaDon lllnacaaa 
#n. concamad.-lncorracc-dlagnoaaa vould ba cha 
rcaulc-of cha phyalclan*a parnonal ^rror, rachar 
Chan of any fallura Co uaa a coopticar.^^ 



coapucara can of couraa par fan sagka whl.ch 
phyalciaiia_.cJtin)0£_parfoEa_alona^. Incarpracaclon of 
alccCrocardlograaa, gaoaraclon of coapuced cooo- 

graphlc acaM. and Maaura«nC_of _a. yarlecy pf 

l4borac0ry_Kaaca ara-.aXI dlracdy poaalbla bceausa 
of cha advancca In coapucara. A Judicial finding 
o|C:n^llS!nc!_aa_a naccar of law leaaa .vary, llicaly 
wbaracoepucara-can-dlagnoKC and tha phyalclan 
cannot, given cha analogy co the holding In HaTIInK 
V Caray . Thua whara coaputT parforaanca-of 
diagnostic cask* la-auparlor co chac of cha 
phyalclan. a finding of negllganci for failure co 

u.M le_«|psclally llkely_jwbare-Clia-parcicuiar 

cmpuccr-eaalacad cask would have affacced paclenc 
ouCcooe. 

Salacdon of che propar fora of CratCaenC alao 
lnvolyea_a_p.hyalclaD^t_JudgMat and. neaaory.-aDd-tbe- 
role-of covputers seeas aiallar to that In^dlegnotca 
In that coaputer appUeatlona^Cag aaater.Che flood 
of. tpforaaclon abouc ntW-chaBlcal iiieraplae. 
Including boch Che euggaaclon for uaa of newly 
ayal UMe dnigs apd va.ralnii. a^ tbe.pot.ettcUl 
for nagaclva.lnEaracciona-aaong dlf faranc-druga.- 
The naln llalcadan in chla kind of appllcadon la 
Aacirtalnlng_tha_Pby8lcl»a*a_sCaCa of miod.whan 
praacr^blng-cha-creataaot^ Where che phyalclan 
kn^ abouc a parclcular charapy, bucra^ecCad lea 
uaa. courca are unlikely Co laooaa llablllcy for 
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f«itur«_ce.ust..« eaaput«r. whleh. wouid tiiive-rAtttnded 
the physician of tha exl*ti^nc« of ths thsrapy. On 
ttis <?th«r. haod* . lf_tb* phytlclan did rot knov_of 
cht 7>«rticui«r-fora-of-trc«4 sent, -out- vou id-ti«v*- 
becn rcslndrd of It* ■xltttiice th tough u*« of the 
coiBputcr* courts . Vlll t>« !<K!Ct. ylli.lnt .td- i>V>o«* 
liability for fallMra to 'jsa tha conpucar. The- - 
battar couraa for the phyalcUn _l*_to document hi* 
•tate of «lnd In tha approprlata ncdlcal records. 

. - . . CoapMtars also serve directly tc rckulete thi 
d«ilvery-of «-growing- nuabar of Dec)!-c%> : ttt^tni^ittm. 
For exaopla. computara which str^'iUor *raStt>a 
pacieots .durinS.Qr. follovlng aurKsry-Ate ^ ^.o v:.< ' * 
xtM9i la hoapitals to protect patients at r< :c 
■eaga lllcely that phyalclana who h^ve a^ceaa to 
«uch-ayste»-wlil ba-cxpeCted-tO-use. theti-uhara- 
thelr application will-Improve th«- likelihood of 
patient a urylval slgnlf iC8ntlx.__W>iere tba-coat 
cf -thcss-dsvicrn-i; ' '>t-ptohlbltive,-ceutts-aay * 
require provldera i ^ (/urchase such equlpocnt in 
order to aec* i h« rcqi^lred duty of cari.^^ 

Coat 

Coat c 5 C()<,.pmene le cha last aujor factor 
conjldered. by. th«_ courts. __«h_i la tha preaent. cof t 
of ceaputars stili reUtivciy-hlgti. che dcclio- 
iot cost of co^uter hardware and tha availability 

of ..an-iocraaAlos Variety. o{. so^twaJTa. pickaSu 

proaise CO lowar the -cost of noraand aore -esoputar 
application* in the future. ._rhe courts will In 
all likalihood-contlmw-to-engaga ia a-balancins 
of Intaraar. Although only a f«w courts have 
evinced a._w.l.ll.lniD«ie_ to._inpos.a_a_hi|h<>-- staada.cd_ 
of eare en hospltaift-Chan oo-physiciat , .- -inhere laay 
b« Judicial Justification for Impoaing strict 
llablliC9!-for-a-hoapitsl.*a.uaa o£ equipMat- 
while laposlng a lesser burdcn-on phyaicians. 
Thi*_dl»tit«tlr^ aecM appToprlfta g 

growing. Accept»ncj* of-ttie-perspectlva-tbat-a 

hospital*s primary function is to provide servtcaa 
aiul..equipMnt.>-Vhil9. physicians are exp«cced-to 
provide profcar'tnal skills. In particular. - 
courcs could sjrpand the .standard of cata concem* 
inS-a-boapital'e-fai]ur«- to. provide cettalU-kindl 
of fecllitiea 'Sere th« Inttleution wa« otherwise 
capabla of acc^^^ring that equipment. 

Courte wilX elso cxuilne the broader iapact 

of i.»CoftiCtoP._Of raitulreaenta fpr_equip»ent. 

Courts Bay- find, for -exaaipla, -that- while- requiring 
coai^ter* for dla^aoatic purpoeee In hospltale may 
r«duc*-riak-of..injury.-the beaefiCs prbb«bly_yould 
be offset by the increased- hospital ceate which 

would iccCBpany usa. In the al tenet lv*,^6urts 

couid-pursu«-a regional-parapect iva-ln-find Ing . _ 
hospital liability where the Institution. Itaalf 
without coacutertstd diagnostic, of . thscapeutic 
techooleglaa, failed to traoaf«r^-the patlaot 
« hospital possessing thenecessary equlpocnt* 

Cone lueion 

— -Tbe-exoslOD-of-rha-traditionai-rule-goweming 
the ataadartf of care required of providers haa 
locreasad the llkellbood-tbat cpur_ts_vill_:.l _•■ 
liability whara provldare fall Co oak* use of 



eoaputer*-in Bedlelb*,. given. that, sueh-uai-would 
hav« reduced the risk to e patleot^a health. - 

Althouih-tbe ccntlnucd. viability of the_ locality. 

rule In so««i-Jurlsdlctlonft-wlll precluds-taeogoltlon 
of such a A\tty In those ststes* the «odrm trend 
£0..rcdeiii4a-th«.JpAtlaI meaolng-of_ch«. locality. rul« 
proalses the-laposltlon of a use requireaeot for 
aona tilndn of providers^ 



\T% jipplicatlon of the rule of rcaaonable 
RT i4enc* . .:.B. aedtclne .is. of .•peclal__lnter_eet.._ 
"i( .au' d that rule explicitly rclegatcs-cuetoai- - 
■c <: ^<aMr rol(( «a one of several factors used 
>«{ar«lna siedlcal negligence. 

.nie_k*y_questlon in thi_iPpliMt Ion of the 

^owpe r- rule- to-Bcd teal- cotaputeq- la- whether.^. - 

udiclally-mandated change In ocdical cuaton Is 
dtalrablB «s detenslncd-by a baiancinsof th« 
expenditures and the health benefits of the — 
acquisition end u«a of the cottputers. Medical 
eonputera are. of. cburss-in. a.-Stato. of. developnental 
flux, and- while their use can reduce the risk of 

inju^t-^hc precise aaount of risk red uct ion 

variea-with-the-Chatacter-of tha-equipacax.^ ita 
Instructions, ard its users.- Kospitala and 
phyalclatMLlnhahlt.a kom of ttaositlon f rni 

purely expariscntal-eoatputer-uae- to- regular 

diagnostic and charepeutic epplicatioo. Aa the 
Crane it ion. bccura,. .aoM. courts, and. .cuun«eX.»<lll 
probably attcapt to^ apply the leaaona of Hooper 
4'<4-^ta progeny : these ap^^c^^^on^ My bceaoc 
a-iegal-trend wfaere-aocl a tal-and- institutional 
coata are low and patient riaka can b« reduced 
aignif Icantly. 
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3. 
4. 

5. 

<. 

7. 
8. 



tmttmm-tnd- Scryl llt-Cowputin. sadlcil 
>tolpr*«;t le«^«>d-th« unoui of thi T.J. Hooper . . 
' ■»it»«t» J, of Co«put«r« «ad th« Lav 15 (1973) 

S»m fwt9Mt^ «oU of CmTow m M«dicil HiU 
practice C— — 31 lad. L. J- S?« fi8>fcS 

twratly Annae- , $9 A.L:ii:3d 1133 (1900) 



: of voluof rv Stan« » 



4ir<« U Civi l. Act totm AaMmt ch« H«aUh ' 
era rroTttfar iz u.r.L.n. t. b«» y7< p^y 
P. 34 (l»77) 

yJbrww p— » — '^-l 72 Vs*h.2d 73. 43I 
r.U 973 (19«7) 

Plckla»oa y M»ltn»rd 173 N.w.Zd 588 (towa 
1970) 

Sm aoccs 10-1^. aod ■ccoa^Janyliii Infra. 

60 r^2d 737 (M eir. 1932)5 cte. amn itH 
287 0.5. 662 (1933) 

9. SO XU.App.24^3. 200 H^E.2d 14? (I9fi4); 
•fftrMLi 33 X11.2d^26. 211 Il.Jt. 2d 233 
TW3); cmrt. d«ol«d 383 U.S. 946 (1966) 

to. 13 Uii6.2d 314. 319 r.2d 981 (1974) 

11. tulllna. jpjprm a. 10 at 983 

12. 92 UmIi.U . . 399 F.2d 919 (1979) 

U. 95 ifaata.24 2^\6^ 622 r.2d 1246 (1980) 

14. Boiw»»r»- tt« «j«irt-in K^oaan •tiuutod la 
dicta that ' W teat waa MdlcaUjr_liMllcstad 

tesis' . :% cuatda. 5m j\\mo Par ling 
anpra a. • 

13. 224 t,ZA IJvt (6th-Clr: 1935); cart, danl^ 
350 ir.5 i>; (1956) 

13a. CartX'i.. ^ of-oaad iaglalatloo haa baan 
prtoAM-a-^ <f tb« fadara l gq vatinwnt thtouih 
«7a_teiltfi Vlaonlat-«nd-laaouxce 
D*v«lt.'ii.«3bC-nAe£-ae 1974. aa-Mtndadt - Pub. L. 
■o. 95-^i. 91 Stat. 383 (1977) (Codlflad nt 
42 D. > HaoOk-SOOv (1979)) 

16. Sja^ Trrlajton Cagarat Hoaaltal V 

Papt^ fag BaaUfc of tha-Stata of W.Jj -" 
U» 1.^. 8«P«r._461, 374_A.2d_4?_(1977) 
irg^:.gxiP tiirf» M l a a l taroatlMa- aTailabiUty 
rf a ctll tfaa. oaad for ap«cl«l aquipMRZ. 
tagawrt atylca. adaquaey of tt t,kr^i^ ^i^ 
Tmntttmrn, aad aoffldanqr ot aanpowar.) 

y>*'j<t.:S Sg^ggacta of_CgaiPtttar_Pii in 
^S^i^f. yrum k Cos-jaaiwraTy Prob. 
64f. Oi (1967) 

18 tkia-i^- particularly trua wbara tha coat 
o< tlta nqiiljiaaiiL la qtMatios ir balow tba 



alnlm»-eoat ravlcw provfalona of a atata'a 
?15o'o00*'* °' *° "wint typically 

Kxipuachinatey V tf.s. 248 F.Supp. 732 
^O.S.C. 1966) 



SlL-^t tar, . J, ♦ . Hall 1i>b_ aupra n,-iO-at 984 
<concurrtRf opinion) (atclct liability a 
battar chacry than raajK-nfbla prujaaci) 

gaa.» ••*• » BUka » Dlatrlct of ColmA ra~CaoT 

i!SlE^ (Sup._Ct,_Jyly lyeu (liability -for 

lallura-to-traaafa^to aoothar facility 
**h lch-p oaaaaaaA a CT acanoar) (raprTin _ 
9 Haalth Lavyara Nava Rapo rc KoTetAuEuae 
198l) " 
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_ Mr. JPackard. Has a medical school or a training hospital ever 
been included, to your knowledge, in a lawsuit against a prov^^^ a 
physician^ or some other health provider, on the basis that they did 
not provide them or teach them adequately or_^rbvide them 
enough informatioii to adequately make their decisions? 

Professor Brannigan. In terms^f computerized informatibh or 
other information? Just other information? _ _ 

Mr. Packard. Inforinatiqn that a ife^iician,^_in ('e^^^ his 
treatment plan, did not— was not taught adequately, given enough 
inforniation. Have the teaching institutions ever been ii xluded m 
such? 

Professor Bmnnig^ we'll call the pure Ha v 

grouhd 3'=^vel. You can't sue a medical school for producing a lousy 
physician^ usingL that veiy brb This is one of the distinctions 
that I was trying to focus on. 

If^ybu_Ml_k__abbut the failure to get a chart up to a patient's 
^oom— that's why infoiTOation has these multiple meanings-^then 
fiu ^^ns\ver would be ''Yes," and there's a whole series of cases that 
aj'C cutting this very fine line that involved mrline charts^ and I 
'ite ohfj of the earliest cases in my article, but there have been 
•^^^5 f^^^® then where £uri chart mMUfactu been in- 

cluded as defendants in strict liability actions against negligent 
pilots for giving them the information in ah inappropriate w8^\ 
That's the cutting edge of this field, . . 

Mr. Packard. JDo yb^^ this kind of a 

system^ would simply be an a^'unct to providing informatidn to a 
physician, a tex^^ 

Professor Brannigak. No: I accept that when it fills that func- 
tion, liability k determined one way, but certainly there are other 
systems that operate directly on the patients or qj^rafe* in such a 
way that it s not just a textbook, it's closer to the thermometer 
readout, and- accepting C am's ^hing that if he's_ stahdir.gL_there 
he'll check the patient,; but if he gets it over the telephone he 
might not, and sa thereibre I think that's the criticgl^int. 

Mr Packard. If it's considered to be used^ a t^tbook, as just 
an informatioii gathering device^ theji would it be_ treated^ as far as 
liability is concerned, on the sam<» hnsis as an institution that's not 
liable for producing lousy physicians _ 

Professor Brannigan. £ believe it would, fall under— in other 
words, the instituticnal liability hf z been diffused for other reasons 
unrelated to the con sept of the product. There isn't any thing 
there. I think that in this case it wbuld meet the product-oriented 
standards that's there some item^ that^we can fix on, but I think 
the liability would stjU be heghgehce. In other words^ there would 
be liability but it would be on a negligence rather than a strict 
standard. This is hbt a very certain area, though. 
Mr. VoLKMER. Would the gentleman yield on that? 
Mr. Packard. I'd I'o pleased to yield. 

Mr. Vglt ' • ; 7^ a3 we have no standards, and we have no 
s^ndards expert type of computer operations, and 

there being and it's Just informational systems, and 

it goes to iix wv . - » we're still looking at negligence, are we 
not? 
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Professor Brannigan, I believe that that's correct. As long as its 
filtered 4:hrough the doctor, we're looking at negligence. - 

Mr. VoLKMER. So you're still looking at negligence. So it really 
doesn't make any difference as far as the liability is concerned 
whether that expert system, is any good or not- It may be you have 
no database and not be worth a darn. If the doctor ia still intervene 
ing and the liabili^ is bn_ the. doctor maybe for n^ligenceuand .he 
discards tha t and goes ahead and does what he thinks is right, you 
still have .the---— . 

Professor Brannigan. Well, no. i wouldn't say that there's no 
consequence. In ptji^ worfs,^ doctors _w^^ rputi.h3ly_liable..for 
negligence are certainly making ^ lot of noise about malpractice. 
YolU .have to get into strict liability to impose a lot of liability on 
them. 

__So_there's no question tjiat the pl^^^ 

coming after on a negligence basis the negligent provision of this 

!>articular servi^ to tne dbctorj, an^ .be pn a neg- 
igence basis, but they would certainly go after it, so that we pro- 
vide a separate pbol of 

The expanding liability of hospitals for provision of tools to doc- 
tors and whether that sho^ be in strict liability or negligence, 
this is one of the most rapidly expanding areas of medical liability 
rather than Using the term "malpractice" in the United States 
today. 

When I researched it first in 1980, there were only two cases; 
now I can find hundreds. So the provision — the negligent provision 
of tools by the hospital for the physician to work with — I mean this 
is the haiure of that type of case. 

Mn VoiJCMER. Yes. 

Iyieldback._ 

Mr. Packard. Thank you, Mr. Chairman. 

A^aih, Prbfesspr, does the deveiopmeht of new and spplusticated 
devices used in the- medical field t^d to increase liability, or ^o^ 
it .tend_to.decrease liability, increasihg by. virtue of higher .expecta- 
tions, greater exp(Mure, fflad_ more technology and training ii^ use of 
these. _new _ahd_ sophisticated, deyiq^j, fewer perhaps bh_ the _basjs 
that it helps them to make fewer mistakes and less malpractice? 
_P&fe^br BRANOTGAN,.My gut pr^ction is that the vast bulk of 
mrfpractice, in my limited experience— and I'm an academic; I 
3bh t do much Jtra^ I _read itj I.dbn't^b it yer^L^^^ ^h^^ 
an incredible number of casea are shnpiy routine errors,^ fair^ rou- 
tine errbrs: Instead bf drug A, they gave the patient drug S. It's 
this kind of mistake that hospitals are routinely sued for; they 
dropped the patient off the tadle. It's not at the highest level of 
medical decisionmaking. 

Insofar as these systems routinize and check on these basic fun- 
damental mistfikes that occur in complex organizations, I . think 
they will 4;end4» reduce liability^ Insofar as were dealing with the 
cuttihg edge of decisidnmakihg^ I think they^ll pxol)flb.iy 
effect on it until they become used routinely. Thatjwoiild be my gut 
f&Bling* that they would reduce it. And they'll reduce hot just li- 
ability. 

__This_is_ wherej as..a jconsum^ person— i^uce injuri<Mj 

that's the criticrf thing, it's not so much the question of whether 
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you get sued after the fact; it's, did the jjatient get hurt? I tKntit 
will actually contribute to better medical care for the patients. We 
can retoce hnbUity with a law that says the patient can't sue, but 
tne trick iG to reduce injuries^ 

Mr. Packard. In your testimony, I gather that you felt that tihis 
w^_npt,_at least at the current time, a- place for FDA_to_r^late. 

Professor Brannig^^ of a slightly middle ground, 

wbiQh IS, they shouldn't regulate it under the device amendments. 
1 believe very strongly that we should have some sort of registra- 
tion system of all such systems in use so that at least we can pass 
information backed fpij^^^^ 

. If T can use that to expand ^ne point, one of the things that is 
veiy disturbing— research in this area^is FDA 
is ^rfectly happy to work with secrecy, and they have all kinds of 
trade secret requirements, and a lot of computer software in the 
biismess end is done under ti'ade secrecy^ 

I think that wo^^^ some fundamental idea of- pec^ reviewing 
and ^analysis of these types of systems, and one of the things that i 
would want to _m sure is that in rniy regulation of these systems 
that secrecy was not onl^ not encouraged or supported by the regu- 
latory authoriti that it was absolutely prohibited by the regula- 
tory authorities. 

If anything bothers me at ail,^ it's an expert sj^tem where spm^ 
one can keep^as a tra^e secret how they make the decision in the 
^stem, ^id this IS something that FDA is completely_gearid up to 
^^ and it just also illustr^^^ not like the kinds of things- that 
th^ worked with m the past, and we may need other forms of pro- 
tection as have come_ up in other areas for the intellectual effort 
^Qlved in_ these systems, but certainly the kind of secrecv that 
IS /^ling.t^^ of these areas is incompatible with 

the type of peer review that these systems need. So I would register 
the^ystems; I wbiyd not further reg^ 

r answer to a question 1^ the first panel, do you 

teel that the other professional societies adequately can 

monitor and^pohce the system if, in fact^under your recommenda- 
ticm, tiie FDA wp_uld_simply be the certifying agent? 

Professor Brannigan. Well, agaih,_certifying has a direct impli- 
cation. I would simply have it the repository of places where these 
things are. _ _ 

I tlurik that what Dr. McDonald was describing as the inherent 
conservatism of the whole system would be adequate, combined 
\vath halnlitj^^_to safeguard patients for a substantial period of time 
into the future. 

I'm hpt saying that this would last forever, but I certainly think 
we^re at the level of-^we're taking two people up in the biplane, 
--^^^^^ yet, and you can see what's wron:g_with it^ 
and It s ncA worth stifling the development to try to make the 
system perfect 

^ Mr. Packard. One last question, I think, Mr. Ghairman, is all I 
have^ , «xi X 

_ Wtet effect, if any. Professor,, wijl tort reform, as we are seeing 
It m its^reliminai^ forms, have on the- liability question as it re- 
lates to the issues that we're discussing this morning^ 
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Unquestionably, tort reform Has rracfied a very higfi profile as 
aii issue. We're seeing^ Q^li|ptiLia_ 
initiatives on the ballot where the people are deciding what level of 
tort they're willing to accept, and we're seeing other States do the 
same. ^ 

_ _Qbyiously, jvelre dealing withjt Jiere in Washington 
deatwith Superfund issues and jnany, many other issues relating 
to _ liability insuran^^ liability in the medicaL area; all 

these are vejy, very difficult and problematic areas now that some- 
thing will be dohe^ in terms of tort reform, in my judgment, in this 

country. - - - - _ _ _ 

_ As we see it in its preliminaiy form, what effect will this have oh 
this whole question of lialjility? 

Professor Brannigan. Without going into all of the overall policy 
issues, I think the effect ^11 be fairly small. In other words, it's in 
the nature of this kind of device that it probably injures people one 
at a tirae, if at all, and a lot of tort reform is directed toward other 
kinds of entities, and probably if it injures people, it injures them 



J A lot of the tort reform ie oriented toward the mass tort issues, 
' aiid the lon^^ other JssUes that 

have arisen. However, on the good side, one of the real negatives of 
tort refqmi ij^ it re^uire^ regyLatipn, and 

this is something the industry now recognizes, that if you don't use 
the tort system to control defective products, you have to do it di- 
rectly^ - _ _ . _ _ _ 
__ So Lhave> ih ojher contracts haying nothih_g_ to do with thiSi^ ad^ 
vised people to essentially embrace strict liability in order to avoid 
ihapprppriate regul^^^ 

So in that narrow sense, tort reform may force us to x!Ome back 
here ahd say that the FDA has to much more c^gressively regulate 
these products because all of ^ sudden you lose the incentives,^ 
under certain circumstances. However, that's a broad criticism of 
some of the proposals. 

In terms of these systems, I don't see the effect, and one of the 
other things is, on the difference between negligence and strict li^ 
ability^ on something like a drug-drug interaction program, as I 
think I mentioned at quite some length in my article, the differ- 
ence is very small, because we're talkihg about really the design 
stage, aiid everyone who does liability knows that negligent design 
and strict liability design defects, these are very small differences. 
These are made things, not ^n artifacts. So I thiiik the liabil- 

ity effect would be very small. - 

Mr. Packard. Thank ydU, Mr. Chairman, and thanks to the 
panel. _ _ 

Mr. yOLKMER. I hav one last question^ M^ 

Do you anticipate, if we see an ongoing use of computerization 
and Jnforma^^ systems, et cetera,^ iri the medical field,^ iurtber 
deterioration of the privacy rights of patients? I believe that's so 
we could possibly anticipate— to go back to^ the PTeyioUs question 
about tort liability— the effect of tort reform on that possibility of 
more proliferatibh of Priy^ suits against persons for, "I lost 

my job," or whatever have you. 
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Mr. Bei^ir. One of the problems we have right now in enforcing 
privacy laws, Mr. Chairman, is that mqst_of them don't lend them- 
selves to Jinvate rights of action. Either there is no private right of 
action, or, if there is, it requires 4;he showing of actual damage, 
which IS sdmetimes^^ the invasion of privacy 
results in stigma, and emotional distress, and sol forthi and of 
courae It s a rare indlvid,^^ a lawsuit these days, 
thanks to the fees that lawyere charge; it's aii expensive undertak- 
ing. 

-j-I-Mst see 5 people a month who come to me^ and maybe l of 
them has what I would consider a legitimate claim, but onhr 1 in a 
lOU can finance litig^^ 

Mr. VoiJCMER. When you say a legitimate claim, you're not 
saymg_that they really wouldn't have a cause of action; I mean, 
they hadnt^ had wrong done tb_them, but they failed to have a 
cause of action oh whicli ftcovery can be obtained— monetary re- 
covery. _ ^ 

Mr^ BELAiR. 1^^ right They have a cause of action, but there's 
no provKion^for attorneys' fees, and lhey_ can't finance an action, 
^^^^^^^y^^^^^ to the American Civil Liberties Union 
[ACLU], or they're left to 

^ Mr. Voi^m Orif it's merely depression that's resulted from it, 
becai^e they re now ostracized in their neighborhood or their 
hometown, of something, that's hot 

Mr. Belair. lliose are in the four out of the five that don't have 
a cause^f actioh._ 

Mr. VOXKMER. Ri^it 

Mr. Belair. I guess i j^^^^ computerizaaon afifecting the abil- 
Lt^ one way or the other, of patients to act as private attorneys 
general.- - - 

__I really think if we're serious about regulating^ smd prote^^ 
pnrocy, we have^got to have some kind of regulatory presence, and 
I toow_ all the downsides to that. There are lots of downsides to 
that, and all of us have reason to wpny about that, but if we're 
senous aboutjprotec^ privacy, there's no other answer. 

Mr. VotKMER. Professor Brannigan.__ 
_ ProfeMor BM^ would just mention that the United 

btates is way behmd most other countries in legislation in the area 
ot^ pnyaCT £r_otectipn^_WeVe almost u^que among develwed coun- 
tries uvharaig almost jio private rights against private data hold- 
ers, and if the committee is interested, there's a lot of other materi- 
al. 

- I do taye a colleague comi^^ over for several weeks in June,^Dr 
Bemd Beier,^who is my coauthor in my work bri priyacy,, he 
could certemly supp^^ with some up-toniate information on^t 
leasj what s bemg done in Germany. He's the data protectibh_pffi- 
cer for a very large automobile parts manufacturer, and they work 
all_ oyer the worid. have problems, too, in that system, par- 

tictdariy dealmg ^th^network systems and microprocessors. 
Mr. ypucMER. Mr. Packard, 

Mr. Pac^d. Before you close the hearings Mr. Chairman, I had 
a note as a fpiroyoip of a auction to you. Professor Brannigan 

thmk you^mdicated ttiat these sMtems would probaWy not be 
too much liable as a provider of information to t&e phj^icians, that 
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malpractice would probably still be the primary source of suits. 
Would, however, a ph^ician tend to lookjtoward suits j^ainst the 
system by hot providing them adequate information or somethb^ 
going wrong with the mfoimaticm gotten by which 

they ve made their decision, and then they would cquntetBue? 
__^ofesfiK)i^^^ or indemnity. I think 

that certainly the effect by defendants of shifting ta tiie system^ a 
pprtion of their own liability— I wbh't use the word ''r^ponsibil- 
ity;" I'lLuse the word "liability"— that^ will be an ag©reMive_at- 
tempt. That has occurred, and that is mostly handled by contrac- 
tual relationshiiw in the game^_ahd a lot 
of hospitals^ a^tm, in my small survey, have t^en on that liability 
as_a way of att^^^ physicians, so 
that the phyBician gets that as u matter of contract rather than as 
a matter of tort law. They simply cover them for any of those kinds 
of errors. 

Mr. Packard. I see. _ 
Mr. Voider. They're bpicaU^ indemnified, _t^^^ 
Professor Brannigan^ That's right, because they can acquire in- 
surance at a more efficient rate. 
Mr. Packard. OK^Thank you. 

Mr. Vbi^MER. DK. Once again I would like to thank our wit- 
nesses, both panels, for appe^dng here t<Kia£ ami shading jmthju^ 
their opinions oh these subjects. This has been a very valuable 
hearing for the su^^ 

It definiteiy appemis that the subcommittee needs a better under- 
standinj of the Food and Drug Admihistratibh activities in this 
area, and therefore I hope to hold hearings later this j^ear for the 
purpose of receiving a jEbnnal atatement from the Director of the 
Center for pevices jmd 

I would like to isxplore fSrther other areas Jdentified in the testi- 
mp^_ present^ her^ examihatioh. We also 

need the views of other affected parties on the topics raised here 
teday.^ I welcpme the interest displayed here and invite inter^t- 
ed parties^ to contact the subcommittee te discuss this fields I also 
wish to thank Congressman Packard for his participation here 
today ^d look forwardJ^^Ws continued 

With that, the subcommittee will stand acb'oumed. - 

[Whereupon, at 12:50 p.m., the subcommittee was acyoumed.] 
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APPENDIX I 



AODitidNAL Statements SuBMirrED for the Record 
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U.S. HOUSE OF REPRESENTAUVES 

COMMITTEE ON SCIENCE AND TECHNOLOGY 



SUITE 2321 RAVBURN HOUSE OFFICE BUILOING i^nUVV^iTJ^—s.-f.^ 

WASHIN5TDH PC ZOSlfi " Zl£r! rriVTC'^!^ 

(2021 225-6371 ^T^^U^^'^'''^^^'" 

- -- o**«s Mow w m o 

A March 1986 



Honi ^raiik Di Yourts, Comnlssloaer 
Fooa abd- Drug- Adolnlstratlon 

5600 FJsh ere. L.aoe__ 

RockvlIIe, Maryland 20837 

Dear ConEDlsslboer; 

the Subcoranittee 00 Inyestigatione and Oversight of the_Coafnlttee oi? _ 
Scieuce.and Technology wiU hold a hearit« oo March J8, 1986, on the use of 
infornatiop technology and artificial lotcll Jgence tTChiquei id the health 
care By St ea^ The hearing will examine some of the present, nedical. 
applications-of artificial intelligence research and the policy issues 
involved in the growiog use of nedical computer systoos. 

We would -appreciate a statement for the record from the Center for Devices 
and Radiol ogical. Heal £h_ that dc8crI6e« FDA*s present pesitjon on the need for 
regulation In this field. This statement should specifically include the 
follovriog information; 



° yp^?ryh"t authority does FpA_ regylate.computer software 
desigoed for applications in the health care system? 

o Has the agency decided to r^ulate medical sbftwire under 
this authority? 

o Mhat_pplicy exiBt«_regardirjg_the regulation of medical 
software at the present tine? 

o What policy alternatlyM__are_ being considered in the 
^^?_^**P?^?? t^^ afie'wy_'s policy stateraent_aDd_what_ _ 
steps under the Medical Device Aaendoents are appl icable 
to the future use of these inforaatioii systesas? 

The Subcbnaittee would also be interestiJ in FDA*s oversight efforts 
Inyolylng oyer-tberceuDter sales 61 these systcniE. including any actions FDA 
has taken to assure that the public welfare Is not coapronised. 



'Ms 
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Hoii*_rrank_D. Touiig 
4 Harch 1986 
Page Two 



In preparation for the liparlng» the Subcorarnlctcc would approclate 
recclvlKg-coplcs of ruporcs prcparcd by your staff In Chis area. We iiave a 
specific Interest: in the followlns documents: 



o iteport of the task Force on Software and Computerized 
Dcvlccci (1981 or 1982); 

o Report of the progrnio Kanaj^cment Committee on Software 
and Computerized Devices (December 31 » 1984); 

o the most recent version of the draft policy statuaent on 
software and computerized devices under review at the 
Center for Devices and Radiological Health, aixl; 

b GuIdcHbcs for Review of Software-Driven Devices. 



The written statement may be as detailed as you wish» .ind will be made a 

part of _ the record In Its entirety. Please send the srataaent» before March 
U, 1986, to: 



James N. Paul 
Siibcbmmittee-_bn Invcstigatibris 
aod pycrslght 
822 House Annex 1 
3D0 New Jersey-Avc, SE 
Washington, DC 20515 



Totir cobpcratlon is greatly appreciated. 



SI nccrely , 




HaroLd_L, Vblteoer 
Oiainaap 

Subcommittee on Investigations 



and Oversight 
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hfr\KiML\Toi HI \ttji i; ju'M\N sriix ictsi 



Public Heallh Scfvtcc 



April 16 » 1986 



EQQO.sjid Qrug AdminisiraiioH 
Rockvihr MO 20B57 



Tne Honorable Harold L. Volkmer 
Chairmahy Subcommittee bn 
' Investigations and Oversight- 
Comnittee on Science and Technology 
House of Representatives 
Washington^ D.C. 20515 

Dear Mri Chairman: 



I a" Droyidina you witn tne following documents on computerized medical 
aevices and sofiware-that you requested in your letter to Commissioner 
younp of Karen <» 1985: 

* Seodrt of the Task Force on Soft'vare and Camputerized Devices 
(January igsZ); 

heport of the-Progr'ifr Kanaaement- Committee on Software and 
Computerized Devices (Deceinber 3I» I9B4); 

' the most recent version of a draft policy statement oh software 
and comouterjzed aevices d-jw UDder_ review in FDA's Center for 
Devices and Radiological Health, and; 

' Gu_ioelines_fOr Review of Software-Driven Devices (draft det.ed 
March i 19B6). 

All of .these. are_ confidential* internal docutnents. onPolicymatters 
tnat have not seen resolved oy tne Food and Drug Aoministration and 
presently refliact solely the views of an Agency task force or 
individual, autho.r.. Tney wDU]d..De..withheld*b>' the_Agency..if requested 
onoer the Freeoom of Infonrtation Act. We tnerefore request that the 
SuDcommittee hot-reJease b'^ otherwise bublicly disclose their contents. 
1 anticipate_tna; the. Statement, for the .record that you also requested, 
ip your letter* of harcn A for your upcominp nearing on April 21 will be 
trahsmittec tc you ih tne very near future. 



If we can Qe of any furtner assistance, please let us know. 



Sincerely yours. 





Hugh C. Cannon 
Asidciate- Cdrrroissidh(2r_ .__ 
for Legislative Affairs 



tnilcsures 
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DEPARtMENt OF HEALtH & HUMAN SERVICES 



Public HMith Sarvtca 



Food and Druo Administration 
Roekvi.la MD 20857 



STATEMENT FOR THE RECORD 



rOOD AND DRUG ADMINISTRATION 
PDStIC HEALTH SERVICE 
DEPART^CNT OF HEALTH AND HUMAN SERVICES 

HEARING BEFORE THE 

SUBCOMMITTEE ON INVESTIGATIONS AND OVERSIGHT 
COMMITTEE ON SCIENCE AND TECHNOLOGY 
U.S. HOUSE OF REPRESENTATIVES 



APRIL 21, 1986 
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The Fooa arid Drug Administration (FDA) Is pleased to assist the 
SubcttiinUtee on Investigations and Oversight In addressing Our current 
policy on the application of cofflputer technology to medical 
devices. 

The mission of the FDA Is to provide cdrisumer protection through 
judicious enforcement of the vai ious laws entrusted to It. Our primary 
respdnslblllty with regard to medical devices Is to ensure these 
products are safe and effective for their Ihtehded uses; The 
regulatory policy of FDA regarding computers and software used In 
medical devices has been evolving over the last 5 years in response to 
the development and Implementation of computer technology by the 
medical devices Industry. The Specifics of FDA's policy are still 
under development: Meanwhile, we are addressing Industry develooments 
on a casc-by-case basis while awaiting the onergence of clear pafferris 
in the application of computer technology to medical devices. Because 
the Industry Is changing rapidly. It Is possible that the policy 
posltldhs we present In this statonent could change significantly as 
patterns In the Industry change. It is with this warning in mind that 
the FDA responds to the Subcommittee's request for inforniatlbn 
pertaining to FDA policy dh cbinputers in medical devices. 

FDA regards some computer hat*dware and medical sdftware as medical 
devices, as defined by the Federal Food, Drug and Cosmetic (FDCj Act. 
Section 2bi(hj of the Act def .nes a medical device as an *. . . 
instrument, apparatus, implemeht, machine, contrivance, implant, In 
vitro reagent, or other similar or related article, including any 
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component, part, or accessorj' which Is . . . Intended for use in the 
diagnosis of disease or other conditions, or in the cure, mitigation, 
treatment, or prevention of disease. In man or other animals, or . . . 
intended to affect the structure or any function of the body ... and 
which does not achieve any of its principal Intended purposes through 
chemical action . . . Which Is not . : : metabolized for the 
achievement of any of Us principal intended purposes.* 

FOft's regulation of computers arid software in medicine is not new. 
FDA has completed premarket approval (PMA) reviews of computer-related 
products such as cardiac pacemaker progranners; patient monitoring 
equ1pnent» and magnetic resbnariCe Imaging (KRI) machines^ Some of 
♦^:hese reviews Sate bacR to the I97d's. However, in the past few years 
there has been a rapid Increase In the number and variety of such 
products. Of particular Importance to FDA Is the Increasingly central 
role computer techno Kgy Is taking Iri medical systeiis. With a 
Judicious selection of computer products, today's health care 
professional can arrive at or verify a result or diagnosis; determine 
or even apply a therapeutic regime, arid check his cash flow or blllirig 
st«^iJ5. It is not iricbncelvable that in the near future there will be 
? product which combines all of these capabilities, with decisionmaking 
provided by the system instead of the health Care professional: 

This burgeoning growth of computers In medicine and Its rrOre pivotal 
role pOses new challeriges to FDA, sirice we must assure adequacy arid 
consistency in the Ageixy's reviews of new computer software devices 
before they are marketed. We also need guidance for field personnel 
who Inspect manufacturers of these products: In addltlbri, triariy 
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manufacturers of new, computer -related medical technologies are not 
aware of their responsibilities under the law because they are riot part 
of the traditional medical device Industry: 

In an effort to reduce the possibility of misuridepstaridlrig; FDA, 
through Its Ceriter for Devices arid Radiological Health, Is developing a 
detailed policy statcfnent on computer-related devices to reaffirm and 
clarify existing requirements. Once this policy Is finalized. It will 
be communicated to the current arid emerglrig seperits of the medical 
device Iridustry: 

Policy Outllrie 

What follows Is a general description of how medical devices are 
regulated with examples oi' how computerized devices fit Irito this 
framework . 

The Medical Device Amendments of Ig76 prescribe a tiered system of 
regulatory coritrols cdfrmerisurate with the risks associated with the 
devices, and the testing needed to ensure the device Is effective. 

The FDC Act requires FDA to classify devices Intended for human use 
Into one of threb regulatory classes: Class I (General Coritrols), 
Class II {Performan.;e Standards), arid Class III (Premarket Approval). 
The law directs FDA to establish panels of experts, composed of members 
from the research and medical communities. Industry^ and consumers, to 
provide advice and recommendations on device Classification. The 
advisory panels corisldef: 
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-- persons for whose use the device Is Intended; 



— conditions of use for the device; 



— probable benefit to health from use of the device weighed 



against any probable Injury or Illness from such use; and 



the reliability of the device. 



After receiving panel' reconihehdatlohs, FDA publishes for public 
cbtnnient» a jsrbpbsed regulation assigning the device to a class. A 
final decision Is published In the ^^ederal^ Register after evaluating 
comments to the proposal. 

An explanation of the device classes and examples of how computerized 
devices fit Into these classes follows: 

— Class I devices are those for which general controls such as 



An example of a computer-related device proposed fcr Class I Is the 
calculator/data processing module for clinical use. This Is an 
electronic device used to store, retrieve, and process laboratory 



To mlhlmize unnecessary regulatory control and resource conriltment by 
manufacturers and FDA, some devices are exempted from certain general 
controls of Class I. For example, FDA exempts manufacturers of general 



registration, labeling, arid good manufacturing practices are 



sufficient to assure safety and effectiveness. 



data. 
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purpose articles from the registration aha listing requlretierits. 
General purpose articles are defined as « « cheinlcal reagents or 
laboratory equipment Mt)ose uses are generally known by persons trained 
In their uses and which are not labeled or promoted for medical uses." 
FDA will consider the broadest possible Ihterprecatldri of "general 
purpose articles" as a first approach to the regulation of computerized 
devices. 

— Class II devices are those for which general controls are 
Insufficient to assure safety and effectiveness, and existing 
Information Is sufficient to establish a perforinahce standard 
that provides such assurance, this class of devices must 
comply with general controls and also with mandatory 
performance standards developed according to provisions In the 
FDC Act. Developmeht of performance standards may be a 
lengthy and complicated process, and until standards are 
established by regulation, only general controls apply to 
these devices. 

An example of a computer-related device proposed for Class II Is the 
progrwimable diagnostic computer, a device that computes various 
physiologic or blood flow parameters based on the output from one or 
more electrodes, transducers, or measuring devices. The definition of 
this device type Includes any associated cbttnierclally supplied 
software. 
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— Class III devices are those for which Insufficient Information 
exists to assure that general controls and performance 
standards provide reasonable assurance of safety and 
effectiveness. Generally, these devices are represented to be 
life-sustaining or life-supporting, or are Implanted in the 
body, or present potential unreasonable risk of Illness or 
Injury; 

An example of a computer-related device proposed for Class ill Is the 
obstetric data analyzer. This device, used during labor, analyzes data 
from fetal and maternal monitors to provide clinical diagnosis of fetal 
well-being. This peneric type Of device may Include signal analysis 
and display equipment, electronic Interfaces for other equipment, and 
poNer supplies and component parts. 

Specu'lc issues 

Some specific Issues of concern to FOA or Issues that have been raised 
by the Subconnlttee Include quality assurance data heeded for device 
approval, stand-alone software, over-the-counter (OTC) sales of medical 
device software, and the limitations Imposed by Agency resources. 

Quality Assurance of Coflip ut e riz e d D eHces^ 

The reliability of software systems and higher order Integrated 
Circuits are extremely difficult to assess because of their complexity. 
In general It Is Impractical to test then for every possible Input 
value, timing condition, environmental condition, logic error, coding 
error and other opportunity for failure. The best that can be achieved 
is a finding that the state-of-the-art in testino such devices has been 
applied and acceptable results obtained. Manufacturing and quality 
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assurance programs for medical devices employing software and 
Integrated circuits Should maintain adequate ddcumentatlbn of test 
efforts . 

Some of the quality assurance elemients which FOA will need to 
consider in approving a computer-related medical device are: 

— appropriateness of model or algorithm; 

— completeness of model or alqorlthm; 

— protection against Inadvertent changes in programs (model or 
algorithm}; 

— software safety (protection against unsafe errors of 
execution) 

— adequacy of labeling for performance specifications, operating 
environment, interfaces; and 

~ software maintenance (proper development. Integration and 



Stand-alone Software 

No separate policy for computer software presently exists nor Is one 
envisioned for the future. Medical software products that ar3 marketeid 
separately from a computer (generally referred to as stand-alone 
software) and used with a computer to form a system which operates as a 
medical device will be treated as a medical device. 

Cbmputef software that meets the defthltldn of a medical device will 
be regulated commensurdte with the product's intended use and Its 
inherent public health risks. 



testing of revisions to the model or algorithm): 
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As mentioned above. FOA Is already conducting premarketing reviews of 
new medical devices that feature computers as an Integral part of their 
operation. Any Issues which the software presents are addressed in the 
review of the system in which It Is used. The repulatdry requirements 
applied to these devices result from their medical function, not the 
existence of the coti^uter. Based on existing authority, FOA has also 
initiated post-marketing actions against these products when they have 
been found to be defective. 

dver-the-C ount er Sale s 



Over-the-counter sales of computer-related medical devices are 
retjulated through the labeling provisions of the law. The prescription 
or OTC status of medical devices Is determined by judging whether 
adeouate directions for use by consumers can be Written to ensure the 
safe use of computer-related devices. If such instructions cannot be 
developed, these products will be treated as prescription devices. 

Resources 

Agency resources are another Important consideration. FOA is already 
facing an Increasing wrkload in the medical device area, today's hiqh 
technology revolution has spawned ever more complex and sophisticated 
products for our review, some with computers and some without. We must 
set priorities based upon potential risks to patients arid riot just the 
presence of a conputer. We believe that in a tine of increasing 
demands and limited resources, our policy guidance in this area must 
enable the Agency to concentrate on critical Issues based on poteritial 
risks and permit devices, Including software Which pose comparatively 
lower risk, to be marketed with limited regulations. 
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Summary 

In summation, FDA is in the process of developing an overall policy for 
computer technology used in medical devices. It can be expected that 
the policy will apply equally to computer hardware arid software; it may 
provide for "exemptions" from certain regulations when no specific and 
only general medical claims are made, and it will call for the minimum 
level of regulatory control necessary to ensure safety arid 
effectiveness. Finally, available resources suggest a policy that 
concentrates on critical devices and limits regulation of lower risk 
devices. 
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U.S. HOUSE OF REPRESENTATIVES 5£SS7:>r£; 

COMMITTEE ON SCIENCE AND TECHNOLOGY gCl^'gS 

SUITE 2321 RAYBUKN HOUSE OFFICE BUILDING ^SSi^S;.! 

WASMlMGtON. OC-20Si8 ^STU'cSoS: 
(202) 225-6321 SiSSJ^W. 



JUKI A TNMCAMT. Jt. OM* 

4 March 1986 



Mr, Larry peNardls. _ 

Asalatant Secretary for Legislatioa 
Katloiial lastJtuCes of Healtii 

?QPP_Rpckvllle Pike 

Bethesda, Maryland 20205 

Dear Mr. Secretary: 

the SuBcbnaittee on lavestigatibos aad Overilight of Che Connltcee oo 
Science and Tecbsology wl2l_bold_«_bearisS-PO-March-18«_I986. 6a_t:be_u6e_of 
1 of orna t lo o t ech pology _ an<l ar 1 5. f Ic 1 al 1 a t el 1 Ig eoc e t ech Iqu cs la the h eal th 
care-systen. the hearlug vill ^aolce aoae ot the present sedlcal 
appllcatlooa.of Artlfl_cliil_lsl:elIlgeoce_refieacch_aDd^be policy Issues 
Involved lo the growing use of nedlcal coaputer systena. 



Becsu6e_l:be MaeionBl.Iiiscltutes of_.Healt:h-(MIH) .have a_slgiilf leant: role la 

■HP_P?_''*^*'?K__ *f _ f f h J, I_yould like to have a stateraeotJfor' the_ 
record about your agency's present work la the areaa of conputerlsed medlctl 
records and la the developnebt of ne^':al expert systas* 

the Subconalttee Is especially lakerested la the preseot level of Federal 
support for appIyl4g_Ar£lf Iclal _ Intelligence tMha^ues In the health care 
?y»!=_"t_*'**_« ^*l'crlptloo of the projects now xunded by your Institute. We 
would ^so appreciate discussion of the goals NIH Is pursuing by funding these 
resesrch-projects^.ady rKonmeiidBtlods _ydu_Blght wlsb_ to aake regarding - 
further support needed la this, area, and the future direction KIH_lnt_end8 to 
take in tills field. We would appreciate a siallar discuaeloo of support 
cxt:e0ded_by_MIH for the developoent of coaputerlzcd storage systims for 
nedlcal records. 
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Hr. Larry DeNardls 

4 March i9i36 
Page TWO 



•njJamrlfitco.stateaent aay he a» detailed as you wish, and will be nade a 

ff^^^.^L^*** *° entirety. Please send this statenent, before March 



Jaaes_H. Paul. 

Subcomnlttee oo Investigations 
-and Oversight 

622_.H6use_Snhex 1 — 

3PP New Jersey Ave., SB 
Vashiiigton, DC 20515 



Your coopcratloia list greatly appreciated. 



Sincerely, 




Harold L. Volkner 

Chairman __ . . 

Subcoonlttee on Iijvestlgatlons 
aiid Oversight 



^2 
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DEPARTMENT OF HEALTH k HUMAN iSERVICCS 



Wiihinoton. O.C. 20201 



Offictof ih« Secretary 



The Honorable Maroid t. Vblkmer 
Chairman - 

Science, and. Technology SubcomiRittee 

on Investigations and.OvarsighE 
Mouse of Representatives 
Washington, D.C. 2G515 

Dear Hr; Chairman: 

.^''.^esponse to >pur request^ enclosed ts_a sEaEeineht-fc 
the record-regarding National Institutes of Health eCCorts i 
the area of .artificial intelligtnce. research for the 
Subcommittee's April 21 hearing on_the use of Ihf orraaEioh- _ 
technology.and artificial intelligence techniques in the hea 
care system. 

If we can be of further assistance, please let me know. 




*-l'ng A5sxstan£_i 
for Legislation 



Enclosure 
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STATEMENT FOP. THE RECORD 



DONALD-A.B. LINOBERG, M.D. 

DIRECTOR, NATIONAL LIBRARY OF MEDICINE 



and 



_ SUZANNE S.STIMLER, PH.D. . 

DIRECTOR, BIOMEDICAL RESEARCH TECHNOLOGY PROGRAM 
DIVISION OF RESEARCH RESOURCES 

NATIONAL INSTITUTES OF HEALTH 

for APRIL 21, 1986, HEARING ON 

INFORMATION TECHNOLOGIES IN THE HEALTH CARE SYSTEMS 

HOUSE SCIENCE AND TECHNOLOGY COMMITTEE 
SUBCOMMITTEE ON INVESTIGATIONS AND OVERSIGHT 



At the Nationatlnstltytesof Health (NIH), the responsibility 
for training and.researcb support for artificial Intelligence 
and expert systems liesprimarily w4th the National Library of 
Medicine (NLM) and the Divisibh of Research Resources (DRR). 



Artificial intelligence Is a branch of computer science which deals 
with-decision processes, particularly In the context of drawing 
cohclusidhs or solving problens on the basis of logical Inference and a 
knowledge base. Since the early 1970's, the principles of artificial 
intelligence have found Increasing application in_the development of 

"expert systems," in which the cbmputefls proyided detailed 

infbnnatibn in well defined areas_and usedto assist_health profes- 
sionals in analyzing actual problems. Today* -these two fields— 
«rtificiaL intell igence a systemsr-are the jnost rapidly 

growing areas in what has now come be called "Medical Informatics.' 



PROGRAMS OF THE DIVISION OF RESEARCH RESOURCES 



Background of DRR Research Support 



TheBlomedical Research Technology Program of the Division of Research 
Resources has been supporting research on applications of artif1c1al__ 
intelligence in medicine and biomedical science fpr inore than ZQ^ears. 
The focus of this support has been_a computer linked_cpmmuniJy_for 
artificial intelligence research_and_a^^^ with special 

•'"Phasis In b1olpg1cal_and_»edical_areas.__Ceot east and west 

coasts provide both computersupport and methodological fopport to 
scientists throughout the nation. 
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The center at Stanford University was p«sponsib1e_fyr_so»e of the first 
specific applications of artificial intelligencetechoology to 
Diomedical areas through development of ^steins such as DENDRftt 
(cheiMcal structure diagnosis 
and tt^erapy) andlNTERNISTJdiff^ diagnosis). The rule 

logic ^stem_buiU_into_the M^ program was subsequently 
d€yelpp6d_as_a general decision fratneworic program which could be 
applied to.wany applications problems, and became the initial basis for 
expert ^sterns. ThDS, the effects of the direct and ccllabpratlve 
support of research projects in artificial Intellignce in wediclne at 
these- centers -have extended far beyond the host 1nstitutiQns.__!ri 
fiscal year 1985, the DRR program spent $3.2 million in this area 
supporting both research centers artd Individual applications projects. 



Current Status of DRR Programs 

Ariong the projects funded by the Division of Research Resources: 



1. ft collaborative effort between Rutgers, the University of 
California and the 2BH Cbrpbratlbn •id di.velop a hand-held compyter 
to assist primary health care_workers In devel oping _countri3s 1n_ 
the management of coninbn, pptentia11y_blihdlng tye_ disorders. In 
^eyelbpins cbuntrjes, bllnd^^^ a_major bealib problem whose 
control depends_on the.anplicitiDfl.Df siople measBres by frontline 

workers. _Advancts_lo_ portable computer technology have-inaUe 

feasible. a self- contained package liicorpcrating a set of guidelines 
for diagnosis and treatment to be Used in the field. The Agency 
for International Develbpineht Is alsb suppbrting parts of this 
activi^. 

2 . A cbr>t effective i wrkstat1pn-based_M^ tatiofl_system» -eNeOCIN, 
fbr ttie management of_cancer chemotherapy. treatment protocols In 
outpatient cancer clinics Is being developed at Stanford 
University. The Initial computer }>rbgreni was designed tc aid 
physicians In the treatment hf lymphjwnis, and has been evaluated In 
cancer clinics. Current efforts are t'j mbdify the protbcbl 
inanagemeht system sb that 11 can be used bh smbll ?elf-cbnta1ned 
workstation computers suitable for smaller clinics or even a 
physician's bfflce. This prbject has also been supported by the 
NUM. 

3 . A Jrbader d1 agnostlc.prbgrami.IMTERNlStrCM^ 

the DRR_and NLH_at_the Untverslsy of .Pittsburgh, addressesdiseases 
pf lnternal medlclne. .A detalled knowlcdge base on diseases of 
internal medicine and the diagnostic criteria- for such diseases has 
been. developed, with the aid of a question and answer program* ¥ 
physician can explore the possible 4liagnoses for particular 
patients, and receive suggestions for further tests or examination 
criteria for particular diseases. 
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PROGRAMS OF THE NATIONAL CIBRARY OF MEDICJNE 

Bacfc grbuhd of WLH Research and Training Support 

15?lv a cwmnjttee 0 cHalred by Dr. Eugene Stead 

of puke UMyetslty urged that the National Library of Medicine begin a 
l^LPgrani of training grants for the fnedlra] computer sciences. _ The 
1965^^ *^old be forJdtd under the Medlca" Library Assistance Act of 

"•^jj? ^LM Board of Begents_corcur^^^ this rccomnsodatlon and. In 1972, 
^lieflrsj. training program grants wera_ a warded. At Its zeriitii- 10 
prpgrams.were simultaneously act1v<». Th^ Wtjre quite diverse, ranqlng 
from cnmputer orlentation to advarfce^ t^warch cai«er tralnlrg. the 
508I was toconvey advanvcd computer sic in s to medical school faculty 
wbo,_by using these sktlls th their research and teaching activities 
would serve as role models for students. This goal was attained,. 
Jithoosh It mi'St be admitted that many Investigators and clinicians 
were Independently becoming "computer literate." 

*"J^^578, a hpnfedeM^^ the tibrary's research grants 

Progrci^ and recommended a concentration Ofl computer science research In 
the management of .knowledge. Again, the Library's Board of Regents 
cpncurred. and a new program called "Computers In Medicine" was 
anncMDced 1n_m9._ Under 1t,_there were five major 5-year awards to 
pr?,T.lnent_unl¥ersities as well as small projects for new Investlgatprs 
and.research career awards. Although the hew program was well 
recelvedrreven obtaining Congressional recosnltldn In the R 1Q80 
apHn)pr1at1on— It was htt possible to fund more.pf the major awards. 
^Support for smaller InvBstl^ator-lnltlated projects and for yoonger 
investigators continued, however, younger 

Even with rc1at1ye1j^_1lmited_ fiscal resources, the program attracted 
promising ypiing investlgators and became Identified as the program of 
choice, for research Into medical knowledge Issues, not restricted to 
certain. categorical dtsesses. In 1982, a stuciy of program _ 
accomplishments showed that awardees were publlshlngtheir results at 
r ^2?^®^^!*® ^^^^ medical and general scientific journals. 

1*^ ® de$1gnat1on_nctmput«rs jn_M^^^ was changed to Medical 
iwI^SI^^'"' T J-P^***^^^^ of this fleld was recognlzed once aqain In 
the HLM appropriation for FY ig85._ A budget Increase that year rriade It 
possible to attract and fund a significant number of hew applications. 

In addition tojrant- supported activities, Intramural research and 
dfvelopment Into Improved Informatlbh systems Is conducted by the 
Lister Kill National Centerfbr Biomedical Communications^ the research 
and^ development component of thi Satlonal LlbraTi.ofMedicioe. in its 
projects, the Center has use^ a wide yarjety.of techno! ogles-^computer, 
microwave^ satell 1 te, cable teleyl s1gn,_v1deDdl sc. and so. forth-and 
has placed much emphas1_s on investlgatlng artlflclal-lntenigence-based 
®??®r ^^E"^.*"^ generally) knowledge-based systems to support 

clinical decisionmaking. vw supHur ^ 
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background of NtH's ^'rogram Integgs± 

^^ 'to o'"9«n12e, store, and p^^^^^^ access to toe 
-IS^H^!^ meraturc. Over ISOrj'ear blstoor. MtH has ch8i,3e(5 Its 
wethods^to ^mj^it^ the lfLtmJn_infomi%im management techno! ooy. 
^vir^^J T • ^<=«*"I>yJe »:s_«re used to_ store and acci^ss wedi cal fcnoWl idge as 
vla_rjej>) textuaV r^^^ of scientific 114«ratvre, Therl ire 

flreatbf significant exceptions, hoirever. Tt.e var1ou<i trixicbVogy datft 
bases «re factual and rmerlc-as contrasted with those that are 
pri^pontSerantly hibTiograpHi^al and textual. 

Even better rej^resentetidhs of i»edl cal _ knowledge aS Mfeded aod seem to 
be possible. The artificial Intelligence Jtechni^^^^ offer oor 
Me'^test hppe_fbr_s^Y.i^^ kforufBtiOB Sf^rvVce by KtM ^n support of 
««clica?_decision'Lwakivig^l^^ siealtb professionals In the future. 

Cpnseguentlyi NLM bar? rc'?is1stently and enthu^ subpbrted the 

developffletit of this /ie3d and the testing of the ihcreasiriciy pricticr; 
products of its research. 

The goals NtN has for the field Include: 

1. improved representetion of medical knowledge and jodrmftn+., 

2. «utpmatic_indexing and cataloging systems for processing the 
scientific literature^ 



3. Intelligent. assistance to users in framing searches of bur data 
bdses and-lotelllgent assistance to then: In evaVuatihc the results 
of their retrievals, 

4. cortribritiDns to the devr-Shpment of a Mnlf-fed.gedlcal Language 
System to facilitate sharing of knowledge betwern clinical 
inedicihe, research and education, 

5. "fmprbved patient care through computer enhancement of clinical 
decision making, and 

€. improved health. sciences education through expert systems In 
per9:onal information management and lifetUae learning. 



Current Status of NIM Intramural Programs 

iitblfl the National library of Medicine itself, significant Medical 
Informatics work invclvinc: expert systeiis includes: 

1. An expert system known as AX/RH|UN, based in irtlficial 

Intel ligehte principles. Has been devised for rHeumatology. lt_ 
consists of tuo Mj br components: a diagnostic consultant system 
and a patient management consultant a^rstem for cases of rheumatoid 
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a»"*[^r^^^s. In Its current state, the ^^^^^ 

consultant "knows" of 26 pheumatologic diseases ^reasons.fponi a_ 
patient data checklist_pf_879_elemeDts, and.bas been tested with 
mppe_than_5DP_docuraented_clinical_cases» The managemeot model 
isbeiogtested with a small set of cases and will be further 
rpfined this year. 

2. An expert system, known as AI/COAG, has been developed to assist 
practitioners-with the diagnosis and management of problems in 
hembstasis. This is a medical specialty where acKnowledged 
experts are very limited in number and often poorly distributed 
9'eo9»"ap^^ically. AI/CDAG uses branching logic and a menu- 
stlectipn approach tp_al low gyick.progressiOD through the parts 
of the patient!? history.whlch are unremarkable and drops to 
de£;rer_leyels_Qf_qusst1oolng to elicit increasingly detailed 
answers when specific items denoting a positive bleeding history 
aro identified. The initial syston has been tested and is hpw 
being expanded and refined. 

3. NLM, wPrkihg with Pther gbvernmeht agencies, is building an 
expert system to facilitate retrieving information to respond to 
chemical emergencies. The expert system will provide_artif icial 
intelligence based assistance_to the_person whpis coordinating 
the response at the_scene_of_the_emergeDcy. The system will 
"ask_questiQn5"_to_dlscover_tbe true nature of the emergency, 
search.its memory for precedent situations, then to rcsnote Jata 
bases to retrieve pertinent information to be used by the 
on-scene response team. 

4. Finally, NLM staff have developed an online indexing system that 
is speeding up the indexing process at the Library. This has 
been of immense help, since NLM indexes some 3ddiddd journal __ 
articles each year for. its data bases._ Similartechniques are 
being applied to the process of cataloging books. 



Current Status of NLM Extramural Programs 



By the end of 1985, NLM was supporting 23 active riesearch grants, six 
new investigators, and six research career develbpent awards. The 
total amPurit was $4,297,000. The five major training programs were 
able tb appoint 28 pbstdoctoral trainees, at_a total of $l«d9Uddd. 
During the period 1980-1985, nLM supported 165_traineeSi 51 
In^estigator-initiat^^^ projects ^ 20 new investigator awards, 

and four program projects. ^ 



Among the projects funded by the National Library of Medicine: 



1. A collaborative effort between Tufts and MIT tb investigate 
expert systems with cbmpu ted medical decisibn analysis, and at 
Dartmouth, the funding of research ihvblving decision analysis 
prbtocPls programmed bh micrbcbmputers and studied in the 
context of a medical curriculum. The medical domains include 
"ephrology and laboratory medicine, especially connective tissue 



disease. 
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ftt the Bplghaw jml Bowen's Hospital lBoston)*_i_proJect1n tfm 
S«f^?*^i®I? -Investlyatlons 4n Clinical 

Dtcislon Making. The diagnostic areas Include MWMogriphy and 
coronary arteriography. 



3. *t the Ofliversl^K of Missouri, Columbia, a successful prototypical 
cbhsultant system for genetic diseases such as deaf-blimj syndrome. 
This is ah application of artificial Intelli'^cnce inethbdolbgies to 
genetic diagnosis* 

^. "FeedbacR ttchnologyto laprove.Physician dudgmcnt," at the 
Unlverslty of Wlsconsin and "Computer-^Based Clinical Decision 
Analysis" at the Deseret roundatlon (Salt take City) are both 
intended to assist physician decision making In patient care, 
including radiologic diaghbses of pulmonary disease. 

5. "INTERNIST-CADUCEUS: A Computer-Based OiagnpstlcConsultant," at 
the University of Pittsburgh, Is an_artif iclal Intelligence 
consultant system coyering.all.of internal medicine (nearly 600 
diseases),. Th1s_1s_the largest biomedical knowledge base extant, 
covering an entire medical specialty. 



''^dical InfoTTwtlcs, w^^^ jts_empha«is on the use of ne»^ computer and 
ccmmunlcatlpns technology to_ipp3y medical to health care, is 

? vital link be tween the laboratory, on the one hand, arid the classroom 
and bedsldeontheother. Both the National tlbrary and Medicine and 
the DiyislonofBesearch Resources are committed to furthering this 
field with continued extramural support and in^house research. Such 
support Is- necessary If we are to realize the maximum return on our 
substantial Investment In biomedical research. 



21B 



216 

APPENDIX II 



i^DmoNAL Materiai< Submitted for the Record 



' HOtrSE OF nEPRFSEN7A7rvES> ^.Vk-T.. '.'.V^.V^ 

eOWMITTEH ON SCIENCE AND TECHNOLOGY WM^CS. 

i-i.^i^ii^l^S'^' '321 RAYOURN HOUSE OmCt BuuDlNC ^^•jrT.wiT'Z^ 

t^y^ SJiiUt^r ''"1 225-6371 M^rk -■•if* ^ 

M44M w mtr nanoint n*i*t>* 

"«*j»»e«-e •a>*t^'4 JT*-*. 20 HaV 1 93c wfi* ( 4r;H4w 



Dr*- Qack-Hyfirs 

Protesspr_ Emeritus 

University of PItTSDuran 

1.29L_Scalf© Hali 

PlTTSOurpn, Pennsv'lvanlfi 15261 

Dear Dr. Mvers: 



Enciosec is e copy of tne Tf^anscripT fror trie Ai>rjj 2\ , 1986, hear I no a t 
WhJcn_you_testlf isc_Delore-tnfi--Sij6comffl Qh_Investlgatl6ns flod_Ov.erslghT.on. 
I "i orn: a T I o r. Te cn no I Off L es . I n t n e n ea 1 1 n ca r e s\' sreff^. At rach e d to t n e tr an scr 1 pr 
are insTructtons tor sub.*nittinc rcaauesrs for cnanpes or cl a-if icatlons. Please 

re\-ia.. theM_ihstrjictlQfis__ahc__Tne_finciOM 

carer ullv. Vou- copy or t^e Transcrlpr, TopeTno- witn any wrlTTer. requesrs for 
cr.anaes, snoui c be reTurnec oy June iC, 19&:, tc; 

Janes Pau; 
SuDcocnxIrree ofi-investl batl bns anc Oversiaht 
_ _ 622 house" Annej. J 
hasnlnpTon, DC 2C51?-c30'' 



Also* __"tne__Sui>co(wn_l tree _na5__<»^ i o_n.s_ es. a.rSsuJn of__tne 

nearln^ anc woula apprectare your response to tnerr.. Your ansnrers may oe 
SUD.T. jTTec at tne time your Transcrlpr is reTurnoc. 

Wh)- die you elect to use clinical Triats as your means of verifying 
your desi gri? 

a. l^naT alternative metnods were avatlablet 



t. Why were these methoas relecrec^:- 

c^ Is the FDA CTa-riment <»rrect-wheh iT statec theT thi-Cbnioiejclty of 
software arpues aoainsr an abll Iry tc tcst al i of tne o^trways 
possible? 



c. .I_f sG* wljj verjf Icptlpn oy ci inlcai__Tri a^ oe a sufficient trial 
of tne Knowieope oase anc lnTe>*ence engine' 



CADUCEUEt es .lT is.presantJV pesiQnec*. recujres a pnvslcj an' « 
InTerpreration. Can Insrrucrlon? De wriTTcr sc Trier Irwouic ot 
accessible to tm'men^ 

L. If so# coulc Tnese svrrar.s safeiy scJc ove''-Tr.t-counTer o- ir. 
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Dr. Jock hff/ers 

20 ^iBy \9k 

Page Twc 



J. in Medical EoucetjQfi in the information Apr^ your committee expressed 
tne.vJo*' lhflt_ccMTipu7ers-srioulc assure Tne role bf-prcvldlng necessary 

medical Intcrmatlpn to sTupanTS, _rel lev.lng tnoi _of _the. need, to 

rren6-l26 an oven»'hei min? amounT of fwsTerlal. ha*- would this affect 
Tne oevel opmenT of medical .ludoBtiienT; 

i. Ka. . mucT coes c onysician need re Kno»»- about c disease in oroer to 
oecioe on an appropriate Trealirienti 

4. bok-OO-you oeTermlne that a disease has been sufficiently 

cna-acTerlzed, and tnus Is a candloare tor Inclusion In tne CftDOCEOS 
KnOH' leopa base? 



t. .GJyen_ tbaT_med_l_cLne _l£_sucn .fl_^*oamJc_eriooavor, hoic con +He 
C^OUCEUS Knoh'ieooe nase oe KepT currenT? 

j^nclcsad Is t cppi__oi_a_s7eienienT submlTTOd for trie reooro by tne 
National InstlTuresof healtr.. 



Are Yoy .satl sf lec rJtr; tne cucrent_focu£_oi _N'lh. researcr.. In the 
apol Icotlon of arTitlciai InTell ipence Tecnnloues to medl cl ne? 

b. hnaT cnonoes or net» areas of empnasis would you reoommeridJ 

FD£_det Jnes-O-Cl ass 1 niedJCTl bev Ice as . . jaboraTory equi pment whose 
uses are general ly. Known _b_>' eecsoos tceined .iD_tn.lS-ar.ea abd__whlch are 
not l^abeled or prariOTec fcr penora! uses." Can WDUCEUS meet ttiaT 
starioard; 

a. Fo- e Ci^asE 2 devjce, FDA requires the eSTabl Ishment of a 
periorniance sranbarc. hot* would you set sucr. a standard for 



^Qur.TestlriDriv aT_tne nearinc t»as exTreneiy valuable tc the f-tetr.Dors, ano 1 

TO ejcrenc ou- tnanKS tot vour oertl cl oatl on anc ser\'ice to trie 
Suocomm iTTee. 



cadjceue: 



Sincerely , 




harol d L. Vpi tuner 
Crial rmar, 

Suo-prnmlTTec _oD InvesTi patloris 
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Univeffsity of Pittsburgh 

School of MEOJCiwE . . . 

University Professor (Medicine) Emeritus 



June 5 9 1986 



Mr^ James H. Paul 

Subcommittee oh Investigations and Oversight 
822- House Annex 1 
Washlhgtbh, D.C., 20515-6307 

Dear Mr. Paiil: 

My_ answers to the various questions which the Subcommittee on Inyestlga- 
tlons_and Oversight put to me in the letter of 20 May 1986 follow. In- 
cidental ly_I_ did not receive the letter until 28 Miy and have been out 
of town for a good part of the time sliice. 

^« ^__ltnow of no_njethod_ to test a computerized diaghbatlc system like 

purs except to analyze the performance of the system on large numbers 
cases^usually difficult. from the diagiiostic standpoint. Up to 
time, those analyses_for_all have been exercises to detect 
®"i?sions, errors, and refinements to be made IS the progrrai. As 
^J'elleve I explained, the.. program currently is incomplete in that - 
^_50__^iseases in Internal medlcine.remaln. to be programed, and 
therefore it has not been placed in actual clinical use. 

The FDA statement is correct that "the complexity of .software argues 
against an ability to test all of the pathways possible"^ However,. this 
pc'nt must Be evaluated from the standpoints that mediclne_ls_not_and__ 
never will Be a perfect science, no medical textbook is perfectA_and.no 
physician diagnostician Is perfect. The real question is how ^ch_ such 
systems as ours aid th> physician overall by providing diagnostic consultant 
a.dvlce. If the government aria the public require perfect expert diagnostic 
systems then we shall have to abaridbh such expert systems development except 
as _toys._ .Controlled clinical. trials should demonstrate whether or not such 
compute.rlzed_ diagnostic consult mi t systems cdri tribute to a significant and 
high level of Improvement in medical diagnosis. 

2» It has been our st.roog decision from the Beginning that expert systems 
like IOTERNISTrI_must.be_used. only by professionals and that the re- 
sults require a physicians, interpretation. We never expect to modify 
our system for use by laymen. 

3. Medical judgeii«nt is acquired^ the. Intelligent manipulation of medi- 
^y oj?serying experts do_such... .Obviously the more 
^^"'^'^^s stored in his memory prpbably_the_be.tter his 
*'_i^^ ^"t.''? haye .all jcnown good roeiMrizers_who . did. not 
demonstrate cbmmensurately good judgement. A very important point 
is that it is impbssibie by many fold for a medical student to 
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Mr. James H. Paul 2 June 5, 1986 



memorize the factual medical information available. What our report 
was stressing was the point that excessive emphasis in the medical 
curriculum oh membrlzatlbn be reduced, not abandoned. 



The more, a physician knows about a disease geherSally the better Is his 
treatment of.lt. On the other hand, a good proportion of medical Infor- 
mation Is not pertinent to treatment. 

^» To deterMne that _a_ disease has. been sufficiently characterized tO- 
be prpgrammed_ls_a mstter of mature judgment,, just as Is the- case for 
that disease tp_be_lncluded ln__a_medljcal textbook. It is a large and 
dlf flcult_problem tp_keep a large koQwledBe base. such.as that of 
lOTERNIST-I up-to-date. Hp as_ 
current as medical textbooks and probably more so because of the lag 
time in book publication. 

Per example, we waited about 18 months for information to accumulate on 
AIDS as a disease before we decided to program it about a year and a half 
ago. Additional information has been periodically added since that time. 

5. '^e-^Dlvlsloii of Research Resources of the NIH and that National Library 
of Medicine in my bplhlbh have been quite far-sighted and innovative in 
the support of artificial liitelllgehce in medicine arid they remain so. 
New areas Of emphasis will need to be proposed by the academic cbmmurilty, 
and currently we are lii a stage of moderate stagiiatlbri. 

6. The hardware used by INTERNXST-I cati be. defined as laboratory- equipment 
and has. a high degree of reliability. .1 would not classify. the software 
a8_ja_medlcal_ device. in the_FDA_ sense; it. is really an intellectual 
device like _a_ textbook _or_ monograph*.. However, it is anticipated. that 
a..cpntrpl_led_fleld trial _pf the _knpwledge_base_ and .inference, engine ._ 
shpuld dempnst rate and need to demonstrate that_ the _ computerized medl- 

c al c ons ul t an t p rpgram _ p e r f p rm s as we 11 1 f np t _ b e 1 1 e r_ t han the expert 
human consultant and that the system led to improvement in medlc_al_ 
diagnosis. The controlled clinical trials will be held In academic 
medical centers, first in ours at the University of Pittsburgh and 
then at others, where medical and diagnostic standards are high. 

The bnly important inaccuracy in the transcript of my testimony is on line 
165 where bther should read various . My conversational English was not 
always of high clarity but nothing is really Inaccurate. 



Sincerely yours. 




7DM/rt 
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July II, 1986 



HsroId.L. Volkmer 

Chal2nstan __ _ 

Subcoinmlttee_oD_lDvestigatioiis and Oversights 
House of Representatives Committee on 

Science and Technology 
822 House Annex One 
Washington, b.C. 20515-6307 

Dear Mr. Volkmerx 

I am sorry to be slow in getting my response back__t_o _youj^ 
Unfortunately the matexial was sent to my former address in 
Hbustbh, Texas and it took a month for^ the j)ost office to forward 
it to me here in ^alt Lake City, The materials were here on my 
return fjrbm a family vacation at the end of June. Thank you for 
the opportunity of letting me participate in this subcommittee 
hearing. I have reviewed the transcript and am returning it with 
a few corrections, in response to your further guestibhs: 

1. In^ 1982 report, the Committee on Science ^hd Techhblbgy 
noted. that. one of the greatest barriers to wide-scale use b£ 
medical information systems was the reI4ictance of physicians 
to__take_ jadvantage_ of Jtlieir capabilities. How did you 
address this problem at CDS Hospital and with what success? 

The HELP Sy_st_em _uaed_at__LDS hospital, lias^ been under development 
and i n cl i ni pal use for welL ove r a decade^. Medical da ta ent e red 
into the system comes ^r ijnajJJy_ Xrom the cJJLnJLc^. laboratory, 
nurses, therapiats and_ technicians^ __Physiclanja_jiaexs_ are 
pr ima r ily r ecipient s_ of da t a pu tpu t f r om .tie _HELF ^^tem. with It s 
extensive communications and decision-making, capability^ _6ver 
a J^s we h ave developed a " so c i ol pg 1 cal " s t rue t ur e .within. i:he 
hospital wjiich is conducive to physicians to use_ comp^uter 
recbrds. Recently we have added a capability of phone-in_ access 
frbm physicians offices which has been a successful venture. In 
my experience, it is clear that establishing the correct 
"sbciblbgy" where physicians gain a trust in the medical computer 
system is iji^brtaht^ Hbst hbspital computer syst^s used in the 
past have been "administrative" br Ml ling systems. The HELP 
system emphasizes physician briehted ^'clinical" data collection. 
The ability of -physicians to get results prbmptly arid accurately 
is very helpful to them and not threatening. Physician 
appr^Lciate - being notified when their patileht mi^ht receive a 
contraindicated drag. In this way bUr system functibns as an on- 
line "safety net". 
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2. Please aescribe the hegbtiations that led to the agreement 
permitting Control Data Cbrporatioh to market the HELP 
System. 

a. Prof&ssof Brannigart* s testimbhy indicates that Lbs 
Hospital coQia conceivably be held strictly liable for 
erJTors iji the HELP, system,^ becausii the hbspital 
develjiped the andsirlying software. waa liability a 
concern to the hospital during these negotiations? 

i'ps Hospital Vs p_rim_a_ry _intere^ the time of the contract 

negotiations was to get f inancia3^_sj2ppoj:t ^or i:oJitinuea computer 
system deyelqpment. Control Data ssxr jkJie^ advantages of the 
system and wanted to provide it _iji_ the. commercial marltetplace. 
The only reluctance Control Data had was that thejf _dld not .want 
to get into the jnarketihg of "medical decision-making stx^itegies" 
which they were concerned might be thought of as practicing 
medicine. Therefore Control Data J. eft the establishment of the 
medical knowledge base up to the hospitals where they sold 
systems, with the suggestion that the hospital contact LpS 
HospieaX for initial concepts. At the start of our negotiations, 
liability was not a major cbhcerh. In more recent times the 
liability issue has become more of a cbhcerh (especially since my 
attendance at the Congressional Hearihgsl). 



3. During the hearingr you stated that EDA had hbt cbmniunicated 
wlth_you regarding the developnent Of the HELP system, when 
Control_Data_Corporation began marketing the jysteiri, was any 
review required?. 

^s far as I know if no contact MS req£iired_jQr LDS Hospital to 
sell the computer system to C_on_troi_ j)ata Carparation. as far as 
I know, no action by FDA was required of Control Data Corporation 
in the 1981 contract time frame. 

4. Please discuss the l^egal probl ems ^ou alluded to in 
establishing remote access capability for your system. 

Remote access ta the system was an easy technological task, but 
required a lengthy legal and patiefht pirivacy review before being 
approved. fi multi-step plan was implemented which allows staff 
physicians to purchase remote access services from the Lbs 
hospitals . A copy of the application farnt required of physician 
is_ attached, for yoar Interest. Hultiple steps are taken to 
assure the security of the system. These include: 
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a. A floppy disk, which contains an encrypted log-on 
secQrity code, is issued to authorized physicians who 
agree to keep tt iii a jgecuE^e place and be responsible 
for. it, — The disk is also "copy prdtected" to prevent 
easy duplication. 

b. PhysiciAns_sgtee_ tQ_ maintain the patient's privacy the 
same_ way _ss JLa^vlng. access to the- coinpatet and other 
records when they are on-site at DDS hoispital. 

c. The physicians agre_e to notify LDS Hospital i if their 
floppy disk is lost or ja^tolen so tiiat the lost code 

authorization" can be removed from the HELP system. 

d. A record is made of each call by access.code ji Jcept. 
Rec<>rd are also kept of which patient's data are 
reviewed. 

e. Plsysiciahs agree to hold LDS Hospital harmless if there 
are any claims arising from the use of their access 
code. 

f. Ife_review the access to ^the system every month and look 
f oj:l appropxiiteneoB of data access and have close 
communications with the physician users. 

5. flow is the HELP System used to meet information demands from 
third-party insurers? 

HEtP system records are_ used extens_i\^ely_ior_provlding 
documehtatibh of care given for third-party insurers.. We are 
able to provide a level of documentation of both clinical and 
a^inlstrative data which minimizes "challenges" to the accuracy 
of the care_ given which saves both the hospital and thirdrparty 
inaarers time and -effort. For example we have recently started 
charging patients for narsiiig x;a re based oh the patient's illness 
acuity. Also contained-within the system is a medical records 
module which includes drG coding, ICD-9 coding and a discharge 
summary coding scheme. 

S. Hi>it_has _ the JHELP System been used to meet the demands 
imposed by Medicare's new prospective payment isystem? 

Th e Sy St em h a s b e_en a val uafele toolin helping the hospital 
inanage its resources and _in meeting Jiedicare prospective pr.ymeht 
requirements. We are able to quickly follow-up on patients who 





223 



4 

have longer hospital stays than the "nominal".-- Each physician 
DRG utilizacion is_ t_eviewfid iby_ the medical stcff leadership and 
administrationJ_ to see iJE .patients are Being treated in a- cost 
effective aianner- Having tJie jiata in a readily available 
computer form allows the. medical_staff_ leadership to review the 
performance of their cplleagues_^nd_allov_ for exceptions based on 
extenuating circumstances or take corrective action where 
necessary. 

7. Please explain in more detail how "electronic signatures" 
are handled by the HELP System. 

Nurses currently use ah "electronic signature" to eign off 
nursing notes irv our intensive care units. Each nurse is siven a 
anique code- Which^ allows them to verify information on their 
patieiits^ The coda ahdjtiihe are stored in the patient record. 
On "shifts" where multiple hurseis care for a patient the final 
nurs^^^lso initials the computer generated patient record with 
bis/heE_name^__rf changes in the record are required at a later 
fcime__only the supervising nurse is authorized to make the 
changes. 

8. Has the HELP system _evex_f ailed- Jto alert th2 hospital staff 
to problems in a p^jti^nt' s condition, eveit though the 
information was available in its knowledge base? 

I am sure the system has failed_to_ alert_ the staff to "alert" 
conditions. However, I c a nj t_ remember such a f ailure_ jwhen the 
system waa "ruhhihg" and when the j>rograiDS used _we_re_^ully 
validated. Most of this tyjpe failure oc_cur during _the 
development arid velidatibh phases of projects. We work very hard 
at ninimizing- system "bugs" and other probiems which could lead 
to this type failure. It ishbuld be remembered that the conqputer 
system is primarily a b-^ck-iip for physicielhs and thus physicians 
stiia^ hQld primary responsibility for the care of the patient 
i the .physicians ate the "^captaihs ^f the sfcip"). The HELP system 
is an_ JLn^ormat ion generator and doeis hot "close the loop" (such 
as.injecting a_drogi in any of the decision feedback. Not all of 
medical_knowledge andnot every contraindication khbwh to mah are 
coded into the HELP computer system. 

9- How has the HELP system used in the performance of medical 
research? 

The HELP system with its extensive dmta.b^e provides a rich 
resource for answering medical and administrative questions* The 
structure ahd organization required by a computer data entry have 
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d r amat i cal 1 y i mp r oy ed pur capabil i ty _to_ _col le ct tel iabJL*. jdai a^ 
We can^ wake gu e r ie s of the data, ba ae to _t e at _Bc_ientif ic 
hypotheBls^ We also ^est new decislonrmaking strategies by 
applying them to the '^retrospective" data base thus helping us to 
check and validate new concepts more guickly. _"Before:iand after" 
studies are usually very easily performed since the "before" data 
ie already available in the patient records. 

X have Included prints of the slides iised during the hearing. I 
too appreciate the bppdrtuhity of being able to present what I 
think unique 4hd effecM:lve cj^mpiiter^ developed by a team 

of dedicated arid taXented -confute r arid medical scientists* I am 
bat only a small part of th&t ^eatti aiid want to uxtehd to my 
profesBionsl colleagues the just due that they deserve. 




Sincerely, 



Reed M. Gardner, Ph.D. 



Enclosures 
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Application Pons 

I am irLtjSLrBsteLd.in hawliig telephone access to the LDS Hospital 
Information, system _tHEJlP) . _ I anderseana there is a $250.00 
installation fee with_aervice chacg^e. of $30.00 per mohtlx which 

^'A^^ be billed quarterly^ I_ presently have the :?bllbWing 

computer and communications equipment, 

Peraonal Cba^uter: IBM PC IBM PC XT — - — 

(MS.iDOS Compatible) IBM PC Jr IBM PC AT 

Leading Edge 

Zehith-150 

TRS 2000 



Other Specify 



nodea: Hayes Model 

Avatex Mbael 

Signalman Model 

US Robotics Model 

Other ^zz:^ Model 

Printers Epson Model 

Other Model 



PATIBNT PRIVACY 

I agree to maintain the floppy disc I am provided in a secure 
place and will be responsible for _any computer system_access 
with the "Ibgbh security code" recorded on the disc._ In_addition 
I a^ree to maijitaih thes patients privacy in the same_wav_l 
would by iiavlhg access to computer and other patient r_ecords 
nust as if I were bri site at LDS Hospital, i will notify 
the Biophysics Department at lds Hospital if my floppy disc 
is Jost or jitelen so that ihy security code can be removed 
from the system. 

HOIib HARMLESS AGRBENEIIT 

I further agree to hold.LDS Hospital harmless from any claim 
tort , contract or other legal .theory arising -but of my 
use or use through my access code of the LDSHospltal information 
System (HELP) or of any information derived thronqh such use. 



Date Signature 



Return Application to: 
Reed M. Gardner, PhD 
LDS Hospital 

325 8th Avenue _ _ 

Salt Lake City, Dtah 84143 
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U.£ HOUSE OS REPftESEN'tAtK'fi i^Xi^-.^..^.- 

COWMITTEE ON SCIENCE AND TECHNOLOGY rf?^-?^!^. 

SUITE 2321 BAYBURK MOUSE OFFICE BUtLDINC- ^^"i'lS^rt 
WASMIN610N DZTVbM S^SSJEt* I 

(2D2. 221- 637 * «••«» v -of^o*^ 

21 May 193= ^Hrl 

■ if -w i L tafry 

K-^ S'4j Ho: Boxer, -Jr: 

56 01 _ Gar oe p._ I axe Ma J est I = 

BrBDonTDr.r Florloe 3<20: 

Dob- k*. BcKer; 

tnciosBC is £ cbpv of the TranscrlUT Trdr trie Abrji.2t, t93ir ii6aciric-t~-- 
fchicc voL-Test'if Jec_Detore_tns_Sijp.;o!n!njTTee o.n_jnves: ipathPn? ftnc pversiar.T or 
inio" etior xernnol ocies In tne nealTr. care svSTtt:.. ATTarnec Tc^Tpe TranscrlpT 
ar'j insrrucTions to*~ suDmlrti nc recuesrs to- cnanbes b- ci a- It iccTi oris. Pieese 

ret ia> triese. irisTL't ct i bris_flDC_ioe_eDCiosec_irai»scr i pt_ ot_yoy- rartj-Kj 

caret uJ i\ . )oir oopv of tne TranscrlpT^ TopeTne- iTr. an\ wrlTTcr. reouesrs to" 
cnanpss. snouic d6 rerurnec dv June 3C, ^95i, tc; 

James K. Pau: 
SuDCommitrec or-invesrlpatlonf anc Oversipr,- 

62r_bouS6 Annex.) 

hesninoTor., DC 20515-630" 

__ The SuDcoinniitTee.t)S£_be^eioDed furtner Duestiofls_B?_e resulT pl Tne 
nearin^, anc wpujc apDreciare receivinp your responses to tner.. ^ou max 
incruoe xnar. witn vou* TranscriCT. 

in_vpir SGarcr. to- yenjure capl ra. . ncv ciic vol oescloe you- comDam 
anc Tne markeT vou were pursutnc? 

t. Pjeesc . supol * tne SuDcomir.itTee h Itn e cop\ o"* vou* orosoecTus to- 
invesTors. 

WrijB-_ sTeD_s_ nave VOL TflKer. TC s\*sTar oevei oners »k It;. *nt 

DroDiems vou na/e i oenTi ied'. 

t. WnaT.prpareEs nas c«en exDen s\*STBtr.s Tror 

exceed! nc tnelr KnowieDpe ooniain' 

L. ric)if__«llJ__Knotf leope oeses oe uDoaTec aTTer Tnese sv'srems Docome 
viDespread; 

1. De« ¥Oir_C0ffipanv Drpv-jpsc iunoE to* researcr in oroe- to oDTair 
an»ers tc- Tnese Drobiems^ 

Z- ^ow.sTeieo eurint tnj: nearlnc.Tnat. veniure capiTaL.couj c pe TPunc tc 
:.tr.cj6 Tnt expense cr vaMJttinc Tnes^ svpuxs^ nsi tm- s\'STtt: 
ir!-£jc-:e- «cc£r-c: at orTer cr Tiriahclal essistaricfe Tror. vour casi&an. 
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Mr. Kll lim BaKOr, dr. 
20 May 198c 
Fope 7wc 



4. rOk- wWl you Choose ine scrionetTjaT wij j boverh verification of tT>e 
e>DerT sN'stems you will market; 

in your oblnlorir (K>q& tne en=iosec STArenenT, prCA'lo&s oy FDA for tne 
reoorx^_rBDrcseD7_prbaress_TO»erC-SQtiHv in the oohcerhs 6* 
comotn-erljec medical oevice manuf acrurers' 

t. r9A_sav5. i n | ts. STdTaneDi__tBaT Ine.f lej c_bi_ comoute:!_aDol icatiobs 
'?®tJlcIf>e Is In suai oresT fermenT thCT .tne\' c&nno7 ioentify t 
DCTTern • to use In oeveloplnc puraeiines. bo vol apree Kitr, tnaT 
essessment ? 

b. Do you bei ieve :tTjaT TOA' £ aTTembr to reaul are tnls fieiawli: 
Interfere wltn vour ef tcrts to marKet these I hf a-ir.ati or sysTems'- 

c. h> will vou-De abte tc ma-KCT petflcai exoerT sv'Trefr.s it, es vol 
recprnmenc, ..FQ^.Bi^siTS ±Q*_09veioiineDT b* _1t.5 qkd Lr-obuse eroertiss- 
DOTore I7 pro^ecs to establ isr. t repuiaTO-y strucru-c; 

t. FDf'.oef ines_e_Ci e_ss..J_medi.cal__oev'ice_e£ T.^. I aob- btotv . eb u i bme07_whcs€ 
L'Ms are paneral Iv Kna**r. py persons Trainee |r tnis area eno whicr- a^t 
noT iabeiec or oromoTeo tor psneraj uses.*' Car CADliCSUi mee* tTiB- 
sTondard'' 

a. For a Class 2 aev Ice, FDAv reauire? Tn& esrapj IsnmenT of t 
pertornjance srancarc. h» Wou) c vbv se-^ sucr. t srandarc fo- 
CADUCEU51 

• • Have _y PL" even, ponsio&^ret cf lerl nc_am- o-* tnfsf exbe-- s^'Stenis tc 
nor~specl al Ists. o- we--tne-couriter: 

£• tnclosec is_e oo_pi:_ci. a .sTaierienT sutw-lTTec to- tne re^rc o\ tne 
National Ir.srtl Turer o-* Haairr.. 

t. Are.you.satisf iec_>itt tne curren- to^us of Nli- researo-^. IK Tbt 
apolicetion o: artificial inTel t ipsnce Tecnntaues tc medicine: 

L. WnpT cnanpes b' hev areas o: anohesis Wbuic vol re^mneh^' 
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Mr. jril I \m BoKsr, Jr. 
Pags Tn r«i 



^oy* '*'es*iinopv at the hearinp wos oxrremely valuable to tne memDors, end I 
waot.to extend our triariks for yoir participation enb service to the 
SuDcomolttee. 



Sincereiy, 




hsroLd__L. Vbltener 
Dial rniBr 

SuDcommltToe on im-est loatl on* 
ang OversI onr 
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Juhb 24, iS8B 



Khoulaage Rbsbarch Assbciatea 
5&ei Barash CakesHajostlc 
Bradontbh, FC 34023 

(813) 755-&Z&Z 

Janbs H. Paul 

SubcbHPlittdb- on Ihvbaiigaiion 
. and. OvbrsigHt 

CofifilttoB of Science and Techholbgy 
y*S.__Houee..of Represehtatl vbs 

822_Hous9_ftnn«x I 

Uashlngton, DC 2e515-&307 

bear Mr Paj l: 

y~ fpr_th«_oppoptunlty to follou-upbh thb flppll Zl, 1986 hearlna 
r^r%-r -i'*^"'^^- ^*^1^5_"oro tine than I hod planned. Hy bualneee hee 
ralntalnad contacts tut has node no oubatahtSve progrbss since ftppll. 

In aefiS-ettslHg the t^esUpna yw.hayp oo^ I have Had bbhb bbhcerh ^out 
disclosure of ppopplotary lnfopiiatL^ In oup dpaft business plans. I 

would apprecleteyouPllnltlnoc^ those XhdIvIdQala uho heed to 

know In conciictlng the business of the House. 

Quest ibh 1. 

Ansuep 1. The vignette In Business Ueok July 9, 1984 prbvldad nbst bf 

*^"^*=''*P_*^°" _"?'»^od by tho_yontu 
organizations. Harlret def lnltlpn_la at_Preaent United to 
phyalcian customir/uaera. The fafflly and geoeral 
practltionera conatltute the largeat narfcet aegnent. 



The 



Anauer 1 . a 



Qu eat Ion 2. 
Ahauer 2. 



Ahsuer 2. a 



A draft Sialnoaa plan la attached. The plan isdated and 
does not reflect the current atate but I believe It alvea 
adequ&te inalght to bur plaha. 



^«"_ColatlpnBhlp ulth ayaten davelbpera haa been 
al«pat eplely limted to advice bh nahagbnent bnd 
technlcviea to protect their intellectuel righta. 

t^'® •y?*" doyolopora haye y to bulld ablf rbcbgnitibh of 
Pr°^loBa outaldqtne knpulodgo doNaih their bystbna. 
™y alpnp ulth ua.thet until the technblbgy for 

°°^"P i» dayqlppod and toated, uritteh ihatructibha bh 

Initial uae and 

uae after each knowledge baae up-grade. 
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Ansuer Z.b 



Bhauor Z.c 

ftnsuor 3 
Anauor 4. 



Kh6ule6ge-base updates ulll 5e handled by' 
Independent revleu of neu knouledge. 
Independent reconnendatlon of update action; 



Independent deternl nation of the ripple effect of neu . 
knouledge on the systen. 



Corporate action updating custoner aystena subscribing to 
this service, and 

Noiificaiibn to non-subscribers that the update exists 
and the gist of its clinical substance. 

Since ue believe that the systens uill sold on a 
turnkey basis, the above updating uill be Handled 
renotely ulthout user Ihtervehtlohl 

My orgahlLatloh has ho funding for the basic _ 
problen of .recognizing knouledge donalh boundaries^ 
This Ifl.a fundanehtol conputer. science problen ulth a 
conconltant high risk beyond the scope of our conpany. 



_PMr_co!ppany_has_no_lntentlon_of _Barketl^ 
uithgut.f Inane Ingaconnlt ted_ base. for _the_^^ 

representing a national consensus and a_ nechanlsn 

for knouledge base updating over the life of the product. 



^lo systen developer has accepted our offer to begin 
validation supported, by our funds. 

The schena for validatioh < verification) uill be a process 
uhere dbnaih specialisis selected by users in that donain 
and supported by corporate aei aside uill exanine 
cohtenpbrahodus literature for neu knowledge, validate that 
uhlch Is significant to the donalh, and recbnnend io ihe 
conpany appropriate updates ulth hotlflcatioh of the 
effects of the heu khoUAedge oh systen operation! 
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It had hot- ocGurbd-io no boforo rospondlhg to thla 
queatloh that tho FDH night havb a rblb in thb future of 
artificial ihtblligbhcb expcirt systbnb. It nay aatlafy 
ih^siry cbricarhtt if thb FDR uas tlib adnlnistrati vb honb of 
tho cliriicat dbnaih spbclallst units brganizbd to dbvblop 
national cbhcurancB ahd-prbdicb- update rbconnbndatlona uHbn 
and uhere appropiate. This uduld go a long uay in 
elminatlhg public concerns uith cbrpbratb support of such 
activities. 



Ansuer 5. a 



I_ngreB_uith_tbe_nQtioO. that, the conputor field, in 
eodicine_is changlnfi very rapidly naking the job for _ 
d^yol.P@Br8j_ uatchersi and regulators. extrenely difficult. 
The FDfl should develop afornal prpgrafi_to_uork uith 
. <>^Caf"a.<=.lfn.^.cBl .applications uhich nay or nay not go to 
connsrciai diffusion. 



Ahsubr S/b .^.Ji<'^.^''y0_'^'^i ."^^K '^.^o present^ in place at the 

■**J'.'*?*". would close ny opprtunities 

for nbrkoting cllnlcai expert systens. 

nhsubr S.c I bblibvb if FDA foil bus cibseiy the devalopnent of 

national cbhsbnsub in bach bf thb cllnicai applications its 
hbtibn b^ regulating usage uiil bb thb aanb as it holds in 
licensing of physicians by thb statbs. ib no role. 

Answer 6. I cannot ahsuer this question for I do hot khbu uhat is 

nearit by_ "general uses**. If it nbahs "bvbr thb counter," I 
agreo. . If it noahs ih-general use by phys^ciahs or traihed 
physician augnenters, I do hot agree. 

Answer B.a In.setting.a Perfgmaoce standard for CADOCEOS, I believe a 

PCO.COS8 8lnllar_to tho_NIH!s .Consensus develbpnoht should 
be used regardless of the class of the clinical expert 
systen. 



Antsuer 7 



SoneUno before I loft t^^^ I_felt_that this net hod of 
r?F^_"?""*^'^ cou.ld bo oxten^^ doun to_the triage 

■y."***"- ..^ ?^^.^oiiovB this to bo true. Personnel, 
trained to augnent the functions of a physician could also 
bbcbnb qualifbd usbrs of those systbns. 

I &elibvb it uill bb decades bbforb these systens can be 
successfully used in the over-the-counter node. 
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Rnsuar 8. a The aual prbgrannatic fhrust at the NIH i« ihtorostlng in 

thai fha NafSonal Library of Keaiclha <NI.H) is naKihg 
oubsfahf IvB. confrl^fioris fo fba flald and-is actlvaly 
prbnotlhg ihs-f iald uhila the Dlvleioh of Research 
Resources (ORR) leadership. seens fo have dlffioilty 
supporting or Itflclal . Intelligence In. nedlcine arid 1-isisfs 
pn.nalDtaiDlrri} a. caretaker role. <I have several ancedotes 
oubstantuatlng thls_style_of .jirogran nanagenent.^ I. an not 
satisfied that ^^tHere.ls. adequate cgnpetency . or. knauledga 
a^ong_the top nBnagenent_and progran_ staff _pf tbo OBR.to 
^eternlne future dlrecilonsj long range goal0i_or_prograns 

^^.^.^^^ir *hose goals In clinical ayste^a- Ibo_re»eorch 

resources and projects Initiated and_suppprtod_by_the DRR 

during the la?**'*. and early 1980' s are n^^^ currently 

attracting neu Investigators and nsu Ideas to these ORR 
activities. It does not inspire ny confidence that our 
funds in this area are best hanrtled by the ORR. 

Oh the other hand as DRR's capabilities have fallen, the 
NCM.has perforned adnlrably in recbht years. The NLH 
hosted the ndsf .recehf-ahhual-uorkshop cbnclicted by the 
connunity of artificial Ihtelllgehce In nedlclhe, has - 
vigorous arid*. broad prograns that are bringing heu results 
Into the field, and, as a further plus, bas lfs dun built- 
in research activity In the Lister Hill Center. 



Ansuer 8.b I_rBpo?nBnd_the_funds and.prpgrannatlc.nlsslon (research 

CMpurces) of the PRR_1 n_ artificial Intelligence ln_ 
nedlclne be tran&f err ed_ to the NLt1.__ Tha_NLt1_nou_ serves _as 
*h? n?*^PP' ^...fo.PM.* ui*hln the exocutlye branch fpr these 
^* ^^1 1 1 e s and by Its very nature _1 o epl s t enpl ogl cal . 
Therefore the nLH can provide an adnlnlstratlye and 
phiiosophlcai hone for the field of icnouledge-based expert 
systens ulthin the NIH. It nou has the leadership and 
consiltuehcy to deal effectively ulth the future of expert 
clinical systbns. 



I hope this Is responsive to your heeds. If ndre or changes are needed plea 
don't hesitate to let ne khoii. 

Sincerely yours. 



Ullllan Roy Baker, JrT 



233 




U^S. HOUSE OF REPRESENTATIVES 

COMMITTEE ON SCIENCE AND TECHNOLOGY 

SUITE 2321 RAYBURN HOUSE OfftCl BUILOrNG 
WASHINGTON. OC 205lS 
(202| 22&-B371 

21 May 1986 




Frof essor-VJnceht-Brarinigart - - - 
Peparlnent of Textl Les and Consumer lot 
University of Kary|ano 

ZJDDJtarJe-Mourvt Hal j 

College Park, Maryland 20742 

Dear Professor Branhlgah: 

Endossd is a copy of ttie transcript from the April 21, 1986, hearing at 
WUcb-you-testliied-&et6re_tii0-Sub^affllttee oh Jidvestlgatlons and_0«etsLgli'L6n_ 
I nf crmat i on tech no I og I es i n t h e h M I Jli ca re sy st em. Attach ed t o th e tr a n scr I pt 
are i.isTructiens for submitti ng requests for changes or cl artf icati ons. Pi ease 

cei£lei^^_ the»_lristciJctl6hs-andJ^ r-ooarks 

^prefuljy ^ your OTpy of the transcript, ^ t^ witn any written requests for 

Changes, should be returned by June 30, 1986, to: 



James H. Paul 

Sutx»mnilttee on-4nvestigations and Oversight 

822_Hbuse Annex J _ _ 

Hashingron, DC 2051^6307 

_ The SubcoffloiltteB hfi5_deyel_opejl more qu&^Iafis as_a__resuiT_of tbe _h©arlng_ 
and would appreciate your response. You nay submit tnese at tne same time you 
return your transcript. 

1. Ass lining your r^ti'atory schene is adopted, what would be the effect 
oh a medical Intbnnatlori system like ttie HELP system? 

2. Because software J^s oftvn custcmlzed for the hardware that supports 
It, dsn ho-dware nahuf acturers expect to be Incl^uded In ljiibjiit>' 
actions as a result of the use of these systems? 

a^ Hould you read the FDApoJ Icy bh stand-alone sbfiware to imply that 
QpmPuter horMAre. msniitacrurersL wouJi} be_requLred to subailt_thelr 
products f or^DA rw\m on the chance that they might one day be 
used with nedicai software? 

%. iri the test Irony you have submlttec indicate that 

the_ greatest threat computer Izati oh poses to patient privacy Is remote 
access capabll Ity. 

a. How.Houid yDU_eval uats_11Le posltibh_Dr._6af!0her and_Or. McDohalc 
expressed on data security and tne necessity of access: 
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Prof essorJflncant Brannlgan 
Z1 Hay 1986 
Page Two 



4^ Unai criterJa have ttie courts appi ted to determine when medldil 
t^cbnoLog^r has-beooine ttie "standard of care" for ftie purpose of 
evBtuating treaiment? 



In oroer to assure a conipj ete-record for -Hi Is HearJng, please sutnm It flie 

) 985 BT tic I e _ f ran _ th e Journa} _ S2i Consumer Pq 1 1 cy _ an d th ©_ ar tl cle by Bru ce_ _ 
Warson^you discussed at flie hearing. Also^ please annotate your remarks on 
Justice Hojihes* opthton Cp* 116) wltti the appropriate citation. 

Your testimony at the hearing was extremeiy valuable to the MeinberSf and 
want- to extend our thanks for your participation and service to the 
Subcommittee. 



a. How has ttils affected malpractice law? 



Sincerely, 




^rol d l. VolKmer 
6hai rman 

SubcQmRilttee_oh Investigations 
and Oversight 
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THE UNlVERSrrY OF MARYLAND 



\ 



COLLEGE PARK CAMPUS 
Oepartment of Textiles ohd Consumer Economics 



September 18, 1986 



Hr^ Janes Faiil _ 

Subconaniccee oh Ihvesci gat Ions aiid Over sight: 

822. House Shhex 

Washington , DC 20515-6307 

Dear Mr. Paul: 

In answer to your Inquiry: 



I- __?__helleve that all_u8er8_of_Medlcal _lnfortmtlon_ system^ 

registered In a central Ipcatlpni with a reasonable amount of 
Information on how the system Is used. 



2 . Hardware iiablll ty problems are remote , with the possible ex- 
ception of direct hardware probiems, such as system crashes due to 
hardware defects. False promotion of reliability or compatibility 
may be an additional problem. 

2ia. No» I do not think the hardware manufacturers would be covered. 

3. -Without reference to Drs. McDonald or Gardner on a personal 
basis, I am cohvlhced that many medical Informatics professionals 
seriously underestimate the- heed for security -of patleht data, 
and the ease with which such data Is removed from systems. 

4- Thls_questlon_ls_dlf flcult_ to answer without examining the en- 
tire __fle Id p f_roedic£.l_malpract Ice _and -Computer law. _X_have .enclosed 
§_cppy of *%lablllty_fpr__Fallure_£o_Acqulr or Use Computers" by 
Bruce Watson, which covers this area. 



Thank you for the opportunity to testify. 



sincerely. 




Associate Professor - 



VMB/nc 



Colieoe of Human Ecolpgy 

-2100^Marie^Mouat HalJ 

Colieoe Parte Marylond 20742 (301) 454-2141 
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US HOUSE OF REPRESEN1ATIV££ C*- V " 

COMMITTEE ON SCIENCE AND TECHNOLOGY S^-cV '. 

SUITt 2321 RAVBURN MOUSE OFFiCf PUaOJNC ^l]*^**-'" 
(2021 22!h637-. -^'^Jx 

20 tey 193c .^5^ 



Dr» Cim»en"?_ .McI>3naJc _ 

DirezTOTr Medical tnformaTlor. Sciences 
KegensTretf ins+JTi/re, Stri Fi bo- 

lOD;_fc._lCtr 

IndianoDoMs^ Indiana Az20Z 

Dear Dr. lAzConat c: 

Enciosed Is e bbpy of ttie rr ansa- 1 pT-fi-crc "Hie Sdt I L_ZU_193d, iisai!Jng_et 
te*Dici)_tfQu__Testif led _l)ef_ore .tn_c SjjKopml^ P_n_ Invesriaatlpns and pyersior.T or. 
inTorrnatlor. Tecnnolopies in tne nealtn coi*e svsren.. ATTacned To^tne Transcripr 
are insTrucrions iar submitting reouesrs +0- crianoes-O- ct arif Jcations. Pi eess 
ceyle* .tt)ese_ln5Ti!jjcTipns anc Tne_ enc' osec. rranscr, /T cy*, you- rar.arKS 
careful ly. ^our copv of rne Transcripr, Topeme- * itt an\ wriTTer. reouesrs io- 
cr«anae£, snoui c D€ rerurneo o\ June 3C, 195^. tc: 

James F"au 
SuDCOmmiTToe or,-4n\'es+i petion; anc Oversicr.- 

B2r_toL*se Anne>._^__ 

tiasntnpTOr.. DC 2C51:-c5C" 

Tbe SuDCominltTee neS-bsv^eLPPec Turine!! QU3st_loDS_es_e__resuI T__P- _ tre "©a'i'^J 

anc woulc aporoci axe vou~ resoonst. Tnese idbv oe suomiTTec t^ie same tint 
VOL roTurn you- Transcript. 

Where will exDerr svsretr.s ir.aKC tholr areatesr contr i Put i or. to medica, 
care* 

I. >ou noTE l^n votr TesTimon\ ttiot ou- unoersrrandj nr o^ onvsicjar 

oecisionmakinc i & weak. Wii i a oerrer unoersTandi no oi TrieT-orbcsi*-- 
rome trai_ reslaccr. inTo exoorT wsretut, o- snouic seoaraTfe res&arcr oi 
oone in tni s are^* 

e.. Shbul b es^erT s^-sretns oe usefc tc critiaus onvsician oaci siorriakl no* 

3. hOf ooes Tne reauiaTo^v onitosoonv enoooiec i». twe FDA steTemer.- 
" i moose ^ ^ Z an b^'erburder ot ruiel anc rebul atl ons?'" 

e.. hnv vol oe. levc tt.ie *» i 1 i bert— rtsearcr. jr. Tr.Tt Tieid^ 

^' C>n? of tne criToric ar. FDA aov jso-\ Mnai >• J ; . cons; =e- i f Tr,t 
reiiabiilTv' or me ''■aevicE.*' Dc vol ap-ce v irr. Tne sTaTtsrenr, ''ir 
piberbl-lT i£_ir,b-e=T_lca: to TBsr_r&cr"Tv to- _ c»*er% , . . . 
o?pp-7un|T\ TO- TtliUTfc. Tne pesr "rr.i- csr i-r fccf.ie\e: ;£ i 
■^incjnc Tr.c- ~tti LTtr:— c* - tp.c- c-t ir. tti^ir.r s«2r r:ei r.as rst: 
b;o; iec an: fesciitasie rbsuiTs ct'Ti»»n;:V 
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CT._Cl«Bent HcConal c 
20 J^' \9Bc 
Fape TWc 



|>rogress- con be ejected In ostnbl ishing reouJoTorv guidai ines ir 
this f ield? » » 7 y 



A. lirbuld. Professor Brannjpan«s i oaa to place tue reoulriTory buroen on the 
software user oc an acceota5ie suDstlture? 

t. Ifoat proBlars fcouic you fo-eseo kltr Pro+esso'^ Brannloar'* 
approach? 

5. £hci6Md Is e rap%- of -me sraTemorr sutamlTTOd fo- tne record b\' tne 
National instirures of Healtr.. 

t. Sre-you setlst jec v Itn tne current focus of Nlh_researcn in tne 
apol lection of artlfic^Bl InTol I ibence Techniouos to medl cl ne; 

£. ifhat aianpes or ne» areas of anonesis wouic you recomp.end*' 

_ T®s+''no">* B" trte nMrln^.wes.ejrrremBl v.valuaBie tc *ne Ktetnberi, anc 

kon-r To exTeno our trtanKS to- vour oartl cl oati on anc service tc Tne 
SvosommiTrec. 



Sincere] y , 

harojd L, Vol Kme- 
Chaimar . 

SuDcofflin i ttee pn I nvest i poti ohs 
and OversIpnT 
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INDIANA UNIVERSITY 



DEPARIMENT OF MEDIONE . . 
R^nsrtef Health Center, 5lh Floor 
1100 West Michigan Street 
India napoUs, Indiana 46223 



i317) QO-6374 



SCHOOL OF MEDICINE 



Reply tor 



VVishard Memorial Hospital 
1001 WestTenllvStreei- - 
Ihdiahapdlis. Indiana 46202 



July 3^ 1986 

Mr- Jams H- Paul 

SubcOMMittM on Investigations and Oversight 

HouB* Annex I 
Washington, DC SOSlS-fiSCST 

Dear Nr. Pault 



In the following^ I- attenpt to ahSHer che aaditiorial questions 
aevelopea by ttha subconunittee. 

tm --HHeif*e liiZl expert systMHi Make their greatest cxyntribution to 
■edieal care? 



X tbink the enPhasls in this auestion is_misplaced. Expert, 

syst e«s_are_only_oM_part _of __a_ lara«r_whpl e i ncl yd infl_ wed ical 
record, systees^ _ dat abase _st or age t echni q ues^ h uman int erf aces, 
display techniques, and al 1 st at ist ical analysis techn^^ 
of which are comp one nts of clinical information systems- _Asking 
Mhere exp ert s y stews make their greatest contributi^on to medical 
care is somevihat similar to asking how hsadlights Mill ni^ke a 
contribution to personal transportation. The autoniobiis makes 
the contribution ^o transportation, the headlights are only a 
part of that aiitombbiie. 



If you let lie ansMer the question, "Hhere Mill intelligent _ 
clinical systems make their greatest contribution?**, _ I Mould say 
to the accuracy of - diagnosis and _ management ^ and to the cost of 
clinical care^ - DXtimately, clinical systems Mill maks-care 
faster ■ ■requiring less personnel a^ physician tinio; They will 
greatly rationliza the entire-f ielij of care as Mel 1. _ Closed-loop 
systemsmill have marvelous effects. ranging from. automated 

defibri nation in patients Mltb_ ventricular- instability.to 

automatic irmulin delivery in diabetics Mith embedded insulin 
resevoirs- 
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YOM nof in yottr t—tlwoear that our un^wruiimndinu oT 

piiymtclmn d^clgl orw klnn 1» w— k. Mi 1 l_«_b«tt«r_urid»«*standitig of 

th&^ pro c «m» cow frcM r— <— rch intp_aMp«rt systMrn, or* should 
mmpmjrmim rm mm m r t J i bm don* in this mrmmi 

l^iumwr^^h mnpmrt systmi dews ^Jntribute to ths undsrst^nding 
of ^^*^fcision prbcs s s, but dirsct study of ths pr^ocsss itMlf 
is ^ Oov^^^icisnt wsy_tb iMrn about it. P>syc:holbgic stjidiss 
and work such ss that psrfori— d by Elstsin fros ths Univsmilty of 
Illinois tMMids grMtsf* support. Support is particuiarly 
inpdrtant now that eo«putsr tschhiquss havs svblvid to thi point 
l^«P»_thff>f can iliitttts what ws. ^thihk** ths physiciaH db«s. Qiven 
jfehig_p Q W S g to iwitats, it is alX tha nors inportaht th«t w* 
undsrstand what ths physician is rsally doing. 



&*_a» aho utd sxpart systMS bs uasd to eritiqus physicish 

docisiovnaking? 



j^HPorj^apt _»*<>rk has b asn ^^ns in ths_«rM_of BKpsrt^ystsn 
^y^^^^J-Y^i^ It_is one of thr 

Mny_intav^ting pathw sKplor^. Ths_fisld is too young 

to bm talking about what mhoi^ld be doney however*. 



How do you beiieve this Cth e r egulatory philospohy ewb^xJied 
in tiMi FM stat n es nt J will divtvr research in this field? 

r^^*^* •.^Py^' FDft statement presented it the 

subc^ownittee meeting of Rpril 21, 1966, so I c«ti«t comment on the 
substance, of that perticular statehieht, but the general problem 
with regulation is that it is easy to com& up with rules, but 
difficult to come up witH regulations, especially regulations 
that. are_ appropriate* _ When the refiulators aren't practitioners 
in either_the_field_ of .medicine or computer science, arid they are 
to r«guiate_thB applicat£o05_of .computer, science. techniques to 
tha pi~aptiM_of_medicinei_the odds tbat.tbe.rsgulations will 

•natch the reaJities are Xpw. Pnd when tbe f ield being regulated 

erobryor.ic "that there a_re_yery_ f ew__eKampleB ©f _ what the 
f - - ^ ®« the X i il^«>od of m£ srrtat ch increasesx. Regul at iona, by 
- -^r** ^"*P9*? strictures pn hoM ftystems.are.developed, 
» ^ St r i ^ut f?d. Th is genera 11 y_imposes burdsns of 

paperwork ar,cj *^eari.-ias or other such tine consuming «fforts__on 
invest i actors, the cost of " J "wpipg * the i^egulatory barriers 
will teh3 to ek^lude the sraailer and more inventive companies 
^•ciTT irvolvernent in the fieltf because they have neither the_ 
perscrjnel^ the time, nor the capital to endure regulation delays, 
rt will usually^eter researchers from entering the field because 
their research energies will be tethered. 
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3-_b.L Pp you agr«»_witb_tb«_statttnMint, "In g«n«r«I it is 
^■Pr«ctic«l to tMt CflK>ft»Mir«3 "Tor «v»ry opportunity tor 

A. "^A^h. s***®"**"*.^^ fac?ti_. The 

problem is compcunded by tbe rmed to cbange_soft»#«r«. Changes 
are required to accommodate now hardware^ neH_oedicai_realit ies, 

P®'^_^^8orA^^'"^*^ -PPr9**=^«*«» _ «o on, In contrast to_a_rfruQi 

which remains the same during its patented lifetiwei__soft»«are_ 

must change to keep up with other realities. The need to pass 

software thro^igh the regulatory hurdles after ever^ modification 
could impose hopeless costs and delays in the software 
development cycle. 

3-c. — Does this mean that until the prbbleii of verification im 
Bplyedi_no progresttcan be expected in estabiisHihg regulatory 
guidelines in this field? 



Y®Sf _ *>M* .1_ keep . Com_ing_ back to_ the_quBst ion of what problem are 
we_ trying to solye_with regulation? What excess haa occurred 

What excess is expected? What_are_the bad experiences the 

medical field has had_with_intelligent coMpater systems over the 
*^?*_***®"*y years that need_tp_be_corrected? Regulation for its 
own sake is bureaucratic excess in its purest form. 



^'oUld Professor Brannigan^s idea_ jo_place_the_regiilatory 
burden on the software user be an acc»ptabia substitute? 

I didn't fully understand ^he legal discussion between Mr^ 

Branriigan and the subcomrhi-^tee, but the idea of letting ciedical 
institutions decide what software is best for them ia appealing. 
They already have substantial incentives, in the fb»w of 
malpractice attd liability issues, to choose only iafe and useful 
software. __I fully agree with Mr. Brannigan's arguments that 
medical soft war»_is_ not a device and therefore doesn't fill under 
t'lat FpRls aurisdiction. I am riot sophisticated enough in 
matters of law to_giye insightful, cr it icisrit as to the possible 
legal problems with Mr. Brannigan's approach; 



^' Br^ with the curren^^ in 

the application of artific^ial intelligence techniques to 
medicihe? 

This question requires an answer simi lar to that given for 
Questiori I. R^tificial intelligence techniques are onlyoneo^ 
natty techniques needed to produce useful clinical systemsi and I 
don'tthink it i? appropriate to single but one particular 
technique for individual support. Asking the broader question. 
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"Ham-NXH proviclsd suffieisht mupport for th» rwMarch arid 
clavalopiiflHt of clinical computing systMs?", X Mould have to %hy 
nom-- Support-has b«en p)*ovidad_by tH» National Library of 
MpaiciM^ ORR, ana -tha_National C«rit«r f^r Hsalth ServicM 
Raft««rcH_<not within NXH). Tbfi latter ha» provided the most 
suppovHI; _ f or resaareh and. dsvslopcient in clinical computing over,. . I 
ths last_lS_years, _buLt_ their. funding b«s_been sharply reducetf tV 
o_nerfQurth_of_the_ I97i8*»_le¥el« _Tbe.probl»n_«#itb ciirrent_»i*pport 
by_NXH_ is_that _ltls_ f ragmentedi _and_ in many.cases the_ "research^ 

side_pf_the_reMarch_and_deyelopm«Tkt^ 

underewphasizedj part iculariy when work has been funded_by_one_of 

the dijimasirrbawod i»wt itu^ The Nat ional_Uibrary_of Hedic 

ie a reasonable agency on which tojfocus more of the_support for 

c i i n ica i cpmput i ng- ^omrfmr^ *_P_ur*_ focus on art i f ic i a 1 

intelligence or expert systew techniques i» wrong. .Research 
across a broad series of fi^nts, inciudi^ng means for storing 
patient data, efficient access techniques to large databases, 
integration of wMlical knowledge JteKtbobk infov^t ion) and 
patient facts ^mediMl recoHJ}, intsearcH and user interface, 
better underetanding of the physician decision process, and rapid 
statistical techniques for dealing with irregular data sets, are 
all necessary for substantial advances to be made in this field, 
fi pure focus on artificial intelligence would be- analogous to 
focusing on_only-jet engines wHehtryins to developing a jet 
airplane. Simultaneous. work on_ airframe developmetit^ _ 
aerodynamicsi^ _eny ironaental .corktrol,^ .communieat ion^ And so on, _ 
sre_Aii necesBary_to_ buiid_a_successfMl airplane. The same. will 
be_true_of_clit»ic*l_inforf»ation_systenw«^__>^ of different 

technologies is going to be necessary^ and more quantitative 
approaches should be taken. 

With best regards. 



Clem Mclibhard, M.D. 

Professor of- Medicine and - - 

Director of Mimical- XnfdHiat ion Sciences 
ReB«nstrief Institute 
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